En el Congreso Mundial de Psiquiatras, celebrado en Madrid, se debatió también sobre las personas que viven "enganchadas" en la Red. Algunas asociaciones tratan de luchar contra esta nueva enfermedad. 
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ubo un tiempo en el que las noticias tardaban meses o años en conocerse. A veces, ni siquiera llegaban. Y, generalmente, cuando lo hacían, llegaban tergiversadas por la subjetividad del boca a boca: «Me lo ha dicho uno de Becilla», «Pues a mí me lo explicó el hijo de Saturnino, el de Mayorga…». 

Hoy en día, la información no ha perdido completamente la subjetividad. Las más de las veces, esto ocurre de forma deliberada. Pero tenemos la posibilidad de escuchar lo que ocurre en cualquier parte del mundo en tiempo real. Las imágenes del bombardeo de Bagdad durante la guerra del Golfo convirtieron a la CNN en el notario del planeta. El teléfono permite hablar con cualquier ciudadano que disponga de un aparato similar, esté donde esté. Una misma noticia podemos recibirla por múltiples canales diferentes: emisoras de radio, cadenas de televisión, periódicos. 

El ciudadano corriente se ha acostumbrado a la idea de que el mundo está al alcance de sus dedos.Y cuando esos dedos se colocan sobre el teclado de un ordenador conectado a Internet, la idea puede crecer de manera descomunal e incluso alcanzar categoría de adicción. 

Camino de la realidad
Cuando se habla de Internet Addiction Disorder, IAD (trastorno de adicción a Internet), existe un consenso creciente de que se trata de una entidad patológica que, al parecer, fue descrita por primera vez por Kimberly Young, una psicóloga de la Universidad de Pittsburgh, Pennsylvania (EE.UU.). Según otras fuentes, el primero en realizar la descripción fue el doctor Ivan Goldberg, del Instituto Neuropsiquiátrico de Nueva York, quien envió su propuesta de criterios diagnósticos al newsgroup rec.arts.science el 15 de mayo de 1995. 

Con todo, el IAD no ha alcanzado todavía la mayoría de edad, algo que se logra con la inclusión en el manual de referencia de las enfermedades psiquiátricas: el DSM -IV. Mientras tanto, publicaciones serias, como la Canadian Medical Association Journal, abordan el tema. 

El artículo que se refiere al tema fue publicado el 15 de junio de este mismo año, y su autor es Michael O'Reilly. Puesto al habla con Net conexión, O'Reilly admite que la comunidad científica aún no se ha tomado muy en serio el IAD. «En realidad, no ha habido suficiente experiencia clínica en este tema. Como con cualquier cosa nueva, la comunidad médica reacciona lentamente, pero dado que nuestra sociedad está entrando rápidamente en el territorio online, creo firmemente que hay que investigar sobre el IAD», afirma O'Reilly. Según el experto canadiense, existen algunos grupos de personas que tienen mayor tendencia a sufrir adicción en sus conexiones: Personas que trabajan desde su casa, preferentemente mujeres de mediana edad, personas con niveles inferiores de educación y estudiantes de cualquier edad o grupo socioeconómico. 

Algunos recursos
¿Alguien se imagina una reunión de alcohólicos anónimos en un bar? Algo parecido ocurre en Internet con el IAD. Existe una lista de distribución como elemento de soporte para personas que se consideran «enganchadas» a la Red. El moderador es el propio Ivan Goldberg. El grupo, que recibe el nombre de Internet Addiction Support Group requiere, para suscribirse, el envío de un mensaje a la dirección i-a-s-g@netcom.com, con el mensaje: «subscribe i-a-s-g tu.nombre@tudireccion.es». No se trata de una lista excesivamente activa, pero en ella aparecen historias realmente preocupantes de personas que abandonan parcelas importantes de su vida offline para vivir conectados. Curiosamente, tras la primera intervención de Net conexión, sólo se recibió un mensaje: «¡Lárgate!» El remitente consideraba que la lista era un territorio donde los curiosos no eran bienvenidos. Aunque tuvieran buenas intenciones. 

Algunos webs dedicados a la adicción, curiosamente, se dedican más a reírse de la cuestión que a otra cosa. Están muy bien para echar unas risas y algunos, incluso, intentan sacar un dinerillo de la cuestión, como Netaholics, que intenta colocarnos unas camisetas «de diseño exclusivo». En CiberWidows juegan con la idea de la soledad de las sufridas esposas. En Webaholics no se quedan atrás. Una aproximación más seria se encuentra en el recurso que dirige la doctora Young, desde el cual se puede acceder a información de interés sobre la patología e, incluso, realizar una encuesta para apoyar el estudio que se realiza sobre la materia. 

En cualquier caso, que los alarmistas no afilen sus armas, pues del mismo modo que el alcoholismo no envilece la última añada de Rioja, el IAD no convierte a Internet en un recurso negativo. Como decían los clásicos, «la virtud está en el término medio». 

Internet Addiction Disorder


As the incidence and prevalence of Internet Addiction Disorder (IAD) has 

been increasing exponentially, a support group, The Internet Addiction 

Support Group  (IASG) has been established.  Below are the official 

criteria for the diagnosis of IAD and subscription information for the IASG.

         Internet Addiction Disorder (IAD) - Diagnostic Criteria

A maladaptive pattern of Internet use, leading to clinically significant

impairment or distress as manifested by three (or more) of the following,

occurring at any time in the same 12-month period:

(I) tolerance, as defined by either of the following:

        (A) A need for markedly increased amounts of time

            on Internet to achieve satisfaction

        (B) markedly diminished effect with continued use

            of the same amount of time on Internet

(II) withdrawal, as manifested by either of the following

        (A) the characteristic withdrawal syndrome

                (1) Cessation of (or reduction) in Internet use

                     that has been heavy and prolonged.

                (2) Two (or more) of the following, developing within

                    several days to a month after Criterion 1:

                        (a) psychomotor agitation

                        (b) anxiety

                        (c) obsessive thinking about what is happening

                            on Internet

                        (d) fantasies or dreams about Internet

                        (e) voluntary or involuntary typing movements

                            of the fingers

                (3) The symptoms in Criterion 2 cause distress or

                    impairment in social, occupational or another 

                    important area of functioning

        (B) Use of Internet or a similar on-line service is engaged in

            to relieve or avoid withdrawal symptoms

(III) Internet is often accessed more often or for longer periods of time

      than was intended

(IV) There is a persistent desire or unsuccessful efforts to cut down

     or control Internet use

(V) A great deal of time is spent in activities related to Internet

    use (e.g., buying Internet books, trying out new WWW browsers, 

    researching Internet vendors, organizing files of downloaded materials.)

(VI) Important social, occupational, or recreational activities are

     given up or reduced because of Internet use.

(VII) Internet use is continued despite knowledge of having a persistent

      or recurrent physical, social, occupational, or psychological 

      problem that is likely to have been caused or exacerbated by 

      Internet use (sleep deprivation, marital difficulties, lateness for

      early morning  appointments, neglect of occupational duties, or 

      feelings of abandonment in significant others)

Subscribe to the Internet Addiction Support Group by e-mail:

                Address: listserv@netcom.com

                Subject:  (leave blank)

                Message: Subscribe i-a-s-g

- ivan -

--                                                         \\\\           

                                                           (@ @)          
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||                          Ivan Goldberg, MD                ~          ||

|| ikg1@columbia.edu                                  psydoc@netcom.com ||

|| V: 212 876 7800  /  1346 Lexington Ave NYC 10128  /  F: 212 737 0473 ||

||               http://avocado.pc.helsinki.fi/~janne/ikg/              ||

||----------------------------------------------------------------------||


Are you suffering from Internet Addiction Disorder?


As the incidence and prevalence of Internet Addiction Disorder (IAD) has been increasing exponentially, a support group, The Internet Addiction Support Group (IASG) has been established. Below are the official criteria for the diagnosis of IAD and subscription information for the IASG. Internet Addiction Disorder (IAD) - Diagnostic Criteria A maladaptive pattern of Internet use, leading to clinically significant impairment or distress as manifested by three (or more) of the following, occurring at any time in the same 12-month period: 

· (I) tolerance, as defined by either of the following:

· (A) A need for markedly increased amounts of time on Internet to achieve satisfaction 

· (B) markedly diminished effect with continued use of the same amount of time on Internet 

· (II) withdrawal, as manifested by either of the following:

· (A) the characteristic withdrawal syndrome 

· (1) Cessation of (or reduction) in Internet use that has been heavy and prolonged. 

· (2) Two (or more) of the following, developing within several days to a month after Criterion 1: 

· (a) psychomotor agitation 

· (b) anxiety 

· (c) obsessive thinking about what is happening on Internet 

· (d) fantasies or dreams about Internet 

· (e) voluntary or involuntary typing movements of the fingers 

· (3) The symptoms in Criterion 2 cause distress or impairment in social, occupational or another important area of functioning 

· (B) Use of Internet or a similar on-line service is engaged in to relieve or avoid withdrawal symptoms 

· (III) Internet is often accessed more often or for longer periods of time than was intended

· (IV) There is a persistent desire or unsuccessful efforts to cut down or control Internet use

· (V) A great deal of time is spent in activities related to Internet use (e.g., buying Internet books, trying out new WWW browsers, researching Internet vendors, organizing files of downloaded materials.)

· (VI) Important social, occupational, or recreational activities are given up or reduced because of Internet use.

· (VII) Internet use is continued despite knowledge of having a persistent or recurrent physical, social, occupational, or psychological problem that is likely to have been caused or exacerbated by Internet use (sleep deprivation, marital difficulties, lateness for early morning appointments, neglect of occupational duties, or feelings of abandonment in significant others)

Subscribe to the Internet Addiction Support Group by e-mail: 

           Address: listserv@netcom.com

                Subject:  (leave blank)

                Message: Subscribe i-a-s-g

                          Ivan Goldberg, MD               

ikg1@columbia.edu                                  psydoc@netcom.com 

 V: 212 876 7800  /  1346 Lexington Ave NYC 10128  /  F: 212 737 0473 

              http://avocado.pc.helsinki.fi/~janne/ikg/             
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The Bad Boys of Cyberspace 

Deviant Behavior in Online Multimedia Communities
and Strategies for Managing it 



* Note: This article reads best as hypertext. If you plan to read it offline, use your browser to save the file in its source form. Then, when offline, use your browser to read that source file. Unless otherwise indicated, all links in this article will jump you to other points in this article. Use your browser's "back" key to return to your previous place in the article. To help you navigate through this manuscript, I've numbered the subsections along the right margin. 
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SNERT... That's what they call the real trouble-makers of cyberspace. Attributed by some to Kurt Vonnegut, the term stands for "snot-nosed Eros-ridden teenager." It concisely captures much of what many cyberspace deviants are all about. They thumb their impudent noses at authority figures and smear their ooze of discontent all over themselves and others. Frustrated drives seeking an outlet may fuel their misconduct - frustrated aggressive drives as well as sexual ones. They often are adolescents. If they aren't, then they are regressed adults acting like adolescents. In some communities, the term "snert" broadens to include any acting out, annoying, disruptive user. 

The title of this article also suggests that they are males. Of course, there are bad girls in cyberspace too, but they do seem to be outnumbered by the males. Why? Maybe males - especially teenage males - have a more difficult time restraining or constructively expressing their Eros-ridden nature (i.e., they aren't as mature). Maybe they tend to be a bit lacking in the compassion and interpersonal sensitivity that's needed to realize how other users aren't Donkey Kong targets, but real people. Maybe there simply are more male users out there on the internet. 

The purpose of this article is to explore deviant behavior in a multimedia chat community and strategies for dealing with that behavior. Because I am most familiar with the Palace (see the Palace Study), I will focus on that environment - especially the communities at the server sites run by The Palace Incorporated (TPI), which later merged with Electric Communities (EC). A very large majority of the people I've meet there have been pleasant, thoughtful, and helpful. However, like all chat communities, snerts and other deviant types wiggle their way in. In some cases the misbehavior at the Palace will be similar to other chat communities, in some cases different. There are universal forms of deviance that will be recognized anywhere on the internet, as well as specific forms that are unique to each community. 

Almost all the techniques for handling misbehaving users that I mention in this article were discussed or implemented by the TPI officials and wizards (see the article about wizards). As old-timers with a lot of experience and some special powers that other users don't have, wizards are the experts at this task of maintaining order in the community. Their devotion and insight is to be admired. This article is dedicated to them. At times, the techniques I am suggesting can be applied by any user, wizard or not. At other times, I focus specifically on intervention strategies for wizards. 
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It's All Relative... or Not 

Two factors will account for the universal and specific types of deviance - one technical, one social. Every chat community is built upon a unique software infrastructure that offers unique technical features for how people experience the environment and interact with each other. Misbehaving users will find a unique way to abuse almost any unique feature you offer them. If you build it, some will exploit it. For example, in the world of multimedia chat, snerts can use sounds and visual images to harass others, which would be impossible in text-only environments like IRC or AOL. 

The social factor may be partially or completely independent of the technical aspects of the environment. Every culture and subculture has its own standards about what is acceptable and unacceptable behavior. According to the theory of "cultural relativity," what is considered normal behavior in one culture may not be considered normal in another, and vice versa. A particular type of "deviance" that is despised in one chat community may be a central organizing theme in another. For example, at the TPI/EC Palace sites, taking and wearing someone else's avatar (see avatar article) is akin to stealing their identity, while at non-TPI sites (e.g., servers purchased and run by individuals) it may be the game people love to play. Standards may be generally more restrictive in one community as compared to others. At the Welcome site, where new and often naive Palace users arrive for the first time, the rules about wearing inappropriately sexy avatars are much more strictly enforced than at the Mansion site, where the more experienced members hang out. Some critics have even suggested that the people at Mansion have become so desensitized and caught up in the "let people do their thing" philosophy that they don't see the smuttiness as an outsider would. Even though Palace is one client/server chat program, PalaceSpace consists of hundreds of different communities, each being culturally unique, each with its own values and standards. 

Many Palace sites are privately owned. Some are commercial. This distinction can have an important impact on the deviance that is permitted. Some owners of private sites have strict policies about misbehaving users. Get out of line, and you quickly are booted from the community. The overseers of the site are more concerned about the congeniality and integrity of the community than about the rights or psyche of the ill-behaved user. At some commercially owned sites, there may be more leeway. The business depends on sales, so a "customer is always right" philosophy may lead to a greater tolerance of impoliteness and mischief. Booting someone from the site may be viewed as the measure of last resort. After all, snerts do buy, like anyone else. Of course, if they get too snertish, they may drive off other potential customers. So, ultimately, it's a delicate balancing act between maintaining a congenial community where strict rules weed out the snerts, and a "customer's always right" attitude that encourages sales. It's a business. It's a community. It's a business AND a community! 

It's also important to remember that the large majority of chat communities are a leisure activity for most people - i.e., the community and all that is happening there is entertainment in the form of a recapitulation of the "real world." Deviant behavior may be a disruptive turnoff to some people, but for others it is part of the show. 

The strategies for managing deviant behavior also can be classified according to the "technical" and "social" dimensions. At the Palace, software features such as the ability to mute, pin, kill, and gag were specifically designed to help members and wizards deal with annoying visitors. The more social interventions require interpersonal skills. How do you talk to a misbehaving adolescent, or an adult acting like one? That's the issue. In fact, the technical solutions alone are insufficient. Without a psychologically sophisticated person knowing when and how to use those tools, they may be applied inappropriately and thereby become just another form of abuse. What strategies are used - and how - will vary according to the culture. 
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Getting Known Through Anonymity 

Much has been said lately about how anonymity on the internet "disinhibits" people. Feeling relatively safe with their real-world identity hidden, they say and do things they otherwise wouldn't normally say or do in "real life." In some cases, that seems to be a good thing. People may be more honest, open, generous, and helpful. In other cases, however, the nasty side of a person gets unleased. Hence the snert. 

I'd like to give a slightly different spin to this "disinhibition through anonymity" concept. My basic premise is this: NO ONE WANTS TO BE COMPLETELY ANONYMOUS. No one wants to be totally invisible, with no name or identity or presence or interpersonal impact at all. Everyone wants and needs to express some aspect of who they are, to have others acknowledge and react to some aspect of their identity. In some cases, it's a benign feature of who you are. In some cases, not. Anonymity on the internet allows people to set aside some aspects of their identity in order to safely express others. Snerts need someone to react to and affirm their offensive behavior. This need is a bit different than simply catharting their frustrated drives, as the "eros-ridden" idea suggests. Snerts are trying to express some unresolved and warded-off feature of their troubled identity in an (often desperate) attempt to have it acknowledged. Unfortunately, they do it in a way that abuses other people. Under ideal conditions, they may be able to accept and work through those inner feelings and self-concepts that torture them. If not, they will continue to vent that ooze through their online snert identities, while safely dissociating it from their "real world" identity. 

Does greater anonymity result in greater deviance? It's an interesting question. Because greater anonymity usually is associated with less accountability for one's actions, the answer would seem to be "yes." In the world of Palace, new users must register (pay) for the software before they can permanently acquire the ability to give themselves names and create custom avatars. Until then, their name is a number ("Guest 232") and their avatar a generic smiley face. The greater anonymity for guests does seem to result in their misbehaving more often than members. But members misbehave too. So there are other factors at work. 

The higher prevalence of misbehavior among anonymous users may be more than just a "disinhibiting" effect. Rather than the anonymity simply "releasing" the nasty side of a person, the person may experience the anonymity - the lack of an identity - as toxic. Feeling frustrated about not being known or having a place in the group, the new user acts out that frustration in an antisocial manner. They need to feel that they have SOME kind of impact on others. It's not unlike the ignored child who starts acting "bad" in order to acquire attention from the parent, even if it's scolding and punishment. The squeakiest wheel. Humans, being humans, will almost always choose a connection to others over no connection at all, even if that connection is a negative one. Some snert guests may think (perhaps unconsciously) that their misbehavior is a justified retaliation against a community that they feel has stripped away their identity and alienated them. They reject because they feel rejected. 

In rare cases, people who are well known in the community - even wizards and others of high status - may become the trouble-makers. Social psychology has demonstrated that people with power and status often have "idiosyncrasy credit" - they are given a bit more leeway in violating some of the less critical rules of the community. But they are not permitted to break the major rules - especially the rules that protect the integrity of the higher status group. For example, wizards may get away with wearing avatars that are not entirely appropriate, but giving the wizard password to an non-wizard cannot be forgiven. People are ousted from the wizard group for such offenses. 


Ain't Misbehaving: The Lower End of Deviance



Deviant behavior occurs along a continuum from mild to severe. The most severe types probably are those that would be universally detested anywhere, anytime. The most mild types may be labeled as deviance or not depending upon the culture and the particular situation. For the most part, these mild and usually unintentional forms of deviance are the result of carelessness, playful mischief, immaturity, or simple ignorance. Correcting such misbehavior may be very easy. Briefly explaining the community's rules of etiquette, educating the user about the program, and/or encouraging the person, in a friendly way, to "ease up" should be enough. If that simple, benign intervention doesn't work, then the deviance may be more intentional and indicative of a personality problem. 
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Clueless Newbies 

Users entering the environment for the first time may be very confused about even the most basic aspects of how to move and communicate. With all those visuals, sounds, avatar movements, and text coming at you, programs like the Palace can be a bit overwhelming for newbies who have never experienced multimedia chat. They may not even know where their avatar is on the screen or that people are talking to them. As a result of that confusion and a need to figure out what's happening to them, they may act inappropriately. People tend to regress and exaggerate their behavior when disoriented. Some newbies blurt out inappropriate statements ("What the hell is going on here?"). Some keep hitting their return key, expecting that to somehow save them. Hyperactive people may bounce their avatar around the screen ("Gee, how does this work?), which is an annoying distraction and tends to flood the server. A common problem is blocking. Not knowing where they are, or how to move, or ignorant of this faux pas, the newbie sits his or her avatar on top of another user's avatar. It's a violation of personal space, which really annoys some users. 

Possible Interventions - Clueless newbies usually don't require disciplinary action, but rather a little help. Unfortunately, wizards sometimes mistake their unintentional blocking for abusive blocking and may pin them, especially if everyone else in the room is complaining and the guest fails to respond to the wizard's inquiries. Wizards have discussed the possibility of a "nudge" command that would gently shift a user's avatar an inch or two to the side. Often, simply addressing newbies by name, in order to get their attention, and saying "just point and click to move" is enough to save the day. 

One obstacle in helping newbies is the fact that they may speak a different language. If unsure, wizards can check the user's IP address to determine where she is coming from. Unfortunately, if there indeed is a language barrier, there's not much anyone can do except hope that the newbie can figure things out for himself. As chat communities become more multi-national, the Tower of Babble problem may grow. 
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Culture Clash 

In the manual he wrote for wizards, Jim Bumgardner (see the interview with him) pointed out that some users come to Palace from other chat communities, such as IRC or AOL. They bring a different culture with them. For example, on AOL it is acceptable to periodically ask the users in a room "M or F?", "Age/Location?", or "Any SWFs out there?" At the Palace, such lines traditionally have been considered rather tacky. These kinds of pithy probes evolved in communities where there were relatively large and changing populations, so users developed such tools to quickly identify other people they wished to engage. Palace communities tend to be smaller and more stable, so people often experience these questions as intrusive and impolite. However, as Palace communities get larger and more diverse, such behavior may become more acceptable. As immigrants arrive and necessities change, cultures evolve by absorbing the norms and values brought from other cultures. 

Possible Interventions - The introduction of "inappropriate" behaviors from other cultures will lead to one of two possible outcomes. The residents may attempt to discourage the immigrants' ways and motivate them to do as the Romans do. In keeping with the mischievous, playful atmosphere endorsed by the the original Palace philosophy (see the article on the history of Palace), Bumgardner jokingly suggested that the reply to such questions as "M/F?" should be "I am zygote and I live in a tea kettle." No doubt, the immigrants would be rather confused by this reply - i.e., culture clash. The other possible outcome is to embrace the new ways - i.e., the melting pot. 
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Mischief 

As I just mentioned, Bumgardner originally intended Palace to be a playful, somewhat mischievous place - a place where people could feel that they were "getting away with something." Playing jokes on fellow users is acceptable behavior. Naive newbies make for easy targets. Sometimes, it may just be a good-natured prank. Sometimes it may have a hostile edge. It's a thin line between acceptable mischief and unacceptable abuse. For example, by "spoofing" someone with the "msay" command, you can throw your voice to make the text balloon pop out of someone else's head. Or you can make the words hang in mid-air with no body attached. Making your friend say "I am a zygote and live in a tea kettle" could be a hoot. But some people use spoofing to mistreat others. A member, rather inappropriately, kept putting the words "I'm gay!" into the mouth of another user as he was trying to carry on a conversation with me. Using msay like this may indicate the person's inability to contain their own troublesome thoughts or feelings, while also being unable to own up to those thoughts or feelings for fear of how others will react. 

Sometimes, it's hard even for sympathetic people to resist the antics and game-playing. One night at the Mansion, although trying to remain a neutral observer, I eventually found myself as an accomplice to another member in a prank on newbies. We set up a free-standing ("dummy") female prop in the spa pool and used "msay" to talk THROUGH the prop while also talking TO it as if it were another user. Essentially, it was a virtual ventriloquist act. "Honey" (the prop) acted rather seductively towards the guests. Several rather responsive newbies thought it was a "real" avatar with a real women behind it - and they eagerly took the bait. It was quite funny, although perhaps a bit insensitive to the naive guests who were unaware of the msay command. 

Possible Interventions - The distinction between a prank and abuse is a judgment call. Different people and communities will set different standards. Ultimately, it's the target of the prank who should be consulted. If a person is hurt or insulted, then an intervention should be considered - unless the community and the business behind it is willing to accept the fact that some of its (probably soon to exit) members are being offended. The mischievous element of Palace philosophy may work best in a small community where intimacy acts as a buffer between pranks and abuse. As a community gets larger and more strict rules of etiquette become necessary, the mischievous philosophy may fade A more extreme intervention would be the removal of such software features like spoofing that may lead to abusive behavior - but then some of the fun, and some of the basic premises of Palace philosophy, would disappear. 

Mischievous people often are testing the limits. They want to see how far they can push the envelope before they "get caught." Usually, they respond quickly to the law once it is layed down before them. Part of them may even be comforted by the fact that they can't get away with anything. 
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Graffiti 

Palatians have the software ability to paint on the background graphics that make up a room. It allows people to interact with the environment, play (sometimes mischievously) with each other, and be creative. However, painting - like spoofing - is another example of the "If you build it some will abuse it" principle. Some users adorn the walls with obscene drawings or words. Others might smear black over an entire room, leaving new users totally confused as to where they are and what's happening. Freud would love to label them as "anal expulsive personalities." In order to vent their anger about feeling over-controlled and helpless, they deposit - often secretly and in defiance of authority - their unacceptable stuff all over everyone else. 

Possible Interventions - Be the user's mother and clean up after him (which probably reflects some of his unconscious needs). Unless, of course, the perpetrator can be caught in the act. Often shame is a primary feature of the expulsive graffiti "artist's" personality, so simply getting caught and gently reprimanded might be enough to correct his ways. If this doesn't work, then a more resistant kind of deviance is at work, requiring the stronger interventions discussed later in this paper. The most drastic intervention would be the removal of the painting feature. But again, this would mean removing some of the Palace fun and philosophy along with the excrement. 
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Adolescent Antics 

In the wizard manual, Bumgardner points out that young users (adolescents and preadolescents) may take delight in the freedom of Palace. They use it as an opportunity to act out. It's like that freshman year of college when young'uns are unleased, for the first time, from the rules and regulations of home. For example, adolescent users might get a kick out of seeing profanities pop out of their avatar's mouth for all the world to see. Or they may play the flatulent "wind" sound many times over (a sure sign of an adolescent male). Or they may act out what they imagine is sexy adult behavior and ask "Anyone want to screw?" Acting inane is the way to entertain themselves and their friends. They may be testing the limits to see how far they can go in annoying other users, especially the wizard authority figures. Particularly problematic are the anonymous adolescent guests who don't have or want to spend the money on registering. They have no commitment to the community - and probably feel frustrated and hostile about not belonging - so they get their thrills by abusing people and provoking responses. If it's in violation of the rules, it's more exciting and fun. This probably is a more serious problem than simple adolescent antics. 

Possible Interventions - The level of adolescent acting out can vary widely. For relatively normal kids who are simply experimenting with cyberspace freedom, a gentle reprimand and reminder of social etiquette may be sufficient ("Simmer down, kids!"). Essentially, you are reminding them that this is not a video game but a real social setting, with real people, where rules of conduct still apply. Psychologists would call it "reality testing." Adolescents who simply are testing the limits of the rules tend to follow them once they are enforced by authorities. In fact, some adolescents, secretly frightened by their freedoms, WANT the comfort and reassurance of knowing what they can and cannot do. They test the limits BECAUSE they want someone to set them. A quick pin should be the strongest measure needed to snap them out of their misbehavior. If that doesn't work, then once again we're talking about a more resistant type of deviance that requires the even stronger interventions discussed later. 
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Parodists 

On his web site (http://www.rahul.net/natpix/wiz.html) where he discusses problematic Palace users, the well-known Palatian know as Dr. Xenu describes the "parodist." In an attempt to be humorous, some users mimic the behavior of an abusive person. The parodist intends it as playful mischief, although it probably speaks to his/her identification with the snert and a vicarious wish to act like one. 

Possible Interventions - The problem is that it's easy at first glance to mistake the parodist for the real thing. "I have seen at least one instance," Dr. X says, "where a tired wizard, weary from a session of endless kills, killed such a user without warning. Perhaps this is why there is a sign at the airport asking you to refrain from talking about bombs at the metal detector. This is another good reason why it is good to talk to users before killing them. The point is that after you've met and killed 13 [snerts], it is easy to pigeonhole people - especially Guests who are wearing the same props - don't. The '15 yr old' [snert] you are killing may actually be a 45 year old psychiatrist." 
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Wizard Wannabes 

Becoming a wizard is a sign of status and accomplishment at many Palace sites. It means you are part of the inner circle, that you truly belong. It means you have some powers that others don't. Wanting to attain that status is an understandable wish, but some users become a bit insistent and downright pushy in their quest. Many wizards have grown tired of hearing people ask "how do I become a wizard." As a result, an implicit rule has evolved: If someone asks to be a wizard, especially if they PERSIST, they will not be invited to become one. The Don't Ask Rule also rests on the assumption that more mature users - those who aren't determined to get some power and most likely abuse it - are the ones who will be more discreet about seeking wizardship and more wise wizards should they become one. 

Possible Interventions - Some users may be overly eager beneath their questions about becoming a wizard, some may simply be curious. It's not always easy to tell the difference. Although wizards may get tired repeating themselves - and may wish to tease or toy with the person - the most polite policy is to briefly explain how wizards are chosen. Users also can be pointed towards documentation that explains this topic in more detail. For example, Dr. Xenu's web site and my article about wizards contain some suggestions for the wizard wannabe. 
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Deviant Enclaves 

Apparently "deviant" subcultures may evolve within specific locations of the larger community. On the TPI/EC servers, for example, there was a period of time when small groups of "weird" adolescents were hanging out at the Members Palace and within specific rooms at that site (subcultures often claim specific rooms as their territory). The "weirdness" consisted mostly of off-color language and avatars that looked menacing, bizarre, or anti-social in theme. No doubt the off-putting quality of their scenario helped define the identity of their group as well as firmed up the boundaries of their territory by making it a bit uncomfortable for outsiders to join in. These groups tended to form at the Members site for two basic reasons: (1) that site was relatively under-populated and isolated from the much more active Main Mansion site, hence leaving open a space for non-mainstream subgroups to gather, (2) the wizards infrequently supervised that site, so there were few authority figures around to inhibit subculture deviance. 

Because they mostly kept to themselves, these counterculture groups posed no particular problem to the overall community. If an outsider happened to stumble onto their territory, the response varied. Sometimes the group was mildly hostile or ignored the newcomer. Sometimes they were quite pleasant. MSLady, a TPI wizard, visited one of these groups and came to this conclusion: 

So many times, kids that see themselves as "different" from the rest at these ages do not realize what makes them feel so isolated is actually the fact they are more mature, studious, inquisitive, or talented than their peers. They end up branding themselves as "weird" until they realize they don't fit in because they are drawn to pursuing computer, art, literature, or whatever while their peers talk on the phone! They then feel they have to express this "weirdness"...make a "statement"...whatever.... You kinda have to idle into their realm by getting to known them. It's so amazing to find out that much of the noise they are making means nothing more than just normal teen conformity, and how reasonable they can be after they drop their guard and just talk. I had the most enjoyable talk with "TheDemon" early the other morning. I admit his whole "act" has made me a bit hesitant to approach him previously! 

Possible Interventions - If the larger community adheres to a "Live and Let Live" philosophy, then deviant enclaves may be left alone as long as they remain within their territory and do not abuse visitors. Problems arise when some citizens stumble upon the subculture and begin to complain to the authorities about how the neighborhood is "going downhill." As traffic increases to the underpopulated areas where deviant enclaves tend to develop, the enclave may naturally dissolve or move on. They probably prefer isolated areas where they will be left alone. If a more active intervention is necessary, the first effort might follow the insights of MsLady: make an effort to befriend the group and benignly suggest that they "tone it down a bit." Or suggest another room or site to where they could relocate. Maybe it's even possible to offer them a specific place to call their own. Groups that are more troublesome to the community and resistant to reason may fall under the category of "gangs" which require stronger medicine. 
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Sleepers 

If you follow the rules of etiquette, you put up BRB sign ("be right back") when you leave or aren't paying attention to your computer. Due to either ignorance of this rule, forgetfulness, or deliberate and inconsiderate neglect, "sleepers" fail to do this, leaving their avatar on screen sitting motionless and silent. Other users may not know what to make of the fact that you seem about as responsive as a post in winter - maybe you're BRB, maybe you're lagged out, maybe you're very shy, a passive voyeur, or a snob. As it is, cyberspace is an ambiguous place for social interaction. With the lack of face-to-face cues, people's imagination can get the best of them when they try to figure out what other's are thinking and feeling. Sleeping exacerbates this ambiguity. Sleeping is especially inconsiderate in a room that is crowded or full so other more social users can't get in. 

Possible Interventions - Whispering may be an effective way to get the sleepers' attention, if they are paying any. If they don't explain themselves, ask if lag is the problem. Even in severe lag they might be able to get through with a simple "yes" or "lag!." If they are still unresponsive, it might be helpful to explain the situation to other people in the room who seem perplexed by the doltish avatar. If the sleeper ever comes back to life, you might find out what happened, and, if necessary, educate the user about the brb sign. In the wizard manual, Bumgardner suggests that sleepers be ignored for about 20 minutes (unless they're in a private room, in which case they might be an eavesdropper. At that point, whisper to confirm that they are alive, giving 5 minutes for a response. If not, kill them for zero minutes, which allows them to sign back on whenever they wish. Some wizards believe this strategy is a "mercy kill" for people caught in lag. Before disconnecting the user, the wizard may whisper (humorously) to him that "I'm going to free you from your lag bonds and you can come right back." Sometimes reconnecting does improve the lag. 

(13)

Ghosts 

Dr. Xenu describes how the "ghost" looks like a sleeper, except that the user's computer may have disconnected from the site in some nasty way (e.g., a local power failure), leaving behind only the avatar as the empty shell of the person's former presence. Ghosts will not move or respond to anything around them because they are not connected to the user or even the user's machine. They're forms without any substance (or they're busy working on unfinished business from their past lives). In this case, it's probably not the user's fault at all. The deviance lies in the machines. 

Possible Interventions - If the avatar is completely unresponsive, Dr. Xenu suggests using the "finger" command. It can trigger an automated reply from the sleeper's finger script, but will have no effect on a ghost. Wizards may similarly use other scripts in an attempt to make the avatar "say" something - which, again, may work for a sleeper but not a ghost. When detecting a ghost, you're doing more than just trying to figure out if there's a person there. You're trying to determine if there's even a MACHINE there. 
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Commercials 

It's a lot easier to create your own Palace site than it is to entice people to come visit or develop a stable community there. Some site owners try to recruit users from the more busy sites by announcing their site and displaying ads. Some salesmanship may be acceptable, and probably a good thing for the development of PalaceSpace as a whole. But there is competition among sites for visitors, so persistent attempts to draw people away will not be appreciated by the site owner. Some overly eager people spam the room with signs and heavy-handed proselytizing, which turns into a distracting nuisance. Wizards have joked about automated avatars ("bots") that would roam a site spouting commercials. It would be like R2D2 rolling through your living room projecting holograms of Pepsi in front of your face. Not a pleasant thought. 

Possible Interventions - Whether or not to intervene with a user bearing commercials will depend on how much of a nuisance that user is. If people complain, then it's probably a problem. It also depends on the culture of the site - whether it's one that encourages the colonization of PalaceSpace, or one that mostly is looking out for itself. Some proselytizers will respond to a polite suggestion to ease up. The more diehard types might require stronger measures, like gag, pin, or even kill. 


Trouble-Makers: The Higher End of Deviance 



At the upper end of deviance we find users who are deliberately trying to make trouble and/or resisting any benign attempts to talk them into behaving properly. These users may include relatively "normal" people who insist on doing things THEIR (inappropriate) way, as well as people who are - well, to use a less than technical term - socially challenged. If we do use some technical terms, we're probably talking about personality disorders, such as the anti-social, paranoid, passive-aggressive, and narcissistic types. 

I remember an old Kung Fu TV episode where one of the masters at the Buddhist temple describes how to deal with an attacker. While we watch a string of quite unsuccessful students go at the master one after another, the narrator says something like, "Avoid rather than divert; divert rather than restrain; restrain rather than maim; maim rather than kill." 

This strategy of moving from mild to strong interventions also is a good one for dealing with trouble-makers in cyberspace. If possible, try to prevent deviance from occurring in the first place (an ounce of prevention....). When it does occur, first try talking and reasoning with the offenders - maybe even try to redirect or rehabilitate them. If that doesn't work, restrain (pin, gag, propgag) before temporarily disconnecting them (kill). And temporarily disconnect before permanently disconnecting (ban). 

1. See No Evil:
Deviance Involving Offensive Avatars 

The beauty of a multimedia chat environment is how the graphics enhance its psychological power. The problem is that things can get TOO graphic. For some people, the anonymity of cyberspace makes it a sexy space, so they will take the opportunity to create avatars (also called "props" at the Palace) that test the limits of decency. In some cases, users innocently will wear avatars that they think are sexy in a cute sort of way, without realizing some (but not all) users are offended by them. Such people usually are not trying to make trouble. They may be trying to draw attention to themselves, communicating an interest in flirting or cybersex, expressing a sensual/sexual aspect of their personality (i.e., exhibitionist tendencies), or simply showing off their skills in avatar creation. If asked politely, they usually will remove the naughty attire - and perhaps even be apologetic and embarrassed about it. 

The more serious problem are the users who wear obviously offensive avatars that are intended to shock and victimize. They are looking for attention, control, and power by abusing others and violating the common sense rules of decency. 
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Setting Avatar Standards 

One of the biggest problems in controlling naughty props is defining exactly what is "naughty?" Views will vary widely among people and cultures, both online and real-world. The supreme court has a difficult time determining what is pornographic, so the job is no easier for people running the show in virtual worlds. In small communities, official standards may not be needed since the implicit norms and social pressures of the group will keep people in line. As the population gets bigger, official and publicized rules may become necessary. Setting these standards will go hand-in-hand with defining the philosophy and purpose of the community. The most basic question: is the site for adults or kids? 

At the TPI/EC Welcome Palace - where a demographically wide variety of new users arrive - the rules about avatars are rather strict. It makes good business sense to keep the first Palace experience as benign as possible for as many people as possible. The rules are less strict at the Main Mansion site, where more experienced users hang out and the community tries to remain true to the original philosophy that Palace is a somewhat mischievous place where people should be allowed to "make of it what they will" of the environment. The strictness of the rules also may vary from room to room at a particular site. Very public areas (for example, where users arrive) may require more stringent standards than rooms with less traffic. Private rooms - those which can be locked - may be exempt from these rules. At the Palace, anything goes in a private room, as long as all the people in the room consent. 

The wizards engaged in many long and sometimes heated (pun intended) debates over setting rules about pornographic props. Listed below are some of their ideas. The more of these strategies adopted, the more rigorous the program for controlling inappropriate props. Setting rules, and making sure people are aware of them, fall under that first Kung Fu category of preventing a problem before it even occurs. Here are the strategies: 

- Create clear and specific rules about what avatars are inappropriate as well as what ones are appropriate (people need to know what they CAN do as well as what they can't) 

- Make the standards public and easily accessed by the users, as in a "rules room" where the rules can be automatically displayed 

- Make the publicly displayed rules clear but concise. People may not read or may get confused by complex policies. A separate and more detailed (written) version of the rules may be needed by the superusers (e.g., wizards) who must enforce them. However, make sure these two versions of the rules are consistent with each other. 

- In addition to the specific rules that are publicly displayed, provide a "short-hand" rule of thumb for users. For example, inform the users that acceptable avatars are anything you would normally expect to see someone wearing in a metropolitan area during the summer, or on prime time TV. 

- Public signs based on well-know rating systems may help orient users ("This room is rated G"). This strategy might be especially useful if the rules vary from one room to another at a given site. One problem: few, if any, rating systems are recognized internationally. 

- Contrary to the "Do as I say, not as I do" principle, authority figures (i.e., the wizards) always should adhere to the standards. 

- To insure that the authorities (wizards) understand the standards that they must enforce, create a private room or web page where they can see examples of acceptable and unacceptable avatars, and/or have meetings where they can show and discuss examples of "borderline" avatars (of course, this results in an ironic situation similar to Supreme Court justices viewing pornographic movies!).
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Pros and Cons of Setting Avatar Standards 

At the Palace, setting standards made it a bit easier for wizards to uniformly and fairly manage the types of avatars that users wore. Much less was left open to the vagaries of individual judgment. Having written, publicly accessible rules also gave wizards a handy alibi when they had to enforce them. If users argued, wizards could simply deflect the debate by saying, "Those are the rules. I'm sorry. We all have to follow them." Generally speaking, though, most people need and like having some rules. They feel more secure, more comfortable, knowing what they can and can't do. 

Attempting to create rules about avatars can lead to some problems. As is the case in any classification system, no matter how precisely you try to define "acceptable" and "unacceptable" avatars, there will always be borderline or ambiguous cases that don't fit the categories. This can result in heated debates (is an avatar of someone pointing a gun at you acceptable?). No matter how precisely you define the standards, people will vary in how they interpret and apply them, resulting in inconsistent interventions, conflicts. and more debates. No matter how fair or clear you try to make the rules, someone will not agree with them. The result? You guessed it- even more debates. When some superusers (wizards) enforce the rules while others don't, a "bad guy/good guy" perception may develop among the users while arguments flare up among the superusers. It wouldn't be a surprise if conflicts about the new classification system became more of a problem than the problem with avatars that the system was intended to solve. At the Palace, some wizards noted that becoming overly preoccupied with rules and regulations could damage the sense of freedom that was part of the original Palace philosophy. The rules about naughty avatars could also have a paradoxical effect on some wizards. As one wizard joked, "I now find myself peering at the screen searching for stray pubic hairs or nipples. All my magnifying glasses are steamed up. I've taken so many cold showers I've caused a drought. It's turned me into a pervert." 

Some of these problems are associated with the initial process of creating new standards where none existed before. In the long run, many of these problems may subside as the bugs are worked out and everyone becomes familiar with (and hopefully accepts) the rules. 

(17)

Intervening When a Naughty Av Appears ("propgaging") 

Members and Guests at the Palace have no way to deal with an avatar that offends them, other than attempting to convince the person to take it off or leaving the room. Although this software option frequently has been suggested, they cannot block out another person's avatar similar to how they can block out someone else's text messages ("mute"). Wizards do have the ability to "propgag" - which forces the users avatar into the generic smiley face and cripples the ability to wear any custom-made avatar until the propgag command is turned off. There are some individual differences in how wizards deal with a user wearing an inappropriate avatar, but the generally accepted, basic strategy goes something like this: 

(1) Ask the person to remove the avatar and explain why. Be polite and always whisper, even if the person is talking out loud. 

(2) If the user refuses, remove the avatar yourself using the "propgag" command. If the avatar is obviously obscene, propgag first then explain (so other people don't have to look at it while you talk). If the user agrees not to wear the avatar, turn off the propgag. Some wizards like to propgag then immediately turn off the propgag. 

(3) If they put the avatar on again, propgag them again and let them know that they have been propgagged (a brief explanation is important, since the user still sees the avatar while propgagged even though no one else can). 

(4) In order to avoid the users attempts to debate the issue, some wizards like to leave the room quickly after propgagging and explaining why. If the user does attempt to argue, state that you cannot debate the issue. Simply point to the rules that must be enforced. Let the person know that he/she might want to visit other Palace sites where that type of avatar is acceptable. Giving people a choice or an alternative in a situation where they feel restrained is always a good strategy. Users who persist in arguing should be treated as a "freedom-fighter." 

(5) Users who persist in wearing inappropriate avatars may be propgagged indefinitely during their stay at the site, or killed. Usually only users that have a known track record of wearing particularly nasty props are disconnected.

(18)

Second Opinions about Avatars 

If wizards are unsure about whether a borderline prop violate the rules or not, they may page the other wizards and ask for a second (or even a third and forth) opinion. Some believe it's a good idea to get that opinion first before speaking to the user. Otherwise, "discussing' the issue could be perceived as harassment. The decision among wizards about a borderline avatar occurs privately, in whispers, to avoid embarrassing the user. Wizards also like to avoid publicly debating, disagreeing, or over-riding each others decisions. It's a good idea to present a unified front to the community. If a user comes to a wizard to ask if an avatar is acceptable, some wizards like to page the other wizards to see if it's a case of a "splitting" - i.e., a user who attempts to play wizards off against each other. 
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Flashing and Prop-Dropping 

Not being the bravest of souls, the flasher quickly clicks on a naughty av, then clicks it off. It might be a playful tease, or a peek-a-boo attempt to draw attention, surprise, shock, or thumb your nose at the rules. Obviously, flashers are not as easy to catch as users who parade around in their malapropos costume. 

Even less brave than the flasher, a prop-dropper will toss an obscene prop into an empty room and then run, so as not to get caught. The exhibitionist and rebellious psychology of the prop-dropper is probably similar to the flasher, with the exception that they attempt to dissociate themselves from their dropping. A Freudian would love to speculate about the "anal expulsive" nature of their personality. Quite literally, they deposit their unsuitable stuff so others are forced to clean up after them. It's an act of defiant anger, and probably disguises underlying feelings of shame. 
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Hate and Violence Avatars 

Unfortunately, people use avatars not just to inappropriately express their sexual drives, but their aggressive ones as well. Hate avatars might involve anti-gay and anti-women sentiment, religious prejudice, Nazi swastikas, or pictures of a guest smiley face with a bloody ax planted in its head. Violent avatars can span the range from menacing figures bearing weapons to mutilated bodies. 

Many of the issues concerning sexual avatars apply also to hate and violence avatars: the importance of individual and cultural differences in defining what is unacceptable, the pros and cons of setting standards, and the techniques for intervening when these types of avatars appear. Controversies about political correctness may surface when dealing with the mild versions of "hate" avatars. When creating and enforcing rules about acceptable avs, it's probably a good idea to keep in mind that western (American) culture tends to more accepting of public displays of violence than of sex - unfortunately so. 

(21)

Abusive Blocking 

Members consider it a social faux pas to place your avatar on top of or too close to another person's prop. Unless the person is a friend who's in the mood to be close, it's an invasion of personal space. "Please get off me!" and "You're sitting on me!" are two common complaints. Some naive users (mostly guests) do this without knowing it is inappropriate, or the person may be lagging and unable to move. But some hostile people deliberately accost others by blocking or poking at their avatars. Often snerts who are verbally abusing others will use blocking to supplement their attacks, or will resort to blocking when others try to ignore their offensive language. Blocking is one of those unique examples in which it is not the content of the avatar that is offensive, but rather how it moves (jumping your avatar frenetically about the screen also is considered inappropriate because it is both distracting and a source of lag). 

Blockers first need to be politely informed of avatar etiquette. If they don't move or reply verbally, they might be helplessly lagged. In the case of obvious abusive blocking, there's not much a user can do except ignore the person and hope that he gives up and goes away... or page a wizard. Wizards have the special ability to "pin" a user's avatar. When pinned, the avatar is stripped down to the generic smiley face, wrapped in tiny visual chains, and trapped into the corner of the screen until the wizard unpins it. Usually wizards will reason (via whispers) with blockers while they are immobilized. If the blocker repents and/or promises to behave, the wizard will set him free. Blockers who persist in assaulting people, even after the pinning, will be killed. 
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Eavesdroppers 

Ironically, eavesdroppers (a term coined by Bumgardner) are not deviant in the content or behavior of their avatars, but rather in the fact that they don't have one. By reducing their avatars to very tiny or camouflaged images - and their usernames to only one character - they try to become invisible so they can secretly listen in on conversations. They may search for couples who are alone in a room talking, or wait in a room (usually the private rooms) for other users to enter. As a type of lurker, they are acting on voyeuristic (and perhaps schizoid) tendencies to avoid intimacy and gain a sense of advantage and power over others. I wonder if chronic eavesdroppers last very long at the Palace. People enjoy so much the ability to express themselves visually through their avatars - and the camaraderie revolving around that activity - that it seems self-defeating to avoid this opportunity by hiding. Maybe that says something about eavesdropping. It *is* self-defeating and, literally, self-negating. 

Bumgardner suggests that it's a good idea from time to time to warn other users about eavesdroppers. The best way to detect their presence is to keep an eye on the counter that lists the number of users that are present in a room. An eavesdropper who won't leave a private room when requested will be warned, and killed, if necessary. In the case of a chronic but elusive eavesdropper, undercover work by wizards might be considered. 

2. Speak No Evil: 
Deviance Involving Offensive Language

Indecent language is another deviant behavior that spans the range from mild to severe. Relatively benign examples involve "colorful" expressions in which less than polite words are used to convey emphasis and emotion. No particular person is the "target" of the colorful expressions and the words are not intended to offend, although they might insult some people. In the middle range are the lascivious users who try to seduce other users who are much less than interested in their advances. Due to inexperience or a basically tactless personality, their come-ons often are not at all subtle. Higher up on the continuum, dirty mouths are deliberately aimed at antagonizing a specific person - as in the case of the breather, the stalker, guest bashers, wizard bashers and, of course, the ubiquitous acting out teenager. Some offensive talkers may try to antagonize a whole room. More rarely, exhibitionist users may engage in verbal cybersex out in the open. 

The subjective impression of some wizards is that foul talkers more often tend to be the guests. The generic smiley face - with a number instead of a name - feels left out, alienated, and hostile. Abusive language is one way to have an impact on people and wield some power. Some foul talkers are deliberately trying to get themselves killed. These rather masochistic self-destroyers gain some control over their alienated condition by deliberately setting up a situation where they will be disconnected. Once booted, they may feel justified in their rejection of the community that rejected them. 
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Less Anonymity, Less Bad Mouthing 

If anonymity does fuel the tendency to mouth off, then one preventative strategy would be to decrease anonymity. At the TPI sites, guests were given the opportunity to become "trial members." For a limited time before registering, they could experiment with creating avatars and changing their username. These trial members were much less likely to use offensive language than the smiley-faced guests. With a name and an av to identify themselves, they felt more like they belonged. They had some control over their role in the community, something to talk about (avs), and more to do to keep their otherwise idle hands busy. They were more interested in learning the ways of Palace than in being a snert. 
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The Purely Human Intervention with Foul Talkers 

In the more mild cases of scatologia, a simple whisper about etiquette may be enough to curb the user's mouth ("please don't use profanity here"). A friendly or at the very least POLITE approach is preferred. Curt or nasty barbs launched at the bad mouther might add fuel to the snert's fire, especially for stubborn and oppositional people. They may feel like a reprimanded child, and get more angry. In what becomes a positive feedback loop, nastiness breeds more nastiness. This principle also holds true for scripts that display over the snerts head an automated message or image that's designed to humiliate or chastise him. Humiliation tactics most likely will backfire. 

Because foul talkers are looking to shock and provoke others, giving them NO reaction at all might be enough to extinguish their unpleasant behavior. According to operant theory, there may be a momentary INCREASE in their snertish talk once the cold shoulder begins (a last ditched attempt to provoke a reaction), but eventually they'll get bored and move on. 

Some designers of multimedia environments (like Jim Bumgardner and Randy Farmer) believe in the philosophy of letting social pressure curb bad language, rather than crafting software to mechanically eliminate it. If there isn't sufficient social pressure to stop the problem, then perhaps it isn't a problem. It's a feature of the subculture. However, some gnarly users won't respond to social pressure or that friendly piece of advice. They're not interested in the community or simply being colorful in their language. They want to abuse. Although the first and best strategy should always be a purely social/personal attempt to reach the reasonable and benign part of any offender, some software tools sure come in handy. 
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"I Can't Hear You!" (the mute command) 

Each Palace member has the power to "mute" any other user(s). All typed text of the shunned user(s) will be automatically vanquished from your screen. If everyone in the room mutes one particularly repugnant person, that person is effectively speechless. This rarely happens since there is always someone who is entertained by such snerts, eager to take them on, indifferent, or doesn't know about muting. The beauty of the mute command is that it upholds the principle of "Have it your way." If you want to hear him, you can. If not, click him off. "Sometimes, I just TELL them that I'm muting them," one user reported, "then I don't respond to anything they say.... It can be quite hysterical." 

Unless you inform the foul talker that you have muted him, he doesn't know because he CAN see his own words. It's something like a Twilight Zone episode in which an obnoxiously loquacious man talks and talks and talks, but the only victim in a room of unresponsive people is his own ears. Poetic justice? It may be possible, from the standpoint of software design, to make the offender's words invisible to everyone, even to himself. However, giving the person an opportunity to say something nice, rather than not being able to say anything at all, may be a better strategy for extinguishing the bad words and leaving the door open for good ones. 

The down side to muting is that inexperienced users do not know about it. Education then is the key. When inappropriate language begins to surface, some wizards like to announce to the room how to use the mute command. Being tactful, they don't mention the offending snert by name. When they hear that they can be silenced, some snerts stop. Some users DO know about the mute command but decide to page a wizard rather than use it. Perhaps they would like to see the snert "punished" and enjoy witnessing the drama of the powerful "good guys" defeating the "bad guys." 
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Wizard Meets the Foul Talker (gagging and killing) 

Wizards have a tool that the ordinary user does not - the "gag" command, which will silence a bad-mouther's typed text so no one can see it (although the snert CAN see it). Before gagging, some wizards like to politely inform snerts of the site rules about foul language to see if they will stop on their own. Other wizards prefer to gag immediately (especially when the language is very foul) in order to protect everyone's ears from further abuse. Then they discuss the matter with the silenced snert, and then turn off the gag. If the snert persists in uttering garbage, wizards may repeat the procedure, just in case the snert missed the point. If the snert still persists, there may be a final warning and ultimately a kill. In some cases wizards may leave the offender gagged until they relent and promise to be behave. Two hour gags may be set for people who refuse to respond to the wizard or resist curbing their abuse. Clever snerts know that they can disconnect from the site and then sign back on, which undoes the gag. This loophole leaves some wizards wishing for a TIMED gag command that would endure despite such maneuvers. 

After being killed (disconnected), some very determined snerts may sign on again in order to offer a sequel to their obnoxious ploys. Wizards usually will continue to kill them until they give up. Very persistent abusers may be reported to TPI/EC, along with excerpts from the log to verify the offender's persistent abusive language... just in case the company later gets "complaints" about how the offender was treated unfairly. Tit for tat, some foul talkers (as well as other misbehavers) threaten to report the "unjust" wizard to the company. In these conflicts, which some members experience as sibling rivalry, TPI/EC can become the symbol of the parent ("I'm gonna tell on you!"). 

As always, it's a good idea to politely let snerts know what actions are being taken against them (gag, kill) and what that entails. Being left in the dark about disciplinary procedures may generate confusion and more acting out. People who want to argue about their rights to free speech are known as "freedom fighters" and may require slightly different interventions. 

In order to avoid embarrassing the snert (which also may escalate their antics), wizards will always whisper when they speak to them. Because this leaves the other users guessing about whether anything is being done to control the offender, wizards might mention to the room that they are dealing with the problem. The wizard might also take this opportunity to mention the mute command. 

If wizards aren't in the room, members usually will page them to inform them about a foul talker. But not always. Wizards have debated the possibility of a script that would automatically detect vulgar words and expressions, and then relay those words and the name of the offender into the paging system. The informed wizard could then pop into the room to intervene. A number of complications and controversies emerged in the debate. Would wizards be flooded with a barrage of naughty words that clog the paging system? Should the script detect whispers as well as public speech? If so, would that include whispers in private rooms and private cybersex encounters? Would people feel violated and controlled if they found out that their speech was being automatically monitored and relayed to all the wizards? Isn't it simply eavesdropping? Speaking across rooms to offenders (aka "ESPing," which would be a temptingly easy way to intervene) surely would give away the fact that users were being wiretapped. So wizards would have to first go to the room and observe in-person the foul talk, wouldn't they? Even then, the "secret" about automated monitoring would eventually leak out to the community, resulting in a paranoid, Big Brother atmosphere. 

These issues were never fully resolved. As we'll see, automated interventions tend to generate much debate. Automated detection of "bad" words is a particularly tricky issue. 
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Time Out in the Rules Room 

One possibility is to send foul talkers to a "rules room" where they are temporarily held captive while the rules of the site are automatically displayed for them. Their ability to converse with other users also may be suspended while they are learning their lesson. The users-in-charge (such as wizards) may send the offenders to the room, or scripts can detect lewd words and automatically deposit the offender into the time-out tutoring session. Whether this time-out method is effective or not depends on how infantilizing the experience feels to the offenders. If the display of rules sounds like it is "talking down" to them, or contains harshly reprimanding language, they may feel like they are being treated like a child, which might escalate their snertish behavior. The very idea of being timed-out reminds people of being a child sent to the corner, which can backfire. A purely automated punishment may aggravate rather than rehabilitate some people because there is no opportunity to explain or defend themselves (that ol' feeling of helplessness which makes people act crazy). A more detailed discussion of timed-out lessons appears later in this article. And as we'll see next, a purely automated detection and intervening with nasty language is a complicated business. 
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Automated Mouthwash and Word Substitutions 

The beauty of computers is their ability to do simple, repetitive tasks much faster and more efficiently than humans. If you want to eliminate unpleasant words and expressions from a chat environment, apply the computer's strength to this relatively straightforward task. At the Main Mansion site, if you type "fuck" or "shit" people will end up seeing "f***" and "s***" on their screen (assuming they have this "censor" script turned on in their client program). Essentially, the computer washed your mouth out with asterisks. Simple, easy. A variation on this strategy is a script that detects bad language, gags, and warns the user. However, there are some complications associated with this automated mouthwashing: 

- Some (probably adolescent) users swear away just to activate the script. They think it's entertaining. Over and over again everyone sees the partially bleeped naughty word. Automated intervening has fueled the fire. 

- More curious and mischievous users will say "F***" over and over again in order to figure out why they didn't see it the way they typed it. When they finally realize an automated censor is intervening, they try every variation of the word to test the limits of the script (fucked, fucking, fucker....). . Again, automated intervening has fueled the fire. 

- Creatively mischievous users experiment with new ways to spell the word that will defeat the script.... such as "fuq," "phuk," and "phuq." Even more fuel for the fire. 

- Unless the script is sophisticated, it may censor words that don't need to be censored. A slightly mistyped "I wishit were true" will come out as "I wis*** were true." Bleeping "cock" will also wreck the integrity of cockatoo, cocker spaniel, cocktails, and cockadoodledoo. These examples are more a nuisance than a real problem, but the inflexible, trigger-happy script can lead to more serious mishaps. A wizard described greeting some Japanese visitors to the site. A "You're welcome" appeared as "Ile, do itashimas***e" and a goodbye as "Arigato gozaimas***a, Sayonara." The wizard didn't have the language skills to explain what was going wrong - and, knowing that Japanese visitors tend to be rather formal and polite, was quite embarrassed by the predicament. "Nothing like making that language barrier a little wider!" the wizard concluded. 

- If a server draws an international crowd, there may be hundreds of words and expressions from various languages and ethic backgrounds that could be considered inappropriate. It would be a lot of work programming in every foul possibility. Which words should be censored, and which ones not? 

- For every inappropriate word that is bleeped, there will be other uncensored words or phrases that some people think are MORE offensive. Personal and cultural differences in standards abound. 

- Some users, especially adults, HATE having their language automatically censored, especially if it's their whispering. Don't people have the right to use in private conversation whatever words they like? For public conversations, how much should adult language be curbed for the sake of protecting the sensitive ears of children?

Some of these problems can be solved. Deleting the inappropriate words or phrases COMPLETELY (no asterisks, nothing appears) might prevent mischievous users from flooding the room with a string of "f***" and "s***." Or the script might reply with a "Sorry, language like that is not allowed on this server" instead of allowing the display of offensive words. Sophisticated scripts can leave untouched naughty strings of letters that are embedded within acceptable words. Programs can be modified so that whispers are left alone. Some rooms can be censored, while others allow fast and loose language. 

A humorous alternative to bleeping with asterisks would be scripts that automatically substitute silly words for the offensive ones. Wizards have joked about various possibilities: 

FUCK = snugglebunnies or I love ("Snugglebunnies you!" "I love you!") 

SHIT = doodoo caca or flower power ("Oh doodoo caca!" "You flower power head!") 

ASSHOLE = poopshoot ("I can't believe you're such a poopshoot!") 

BITCH = radical grrrl or totally beautiful and caring person ("Come over here you radical grrrl!" "Hey you totally beautiful and caring person!") 

DAMN = cool ("Cool it!") 

HELL = thank you ("What the thank you are you doing?")

While not everyone will find these word substitutions funny, the power of humor should not be underestimated when attempting to control offensive behavior. Humor can help people step back from the intensity of the feelings that fuels acting out. They can laugh about it. After all, the purpose of these online communities is to have FUN. 

One powerful and flexible solution to dealing with offensive language follows the "Have it Your Way" principle. The client program can offer the user the option of modifying a language filter. The user can add or delete words from the list of unacceptable words to be censored. The type of censoring (asterisks or complete deletion) could be another feature. If the user wants, the censor can be turned off completely in order to experience all language in its most raw form. Of course, the language filter option assumes that the user (or the concerned parent) knows about it and how to use it. Currently, the Palace program includes a censor/on/off option in addition to the "mute" command. Many wizards believe this is sufficient in "pushing the power down," as Randy Farmer, a multimedia environment designer, is often quoted as saying. It gives each individual the tools they need to have it his/her way. 
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Unbecoming User and Room Names 

If you build it, some will abuse it. Unfortunately, this principle also holds true for two rather unique features of Palace - the ability to change your username to whatever you want whenever you want, and the opportunity (at the Member's Palace site) to create your own personal room using whatever graphic backdrop you desire and any name you choose for the room. Some user and room names were slightly offensive, some a "creative" double entendre, and some blatantly inappropriate. People using borderline names tend to be more receptive to the suggestion that they change it. Perhaps they are testing the limits of what they can get away with. Those using outlandish names may be more stubborn or downright defiant. 

Possible Interventions - Creating names is part of the Palace lifestyle of identity experimentation, so doing away with these features to prevent unsightly signatures would be cutting off one's nose to spite one's face. It also would be possible to program in a list of unacceptable names that user's would be unable to adopt, but that strategy would run into many of the same social, cultural, and logistic problems as the attempts to automate mouthwashing of bad words. For example, what about the name "CrackBaby?" Would anyone ever think of programming that word into a list of unacceptable names? Is the name even unacceptable? In the debates among TPI/EC wizards about a user who indeed chose this handle, personal opinions varied greatly. 

The best intervention is probably a case-by-case, one-on-one attempt to reason with the offender - similar to the strategy when either a wizard or a fellow member approaches foul talkers. Through whispers, explain the site's rules of etiquette, try to politely reason with the misbehaving users, and if all else fails, disconnect them. 

One wizard called for a "namegag" feature. Similar to propgag, it would enable the wizard to force the person's name into a generic form, for example "Member ." It would be a useful "firing across the bow" before having to kill a recalcitrant user. It also would spare others the unpleasantly of having to look at someone called "PenisInYourMouth" while the wizard tried to reason with him. 

(30)

Breathers 

In the manual for wizards, Bumgardner describes what he calls the "breather." Most often a male, the breather is a special species of lewd talker who continually propositions female users, usually by whispering. Any member with an even remotely feminine name could be the victim, which suggests the rather "driven" (desperate) quality of the breather's motivational state. Bumgardner divides the breather into two types. The "horny breather" simply wants a sexual encounter and will typically say things like "Will you go upstairs with me?" (the location of the private rooms where flirting, propositioning, and cybersex is more socially acceptable). They usually go away when asked, or when told to "take it up stairways, please." If they do respond to such simple interventions, it's probably a sign that they possess at least SOME modest degree of interpersonal sensitivity. 

Bumgardner calls the more pernicious type the "psychotic breather." They deliberately are attempting to offend and their motives may be more aggressive than sexual. Their language tends to be more obscene and derogatory than the horny breather's. In rare cases they may launch violent threats at other users (one disturbed person told a female member that he was going to kill her and cut her up). Although probably not "psychotic" in the technical sense - because their reality testing most likely is intact - these breathers do not respond positively to others attempts to divert them, reason with them, or reprimand them. Instead, they become more persistent and offensive. They are looking for a passive or willing target for their hostile needs to shock, control, and hurt. 

Possible Interventions - The strategies for dealing with breathers overlap with those for dealing with generally offensive language that I discussed earlier. Start simple, with "purely human" interventions aimed at reasoning with the breather. Try ignoring them to see if their breathing extinguishes, or use the "mute" command to silence the person. If necessary, a wizard will step in to reason with, warn, gag, and, if necessary, kill the offender. Wizards usually first gag the breather, whisper to the victim that they are dealing (also in whispers) with the abuser, and explain the mute command to the victim. 

Before they can intervene with the breather, a wizard may feel the need to verify that the alleged breather is indeed abusing the supposed victim. Breathers usually whisper to their victims, and no user can see a whisper except the sender and receiver. The wizard must take the word of one user over another. Bumgardner suggests asking for specifics. For example, it's not enough that a member named Jane says "Guest 3412 is being rude to me." It's possible, Bumgardner states, that Jane is 12 years old and is offended by words she doesn't understand, like "existential." It's also possible that Jane holds a grudge against Guest 3412, or is playing a game (sometimes in collaboration with others) that Bumgardner terms "Kill the Guest." As a form of guest bashing, this game is designed to trick wizards into bumping-off random, innocent guests. 

In these difficult-to-verify situations, the wizard may ask Jane for more specifics about what the alleged abuser is saying (unfortunately, this may compel the victim into repeating the very things she finds offensive). If Jane knows how, she can copy the abuser's language from her text log and insert it into a whisper that she sends to the wizard. A clever user may be able to fake a log excerpt, but it probably wouldn't be worth the effort. When there have been ongoing complaints about a breather, wizards have had some success in going "undercover" to catch that breather in the act. 

Some experienced wizards prefer to skirt the whole issue of verification. They simply inform the victim of the mute command (thus giving them their own defense) and then tell the alleged abuser that the the victim wishes to be left alone. If victims continue to complain about the breather, then they did not comply with the wizard's advice. They are allowing the abuse to continue, which is their choice, or they are playing games. At this point, the wizard may simply say, "There's nothing more I can do." 

Occasionally, there will be a user who frequently complains about abuse from other people - almost as if they are attracting that abuse. Unconsciously, some people may indeed place themselves into the "victim" role. They perceive harm where there really isn't much harm, or create situations in which others tend to mistreat them, perhaps even provoking that abuse. 
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Verbal Exhibitionists 

Verbal exhibitionists engage in explicit sexual conversations out in the open, rather than in a private room or via whispering. Essentially, they are two (or more!) breathers who are enjoying each other's company, but violating the ears of those around them. They may think - rather inappropriately - that their public display is just fun entertainment, or they may be trying to impress or shock other users. It certainly is an attention-getting behavior which speaks to their strong need to be in the limelight by having an intense impact on others. Hopefully, the amorous couple will respond to peer pressure suggesting that they either desist, whisper, take their encounter to a private room, or move to one of the adult Palace sites that allows such behavior. Intervening wizards will make the same suggestions after gagging (and then ungagging) the loquacious pair. In the unusual case that they persist, they will be killed. Of course, the mute command is another option for the offended user who can't find a wizard to help out. 
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Stalkers Stalkers are exceptionally hostile breathers who follow a victim from room to room. Their need to intrude upon, dominate, and control the other user is obvious - and probably reflects their own underlying anxieties about being helpless and victimized ("doing to others what one fears will be done to oneself," also known as "turning the passive into the active"). Some victims of a stalker have described the experience as quite creepy and frightening. The mute command will take a lot of steam out of the stalker's abuse, though they may also resort to antagonizing their victim by using their avatar to poke at and sit on the victim's avatar (blocking). The "hide" command will enable the victim to delete his/her name from the list of users at the site and the room they are in, which will make it more difficult for the stalker to track the person. But it still means the victim has to run to initially escape the stalker, which is not a pleasant option. It may be necessary to page a wizard for help. At first, the wizard will probably intervene in a manner similar to dealing with the ordinary breather, which may include the necessity of verifying that an abuse is really taking place. Persist stalking deserves a long kill, or even a ban. 
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Guest Bashers 

Guest bashers are members (registered users) who find it amusing to badmouth and harass guests who are using the default smiley face and a number instead of a name. They may verbally abuse guests, don names like "Guest Killer," or display props that depict their malicious sentiments, such as a picture of a guest smiley on a pet lease or with an ax planted in its head. At the bottom of the Palace class system, guests are a convenient target for prejudice and displaced hostility. Their greater anonymity (no name, no personal avatar) enhances the tendency to treat them badly because they seem to be a non-person with no established identity or status. 

Some guest bashers consciously think that they are just having fun and no harm is really intended. Unconsciously, they need to feel superior and powerful - to feel that they belong while the guest does not. That need to feel "better-than" disguises underlying insecurities about their status in the community (and perhaps in life). Rarely do well-established members behave like this. 

Guest bashers experiment with new and more insidious ways to mistreat the newbie. For example, they may page a wizard and insist that a guest has been harassing them via whispers. Because some guests, protected by anonymity, indeed do this sort of thing, wizards usually take the claim seriously but will try to verify it, similar to situations involving "breathers". To catch a suspected guest basher in the act, some wizards immediately gag the breather without telling the basher. Then when the basher continues to complain about the guest's whispers, the wizard politely informs the basher that the guest is gagged and CANNOT whisper. The response from the basher usually is something like, "oops," "uh oh, busted!", "tee hee," or "sorry, won't happen again." 

Some users have reported favoritism among wizards towards members when there is a conflict between members and the guests. Sometimes guests are just defending themselves against a guest-basher, but the wizard's bias prevents a clear perception of this. This favoritism might be an unintentional form of guest-bashing. 

Possible Interventions - In his manual for wizards, Bumgardner suggests that only rarely should guest bashers be killed. Usually they respond well to reason, which indicates that the healthy, rational side of their personality can snap them out of their unbecoming prejudice and displaced insecurities. Bumgardner also suggests that dealing with a guest bashing situation is a good opportunity to explain to the whole room that such bashing just isn't right. Guests are people too. TPI/EC also knows that guest bashing is bad for business. Guests are potential buyers. Giving guests the opportunity the become trial members who (for a limited time) can experiment with creating names and avatars can kill two birds with one stone. It minimizes guest bashing because the guest now looks a lot like a regular member, and it simultaneously encourages the guest to buy the software. 

An interesting twist in the history of guest bashing was the "PRA." This anti-member "association" attempted to retaliate against the prejudice of members and what they felt was an unfair, racism-promoting class system. In it's attempt to create support and fellowship in the face of inappropriate and hostile prejudice, the PRA became a bit inappropriate and hostile itself. Here's a log excerpt of an encounter with a PRA spokesman, complete with his shouting caps: 

!MY FELLOW GUESTS IF YOU WANNA JOIN THE ANTI MEMBER ORGANIZATION AND ONE OF THE FASTEST GROWING GROUPS ON THE PALACE WITH OVER 40 MEMBERS THE PRA PALACE REFORMATION ASSOCIATION THEN PRIVATE MESSAGE ME...!MY FELLOW GUESTS IF YOUR TIRED OF MEMBERS HARRASING AND THREATING YOU AND PUTTIN UP STUPID IGNORANT PET GUEST AVATARS THEN JOINT THE PRA!!!.. !GUESTS LET YOUR VOICE BE HEARD ON THE PALACE DONT LET THESE MEMBERS PUSH YOU AROUND JOIN THE PRA AND YOU CAN MAKE A DIFFERENCE AND HEY ITS GOOD MONEY!!!!...!GUESTS THE TYPICAL PAYMENT FOR A NEW PRA MEMBER IS FREE INTERNET ACCESS THE MORE YOU CONTRIBUT THE MORE YOU GET REWARDED!!
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Wizard Bashers 

These users go out of their way to antagonize wizards. They send hostile messages into the wizard paging system. They verbally abuse the wizard through whispers and in public. They attempt to whip up a room of users into siding with them, including their all angrily accusing a wizard of being a "trigger-happy Nazi" when the basher finally gets killed. More deviously, the wizard basher may become an impostor by adopting the wizard's avatar and name, and then behaving obnoxiously in order to destroy the wizard's reputation. Or a basher may try to set wizards against each other by "befriending" one wizard and then using that relationship to badmouth and accuse another wizard of various injustices. Persistence in this "splitting" - including the befriending and idealizing of a "good" wizard while attempting to criticize and destroy the "bad" wizard - is usually a sign of significant psychopathology. In fact, the more the group of wizards are in disagreement and conflict over a particular user, the more likely that user is engaged in multiple splittings, and the more serious that person's psychopathology. For some wizard bashers, a vicious paranoid cycle is set in motion. They think wizards are out to get them, which makes them angry, defiant, and abusive, which leads to wizards reprimanding and killing them, which confirms their feeling that wizards are out to get them, which perpetuates the cycle. 

Wizards who are overly active in their reprimands, pins, gags, and kills will be prime targets for bashing. If a wizard often finds himself in the bashing hot seat, it might be time for him to think twice about his style of dealing with people. In most cases wizards are not mean or trigger-happy. If possible, they should not take the wizard bashing personally. Wizard bashers usually are troubled teenage males who are trying to impress their friends and prove themselves. They are acting out their need to challenge and rebel against authority figures in order to establish some sense of independence and power. Basically, they are very frustrated. Their hostile antics probably says more about their relationships with their parents than it does about the wizard. To keep their composure and self-esteem intact, it might be helpful for wizards to remember that the basher is simply displacing his angry conflicts onto a convenient but undeserving target - a process called "transference." Sensing this, one wizard wisely commented, "I prefer to have these guys take it out on me instead of another member because I have more tools to deal with it. I know these guys come and go and are no big deal." 

Possible Interventions - Strategies for dealing with the wizard basher are basically similar to those for dealing with any nasty talker: First try to reason with the person, then gag or kill if necessary. The primary difference is that the wizard is the victim, so the wizard's ability to maintain composure and objectivity is being taxed. Asking for backup support and a reality-check from another wizard might be a good idea. If splitting is suspected, the wizard should compare notes with the other wizards (see the earlier section on "second opinions" about avatars). It's always a good idea for wizards to share their experiences concerning problematic users and act together in a unified, consistent manner. 

(35)

Self Destroyers 

Some blatant foul talkers and bashers may be self-destructive. They abuse others in the worst way they know how and recklessly provoke wizards because they WANT to be killed. Unimaginative examples are users who type over and over again "Suck my dick," "Wizard X is an asshole," or simply, "kill me, kill me, kill me." Bumgardner calls them "psychotics." Although their reality testing probably is intact, their behavior certainly seems bizarre. 

Why do they want to be disconnected? They may imagine themselves as bold and defiant rebels who dare to take a wizard's best hit. Teenage gangs often consider kills a badge of honor and turn it into a contest where they compete with each other. For some users, provoking a kill may be their way to gain control over their feeling alienated and rejected. Because they intentionally create the rejection, they feel they have some mastery over it. The kill also justifies their hostility towards the community and its authorities, which they probably felt even before they arrived for the first time (more "transference"). Paradoxically, some people may use kills to establish a unique identity in the community. They are the outcasts, the bad boys. Psychologists might like to speculate about their "masochistic" personality dynamics. 

Possible Interventions - Due to their blatant, unrelenting style, self-destroyers generally are very easy to identify. Bumgardner does recommend being careful not to confuse them with children who are experimenting with the novelty of being able to say naughty things in public. Self-destroyers aren't interested in attempts to reason with them, so such efforts probably will be a waste of time. As with other types of foul talkers, members can be reminded about using the mute command, or the wizard may try gagging the offender. But in many cases the wizard may do best by quickly disconnecting the user. Unfortunately, self-destroyers often immediately try to return to the site. With self-destroying members (who usually belong to gangs), wizards may need to set the disconnect period for a long period of time. With self-destroying guests, wizards may need to track their IP to detect when they try to reconnect. For chronic self-destroying members and guests, a ban might be necessary. 
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Event Crashing 

In the past, TPI sponsored or assisted in some special event at a Palace site - for example, the live Rock Concerts where visitors could speak to the musicians when they were offstage, or the special Palace site set up in Washington during the Inauguration of Bill Clinton. Such events are intended to promote the Palace software and the Palace way of life. Unfortunately, some snerts take the unique event as a unique opportunity to harass people, especially famous people. They consider it a center stage to act out and attain some special sense of anonymous notoriety. They probably think of themselves as brave and daring. Usually their attempts to disrupt the event are not subtle, and the wizards reactions to their behavior aren't subtle either. At the first sign of obviously inappropriate behavior, the wizards act quickly and decisively. If you say "Are you queer?" to the lead singer, or "You suck!" to Vice President Gore, you are unceremoniously, expeditiously killed. 

3. More Complex Social Problems 

The following types of users present problems that are a bit more difficult to deal with - difficult in the sense that it requires more psychological and social expertise to manage them. This doesn't mean that the psychological or social roots of their misbehavior are more complex. Rather, the problem they present tends to be more intertwined with tricky cultural and interpersonal issues. 
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Revolutionaries 

On his web site for wizards, Dr. Xenu describes the "rabble rousers" and "political paranoids" who on occasion invade the Palace community. In some cases, they want to use Palace as their personal soapbox to rally support for their questionable political sentiments. Antisocial types spouting Nazi ideology is one example. In other cases, these alienated people specifically target Palace for their political attacks. For example, they may claim that Palace is a totalitarian state and that TPI/EC is recording all chat, including whispers (paranoids love to share their paranoia with others). It's sometimes hard to tell if they truly believe their political rhetoric, or simply are using it to act out their needs to gain attention and a sense of power by bombarding people with their ranting and raving. Dr. Xenu writes: 

... there are many would-be gang leaders out there, usually members who are bitter about not being a wizard, or about any number of other social woes, and think that by attacking the Palace, and inciting others to do the same, they are somehow improving the world or more likely their place in it. Often, they mistake the Palace (and especially TPI/EC) as some sort of symbol for the entirety of industrialized society, and likewise mistake wizzes bumping them off the server for genuine jurisprudence... Since these people often see themselves as some sort of tiny folk hero (and often declare themselves above the law in great self-righteous rants), they are easily engaged if they think you want to hear their New World Plan.

Possible Interventions - There are a few slippery issues in dealing with revolutionaries. Some wizards worry about being too politically correct or violating the user's freedom of speech. In the case of more subtle revolutionaries - who may just be a bit outspoken in their unusual political beliefs - this may be a legitimate concern. The other difficulty is that attempts to reason with revolutionaries and tone them down may lead you into an entangled discussion of politics. These revolutionaries can be quite good at debate and will try to seduce you with their arguments, including arguments that they have the right to propagandize at the Palace; or, even if they admit to being outrageous, that there's nothing TPI/EC can do anyhow because they live in different state or country than where the server is located (a fallacious argument, according to Dr. Xenu). 

It's wise not to get caught up in these debates. Many wizards first may try calm the person down. They may mention that there are other Palace sites where such political talk is acceptable. If that doesn't work (which is probably the case), they probably will follow similar procedures as when they step in to deal with foul talkers: gag the person, warn them, ungag them to see if they will behave, then kill if they persist. It's also a good idea to let other users know about the mute command so they have their own control over listening to the revolutionaries diatribes, or not. 
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Freedom Fighters and Other Tenacious Debaters 

Freedom fighters dwell on the argument that they have the right to freedom of speech and expression at Palace. But there's a delicate balance between allowing freedom of expression and offending other users - and freedom fighters usually sit heavily on one side of the scale. Sometimes they have a specific political ideology to spout, like the revolutionary. More often they just want to flaunt their inappropriate avatars or mouth off with foul language without anyone restraining them because it's their "right" according to the First Amendment. The basic internet philosophy that users should be able to "do your own thing" may be fueling their psychology. Similar to attempting reason with the revolutionary, it's very easy to fall into a no-win debate with the freedom fighter. Some wizards have described occasions when they did try to carry on a discussion with these users - probably because they were bored and had nothing else to do. The result was far less than intellectually satisfying because all these freedom fighters wanted to do was fight. Their mental set about "discussion" is basically similar to other self-important philosophical wannabes who come to Palace just to argue. Psychologists would categorize them as "oppositional personalities" who express their anger and frustrated need for independence through verbal/intellectual stubbornness. Wizards have joked about the possibility of creating an "Argument Clinic" (a la Monty Python) where freedom fighters and other recalcitrant debaters could be sent to spout their ideology at a bot that would mechanically reply with statements like, "I think I disagree" and "What's your proof on that point?" 

Possible Interventions - Part of the difficulty in dealing with revolutionaries, freedom fighters, and other tenacious soapbox debaters is determining just when their lectures and arguments have crossed the line. The original Palace philosophy was that users should "make what they will" of Palace, and TPI/EC does want as many people as possible to enjoy themselves by doing their own thing. The number and intensity of complaints by other users in the room is probably the best indicator of whether or not the person is a nuisance who needs to be tamed. If almost no one is complaining, it may be best to just walk away even if you personally feel affronted. Freedom fighters who insist on using foul talk and avatars have probably already crossed the line with their inappropriate displays. If they persist, the strategies for dealing with them are similar to those for dealing with offensive avatars and language. 

If the freedom fighter relents in using offensive avatars and foul language, but then wants to debate the topic of free speech, it's a good idea to side-step that entanglement. Even if you appear to "win" the debate, the bickering that accompanies it often leaves a bad taste in the mouths of everyone in the room. Wizards seem to agree on several points that might be explained briefly to the freedom fighter (if necessary, while they are gagged or propgagged) in order to short-circuit their need to argue. Palace is not a democracy. It's a membership organization that is not tied to First Amendment rules. It has its own rules about acceptable and unacceptable behavior, just like a country club or the local Moose. Freedom fighters should be invited to visit the "rules room" to read about the policies of the site. 

They may retort with "But I PAID for this program, so I can say and do whatever I please!" In that case, it might be explained to them that they paid for the CLIENT program, not the server. They can use their client to connect to any Palace site they wish, and some sites will allow them greater leeway in using whatever language or avatars they wish. But THIS site has its own rules, which users are requested to follow. If they still want to debate, wizards may simply and politely state that they have explained the rules, that they have no control over those rules, and cannot discuss it any further. 
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Bible Thumpers 

TPI/EC policy does not support blatant evangelism at their Palace sites. It's perfectly acceptable for people to express their religious beliefs and to engage in religious discussions, but active attempts to proselytize and convert other users is not permitted. Of course, there's a fine line between "discussion" and "proselytizing" - and many differences among members in how much evangelistic talk they are willing to hear. Usually, the types of Bible Thumping that TPI/EC discourages are rather clear cut cases. Entering a room with a "Praise the Lord, All!" may be acceptable, but standing at the entrance to Palace and shouting at new arrivals "Accept the Lord, Sinners! Or burn in hell!" obviously is not. Thumpers who make such proclamations probably aren't very interested in discussion anyhow. They would rather launch sermons and apocalyptic warnings at people, which is tantamount to harassment. A more subtle example would be a loquacious Thumper's refusal to back off when someone says, "Well, that's fine but I don't really want to talk about this anymore." Persisting despite that request to stop is harassment. 

It's not always easy to detect a problematic Thumper right off the bat. One wizard described chatting with a Nobel Laureate at a special Palace event when an apparent Thumper (and "event crasher") started to ask challenging religious questions. The wizard considered whispering to the religious-minded user to ask him to back off. However, the Laureate was willing to answer the questions which lead to an interesting discussion. 

Possible Interventions - It's a good idea to be respectful of the Thumper's beliefs, but not to get entangled in religious debates. If they try to engage wizards in an argument about religious freedom or freedom of speech (similar to the freedom fighter), wizards may simply state the policy of the server and that they have no control over that policy. The wizard may even express that they understand how the Thumper feels, but rules are rules. "Then use any excuse you have to," one wizard suggests, "and remove yourself from the situation." For Thumpers who are a bit too enthusiastic in their pursuit of religious discussion with users who don't share their enthusiasm, wizards typically will remind them that discussion is fine, but not everyone shares their religious beliefs, and that some people may even feel affronted. They may encourage the Thumper to move to another room (or another Palace site) where there may be members who are more interested in their ideas. If Thumpers refuse to stop accosting other members, wizards may follow the procedures for gagging. The other users in the room also should be reminded about the "mute" command. Experienced wizards recommend that Thumpers never be killed. 
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Identity Theft, Impostoring and Switching 

One's personal identity is attached to one's avatars. If someone steals your avatar and wears it, they are stealing your identity, or at the very least diluting its uniqueness. If they steal your avatar and dump copies of it all over the site, they are deliberately demeaning the integrity of your identity and inviting others to steal it. Such identity "theft" may be an unintentional faux pas or a deliberate act of hostility. 

Stealing someone's avatar, wearing it, and also using that person's name (or a variation of it) is the highest form of identity theft. You are abducting their entire identity. As a momentary joke to mimic your friends, this behavior is tolerated as fun. But some people - the impostors - are more insidious. Often as an act of revenge, they snatch the identity of the person that offended them and behave inappropriately in an attempt to damage the person's reputation. Impersonating a wizard is one of the more common types of impostoring - and also one of the more serious, because damaging the reputation of wizards damages their ability to work as well as the reputation of the community's authority structure. If the impostor isn't seeking revenge, then he is most likely using the wizard identity in an attempt to impress or threaten other people, to persuade them into cybersex, or to make requests of users that a real wizard never would (like revealing your registration key). Some brave wizard impostors have even attempted to acquire the wizard password from other wizards. For this reason, wizards never give the password out while at the Palace. 

One especially problematic variety of impostoring occurs when a user assumes the identity of a well-know member at one Palace site (usually a wizard) and then goes to another site to act like a jerk. There have been several cases of fake wizards and TPI officials showing up at smaller sites to threaten and insult people. Some impostors have even given out the stolen avatars and encouraged others to join in with the impersonation, insisting that it's just a Palace joke. With hundreds of Palace sites all over the internet, it's very difficult to track and control this potential damage to one's reputation. Here's where communication across Palace sites - especially among wizards - is important in controlling deviant behavior. Messages to the Palace User Group (PUG) mailing list is one method for this cross-site communication. 

Misbehaving users also may employ identity switching to avoid detection and reprimands. Notorious snerts often rotate through a series of alias identities (names and avatars), which makes it more difficult for wizards to keep track of them. They may act perfectly nice under one identity and be a demon under another. Some wizards keep a list of known aliases of these trouble-makers. The combination of this ability to switch identities and the fact that you never know for sure who is sitting at the keyboard sometimes makes it almost impossible to know who the snert is. When finally cornered, a misbehaving user who has switched through several identities to avoid detection may insist that "It wasn't ME who did that! It was my brother/sister/friend who was using my computer!" Teenagers have even pretended to be their parents who come online or send e-mail to TPI/EC officials in order to plea the case for their misbehaving son who was banned from the site. At times like this, one must rely on the experience and wisdom of the wizards and TPI/EC staff in determining whether the person is lying or not. Often it's impossible to tell. 

When dealing with identity switchers, it's also a good idea to consider the possibility that they are suffering from a genuine identity disturbance. 

Because identity switching is part of the Palace culture, there have been important borderline cases that stirred up considerable controversy about whether or not a "crime" really had occurred. In one fascinating incident, a member who asked to be a wizard but was not considered "wizard material" switched personae in order to develop a character who WOULD be considered good wizard material. The strategy worked, resulting in heated arguments between wizards who knew about the different personae and those who didn't. Was this deliberate deception on the part of the new wizard, or just a variation on the Palace way of life? 
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Detecting Impostors 

There are a variety of ways to detect an impostor. Look for behavior that is uncharacteristic of the genuine person. Ask the suspected impostor to show an avatar or produce knowledge that you know the genuine person possesses. "Finger" the person to call up the information from their finger file, which might reveal clues about whether they are impostoring, particularly if you are familiar with what the genuine person's finger file looks like. Wizards also have the ability to list a user's registration number and IP address, which is more than enough information to positively identify someone. Wizards also can track these registration numbers and addresses, so they know when misbehaving users are coming and going despite their switching usernames and avatars. In his manual for wizards, Bumgardner also recommends that wizards keep a personal log of their pins, gags, and kills - which is useful information for staying on top of repeat offenders. 

To prevent impersonating a wizard, the Palace program was modified so only wizards could wear an asterisk (*) in front of their name. Identifying a wizard is therefore easy. If you suspect someone is impersonating a wizard, ask them to show their "badge." TPI has encouraged working wizards to wear their asterisk at all times - and if they are not wearing it when a user asks to see it, they should comply. Some clever wizard impostors create tiny asterisk props that they place in front of their names. However, as Dr. Xenu notes on his wizard web site, the effort is not clever enough. While the forgery may look fine on their own computer, other users my be viewing their screen with different fonts, so the fake asterisk will look peculiar. Also, if you turn off the usernames in your client program, you will see the tiny asterisk prop hanging there all by itself. Easiest of all, the faked asterisk prop will never show up as an asterisk in the site's list of usernames or in the running log that records what each user is typing. 
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Intervening with Impostors 

If a member is using someone's name, but not the avatar, it might simply be a coincidence. It's a good idea to tell them that another member uses that name and this probably will result in other members confusing their identities. If they are using the name of a well-known Palatian, tell them that lots of users will be confusing them with the old-timer, resulting in many whispers and ESPS from strangers - which could turn into a very uncomfortable situation where they are constantly being interrupted and constantly having to explain themselves. After hearing this advice, most unintentional "impostors" will pick another name. If they decide to keep the name anyhow, recommend that they speak to the other user about it in order to help minimize confusions - or inform the other user yourself that he/she has a "twin." If the person insists on using the name, and is behaving less than ideally, there's not much that even a wizard can do to protect the original user's reputation. As long as the "impostor" isn't breaking any other rules that requires an intervention, the wizard can only inform the original user that there is someone else using his/her name, and that, unfortunately, the other user isn't the nicest person around. 

Using someone else's name and avatar - in addition to acting badly - is a sure sign of intentional, malicious impostoring. It's a judgment call as to how to intervene. At the very least, the original user should be informed. Wizards may decide to gag, pin, or kill the impostor, but probably will only do so when the impostoring is clearly violating other Palace rules. 

When people accidentally use a wizard's name, similar strategies apply. The first step might involve asking the wizard if it's OK that someone else is using the same designation. For those users who persist in using a wizard's name, despite being asked to change it, TPI/EC officials recommend to wizards a series of steps. In order to determine the motives of the person, explain that the company's policy does not allow anyone to use a wizard's name without their permission because it is potentially confusing to other members. If they refuse to change the name, do nothing other than inform them that they will be disconnected if they are "caught" doing it again (thus giving them the opportunity to think about the consequences of their actions). If wizards later find them still using the name, they will give one more warning, then kill for a short period if they do not comply. Longer kills will follow if the (rather stubborn) person still insists on using the name. 

In those hardcore cases of users obviously and deliberately impersonating wizards in order to damage their reputations, TPI/EC has contacted the administrators of the impostor's ISP - and in some cases, the user's parents. 

A completely different strategy is the preventative one. Why not require users and/or wizards to register their names and/or props so no one else can use them? The technical, logistic, and legal difficulties in registering the images used to create avatars are formidable. For example, the images often do not belong to the user in the first place. They were copied from elsewhere, usually CD-ROMs or web sites (there have been many copyright debates about this very issue). Registering names is much more do-able, but would take some of the fun out of the Palace custom of playing with identities. A list of registered names also would apply only to a specific Palace server, unless there was some kind of "master" list for all Palace sites - which is an almost impossible task. As a result, it would be relatively easy for an impostor to use a person's registered name at Site A and then go to Sites B, C, D, etc. in order to wreck that person's identity. 
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Genuine Identity Disturbances 

One day in Harry's Bar I was greeted by someone I didn't recognize. Something about how he spoke made me uneasy. He acted as if he knew me, but his abstract avatar and name were unfamiliar. After a few minutes, he changed his prop to another rather strange design. For some reason, this made me more uncomfortable. "Do you know this guy?" I whispered to another member. "It's Octagon," she said. "He's been changing his name and props a lot." About a week later, I heard that Octagon was hospitalized. He had been suicidal. 

This incident taught me something important about personae at the Palace. Unfortunate people suffering from disturbances in their identity may act out their turmoil in the personae they wear. For example, a virtual world where you can switch among alternate appearances might attract people suffering from "dissociation" - the splits in consciousness and identity as a result of trauma, as seen most vividly in the multiple personality disorder. It would not be unusual for these people to act very appropriately in one identity, and very inappropriately in another. On occasion, wizards come across perplexing situations where a user's personality suddenly changes, or their memory becomes disconnected. For example, a user may appear to be a misbehaving child who, when reprimanded, switches to an adult who is upset about his "daughter" being punished. Or a wizard pins a misbehaving user named "Marmalade," who then disconnects from the site only to reconnect moments later with a different name and avatar. Having access to the user's IP address, the wizard knows that it must be the same person. "Who pinned me?" the user asks. "Are you Marmalade?" the wizard replies.... "No." 

Now it's very possible that these examples are simply the head games played by mischievous users. But it's also possible that in a small percentage of cases such users are suffering from a genuine identity disturbance. If that's the case, their switches in identity are not intentional, conscious attempts at fooling or manipulating others. 
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Depressives 

Another type of user who may not intentionally be causing difficulties, but nevertheless is difficult to deal with, is what Bumgardner calls the "depressive." Although, technically, these people may not all be suffering from a clinical depression (e.g., some might fall into the category of "borderline personality disorder"), the term is mostly accurate as a catch-all category. They are unhappy people who attempt to use Palace as a form of therapy or escape. Usually they are members rather than guests. Their behavior and moods may be erratic. They may require or demand a great deal of attention, particularly in getting people to talk to them about their life problems. They may be suicidal. 

Here's a fictionalized example described by one wizard. UserJoe is quiet, even though others talk to him. Then he complains that he is being ignored and that no one likes him. Others try to offer consolation and support, but he says he hates Palace and isn't coming back. The next day he returns with many tales of woe about his life. He literally hangs onto other users' avatars, trying to find solace and a willing listener. He says he is drunk. He drops hints that he is thinking about suicide. People feel uncomfortable around him and page the wizards. 

Other depressives are more blatant about their suicidal thinking. They talk openly and at length about how miserable their life is, and how they want to end it. On a few occasions, these people have tried to convince others to join them. Shortly after the news of the Heaven's Gate cult, a small group of teens at the Member's Palace site formed what seemed to be a suicide cult. They attempted to persuade other young users to join them in their quest to "move on to a better place." It's very possible that they were simply joking or playing with their concept of a new fad. However, as all clinicians know, when people seem to be "just talking" or "joking" about suicide, they should not be treated lightly. It's very possible that they are quite depressed beneath their humor and intellectualizations. Suicidal talk may be a strategy for "just" getting some attention, but it's often a serious cry for help as well. 

Possible Interventions - Wizards have agonized over what to do for troubled users. Attempts to encourage, support, and offer some friendly advice are admirable, and in some cases helpful. However, the depressive's needs may be deeper than any sympathetic Palatian can handle. It's very easy to get in over your head. The depressive may become highly dependent on you, needing much more than you can give. When you suspect this possibility - especially when the person talks or even hints about suicide - recommend seeking professional help. Make this recommendation several times. Suggest that the person look in the blue pages of the phone book for a crisis hotline, or speak to her physician about finding a mental health professional. If it's a young person, also encourage him to speak to his parents, a guidance counselor at school, or some other trusted adult. Another possibility is to give the person the url of an internet crisis center or an 800 phone number. While it's important to try to get the depressive some help, it's also important for the fellow Palatian to remember that there is only so much one can do. Try not to feel guilty or helpless when the situation doesn't seem resolved. 

Rarely should wizards disconnect (kill) a depressive. It will only magnify their feelings of rejection and despair. 

When users are promoting suicide, the situation is different. Even if it is only an adolescent "goof" or "fad," encouraging suicide among other users is not tolerated at TPI/EC sites. Suicide can indeed become epidemic, especially among depressed adolescents. Such promoters should be dealt with empathically but firmly. If they do not quickly respond to the strategies above and relent in their proselytizing, wizards will gag or disconnect them. For obvious reasons, wizards avoid using the word "kill." 

It's interesting to note that in the discussions about these issues on the wizard mailing list, many debates arose about the ethics of suicide and euthanasia. Cultural, personal, and situational factors all determine whether someone believes it is "right" or "wrong." In the meanwhile, almost all the wizards agree that suicidal members need help, and that promoting suicide must be discouraged. 
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Pedophiles 

On occasion, some foul talkers and breathers have directed their attentions towards younger Palace members, usually females. Users with names like "BigDaddy" may ask - either through whispers or publicly - if there are any "young girls" around. Once they locate someone they believe fits that category, they proceed to whisper seductive or blatantly lewd language to that person. Public displays are not the typical MO of pedophiles, who usually act in secrecy and disguise. So foul talkers and breathers who are speaking openly may not be genuine pedophiles. They may even be minors themselves. There have been no clearly documented cases of pedophiles at Palace, but that should not stop wizards and other officials from keeping an eye open for such activity. Even hints of pedophilic talk and interests should be dealt with quickly and firmly, using steps similar to dealing with breathers. Minors should be encouraged to report suspected people, although the issue of verifying pedophilic activity can be complex, similar to verifying abuse in alleged breathers. 
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Scam Artists 

On his web site about wizards, Dr. Xenu describes some of the scams that have occurred at Palace. One example is the "AOL Scam," so called because that's where it first gained notoriety. The scam artist - perhaps impersonating a wizard or some other TPI/EC representative - asks new or naive members for information that he needs for some important "official" reason. He may request the member's registration number, Visa number, real name, phone number, etc. The information most likely will be used to rip the person off or invade their privacy. Another version of this scam involves approaching members who have been around for a while and telling them that they have been chosen to become a wizard. Of course, the member must first provide "necessary" information, like their registration number, real name, etc. Yet another approach involved setting up a billboard announcing "Enter to win a Toyota Landcruiser. Write to thepalace@overture.com and enclose your registration number." It should come as no surprise that the e-mail address is not TPI's. 

In other scams, the confidence artist may befriend users, only later to make some unusual requests. In what Dr. Xenu calls the notorious "Picture Scam," one member - who presented as a bisexual woman - asked her new friends for nude photos of themselves. In reality, the scam artist was posting the pictures on a pay-per-view web site. 

Because they work in secrecy, and thrive on being clever, scam artists are difficult to detect ahead of time. The best strategy is probably preventative. Users need to be informed of basic scam techniques, similar to how AOL warns users that AOL officials will never ask anyone for their password. Once caught, hardcore scam artists will probably be banned. 
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Gangs 

Gangs have been an especially difficult problem at the sites. Usually consisting of adolescents, some of these groups have come and gone. A few notable exceptions, like the "Legion," were more resistant to extinction. The gangs' deviant activities fall into many of the categories discussed elsewhere in this article. As bullies who do their best to intimidate other users, they resort to all varieties of foul language and offensive avatars. They may run scams or attempt to abuse the software through flooding, password hacking, and crashing. Often they become territorial and drive other users out of the room that they believe is their turf (not surprisingly, one gang claimed the "Pit" - a room that looked like Hades - as their home base). They adopted an unusual keyboard character as insignia to place next to their name, thus indicating their gang colors. Any other Palace member who tried to use the insignia was berated and ridiculed. Wizards suspected that some of these gangs spent a great deal of time on as well as off Palace planning their escapades - as if creating havoc became a game where points were awarded to teams for chasing away and crashing innocent bystanders, or for the number of times a team member was pinned, gagged, and killed. 

Of course, being adolescent, gangs thrived on any and all attempts to fight the authorities. Their favorite pastimes included bashing and impersonating wizards in an attempt to humiliate them or destroy their reputations. As willing self-destroyers, gang members tried to outdo each other by pushing the rules to the limits and antagonizing wizards in order to force gags, pins, and kills onto themselves. Some would play more subtle headgames. They'd be very polite and respectful when a wizard was around, then turn into abusive, bashing snerts when the wizards left (the "Eddie Haskel" syndrome). Or they'd turn wizards against each other by befriending one and badmouthing another ("splitting"). Turning other bored, lonely adolescents against the authorities also was part of the fun. Gangs fashioned themselves as revolutionaries and freedom fighters who were resisting the evil efforts of wizards and TPI to repress people ("They are denying our freedom of speech," "The wizards killed me for doing NOTHING!"). Some gang members even went public with their outcries by posting messages to the Palace User Group mailing list and the Community Standards newsgroup. In their messages they justified their actions, tried to rally support for themselves, and attacked both the wizards and TPI. 

Like anyone else in the ever-expanding Palace community, gang members are trying to find a place for themselves, a feeling of belonging, a sense of purpose and status. Unfortunately, they try to achieve those goals by being hostile towards others and the establishment. Attacking outsiders and authority figures is one way an insecure, alienated group tenuously holds onto it's own solidarity and identity. The Legion's need to feel unique was evident in their clever and highly possessive use of a username insignia that even experienced wizard PC'ers had a hard time duplicating on their keyboard. They gain a sense of power from the group membership and from the concept of themselves as being clever hackers. Taking risks, displays of bravado, and pushing the limits are all badges of distinction among these teen males. 

On more rare occasions, the "gangs" are adults. When TPI officials tracked down the origin of one group of misbehaving users, they turned out to be several men in the technical department of a rather large company. When TPI phoned the operations manager, he apologetically explained how the company recently provided employees with internet access. Some of them, apparently, took that as an opportunity to act like adolescents. 

Ph's Horse, a TPI/EC official and leader of the wizards, once raised an important question on the wizard mailing list. Does the gang mentality actually exist in Palace or is it a convenient excuse to get rid of kids that wizards don't like? While some gangs clearly may be deviant, there also may be borderline cases. An unpleasant behavior in one person is simply unpleasant. An unpleasant behavior in a group of people seems more threatening. It's possible that wizards might get annoyed with an adolescent group that is misbehaving, but not really posing any serious problem. When the wizards attempt to curb them, they respond in the typical adolescent manner - disrespectful, resistant. More reprimands result in more discourteous reactions. Eventually, with their patience tested, wizards may unintentionally bait the gang into misbehaving more blatantly, resulting in a pin, gag, or kill. Outraged by the perceived heavy-handedness of the authorities, the gang now pumps up their snertish behavior. The situation escalates, a vicious cycle is born. 

Differences in how people perceive a "gang" were evident in the many discussions about the Legion on the wizard mailing list. Some felt they were potentially dangerous hackers who might do real damage to the Palace technology. Others argued that they were simply bored, mischievous kids whose wishes about being a hacker far outweighed their ability. The "gangs" were simply a nuisance. These differences in perception are important to keep in mind when deciding on a intervention. 

On his wizard web site. Dr. Xenu briefly takes a look at the bright side of snert gangs. Although their attempted hacking is annoying, they do sometimes reveal software security loopholes that need a fix. Although they are arrogant and hostile, they do bring a bit of dynamism to Palace life. 
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Banning the Gang 

One extreme but tempting way to handle a gang is to ban them, all of them. Anybody who professes allegiance to the gang, who wears their insignia, gets killed on sight. The urge to do this surely is a sign of extreme frustration on the part of wizards and TPI/EC officials who must deal with their antics. Although this sweet revenge has been discussed by wizards, it's never been implemented. It's more complicated than it seems and could easily backfire. Because members can alter their identities, determining exactly who is in the gang, or who are the most deserving of being banned, is not easy. Banning an entire group of people also draws the authorities onto thin ice. Will it look like a punitive overreaction or sweeping prejudice? Will it antagonize the gang, martyr it in the eyes of their sympathizers, thereby strengthening them, unifying them, and making them more determined to seek revenge? Kill or ban individual people for their specific misdeeds, several wizards have suggested. Don't punish people for their affiliations. 
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Getting to Know You (befriending the gang) 

A few wizards have tried a diametrically different approach to dealing with gangs. They hang out with them, try to understand and befriend them. After such visits, a few wizards have reported that the snerts are actually OK kids. They had fun and enjoyed talking with them. The gang described how they felt stigmatized. Just their showing up at the Palace made other users edgy and irritable. To them, it didn't seem fair that they should be treated that way just because they belonged to a "gang." In private conversations (whispers), some of the gang members opened up to the wizard even more. They described how they were bored, having problems in school, or uncomfortable with some of the antics that their ringleader put them up to. These kids felt sorry about the gang's mischief and didn't want to be banned along with the "really bad" ones. The wizards suggested to their colleagues that perhaps these kids were just alienated and misunderstood, that if wizards and other users got to know and accept them, maybe they would calm down. At the very least, perhaps some of the more "normal" gang members could be persuaded to either leave the gang or refuse to participate in its antics, thereby diluting the gang's strength. 
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Rehabilitating the Gang? 

If you can befriend gang members, maybe you can go even further. Maybe you can rehabilitate them. Following the Kung Fu principle of "redirecting" the attacker, some wizards have suggested that the gang's energy might be channeled into more productive avenues. Offer the gang members something valuable to do for the Palace community. Ask them to work on a project, but make sure that the project is indeed important and not just an idle activity, otherwise they will see through the tactic. WELCOME the gang - tell them you're interested in their ideas, their energy, their creativity, their sense of humor. Paradoxical strategies sometimes work well with rebellious adolescents. In a sense, this method for dealing with the renegade group involves making them part of the establishment. Rehabilitating the snert is an interesting and challenging strategy which I'll discuss again later in this article. 

Critics have challenged the rehabilitation strategy, or any attempt to befriend and reason with the hardcore snerts. At best, the therapeutic effect may last for a few hours or days, but then the snerts are back at their trouble-making again. Some say that the snert gang members simply treat the whole rehabilitation scenario as yet another game. Behind their facade of cooperation, they are planning the next round of mischief. They'll try to use the "nice" wizard as a pawn in the game, or as a wedge to create conflict among the authorities. Even if you succeed in reasoning with an individual kid, he will eventually just return to the gang, which has a lot more to offer him. Some kids take the authority figure's gesture of politeness or concern as a sign of weakness. They respect and respond better to a "Knock it off or I'll kick your ass off this server!" than a "Please don't do that" - if they respond at all. Anyone who thinks they can rehabilitate such snerts, some wizards claim, is in for a severe disappointment. "We don't need to dwell on being social workers," they say. 
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Divide, Conquer, and Cutting off the Gang's Head 

If individual gang members CAN be rehabilitated by showing an interest in them, welcoming their contribution to Palace, and making them feel that they are a "somebody"- it will weaken their dependence on the gang as well as the overall strength of the gang itself. Whittle away at the gang membership by drawing kids out. Turn the individual kid against the gang. Convince him that the gang - and especially its leaders - are simply using him as a pawn. Warn him that he might wind up banned along with all the rest. Some wizards have suggested that killing individual members might enhance this divide-and-conquer strategy because disconnecting gang members temporarily separates them, thereby disrupting the group. It was even suggested that a special software feature be added that would enable wizards to make gang members invisible to each other. 

The single most powerful intervention would be the one focused on the leaders. Every acting-out group has a focal point. Usually it's one or two people who entertain and inspire the others with their antics. The attention they get fuels their act. They in turn encourage the subordinates to join in. Although it's VERY difficult to befriend, reason with, and rehabilitate these leaders, if you succeed, you will swing the whole group dynamics towards rehabilitation. If that fails, there's always the last resort of cutting off the group's head. Kill or ban the leader/s. Some groups - especially weak ones - quickly collapse without their general. The potential problem, however, is that the banned leader becomes a martyr, which may rally the group's strength and determination. Or the leader's absence simply triggers a struggle among the underlings to see who can capture the vacant throne. 
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Tough Love for the Gang (kill, three strikes, ban) 

When it comes to very entrenched snert behavior among gangs, many wizards like to take a firm stance. It may take the form of Tough Love - i.e., "We care about you, but keep misbehaving and you're outta here." It's a strict, no nonsense approach. After the initial warning, snerts are quickly punished without prejudice or anger on the part of the wizards. As one TPI official stated: 

These kids get out of line, kill 'em. They mouth back, kill 'em. They argue with you about changing a prop, kill 'em. They play dumb over something you *know* happened, kill 'em. They utter obscenities, kill 'em. They don't learn after their first offense, kill 'em longer. No warning, no apologies. According to the "three strikes" rule, hardcore snerts are told flat out that they will be banned if they misbehave again after returning from their second kill. End of discussion. TPI statistics show that only a small fraction of 1% of all users are killed more than once, so such recidivist snerts are a rather rare (i.e., deviant) phenomenon. When applying kills and bans, it's important to be dispassionate and consistent. This will help minimize the gang members' tendency to turn the wizards' "unfair" and "hostile" actions into fuel for their battle cry. It will also help curb their attempts to use inconsistencies in the wizards' interventions as a tool for playing them off against each other. 

One difficulty in carrying out a consistent Tough Love policy is keeping tabs on the gang members. The software "tracking" feature is a useful early warning system that notifies wizards when snerts have returned to the site. When wizards kill, the server records this activity in a log along with any comments entered by the wizard. Some wizards also keep a personal list of known snerts. It has been suggested that a wizard-wide "shit list" be created that records who the snerts are, who has been warned and banned, and how many times a particular snert was killed. Such information would make it easier for wizards to work together consistently and for implementing the three strikes rule. For really awful snerts who like to wander through PalaceSpace, there's also the touchy issue of sharing snert information - including "blackball lists" - with other Palace sites. 

4. Techno-Crimes (Hacking) 

All online deviant behavior requires some degree of technical skill because it is being expressed via a computer. What I'll call "techno-crimes", on the other hand, require a bit more knowledge and skill than the ordinary user possesses. In some cases, it may be a rather simple trick that the trouble-maker learned from a colleague or discovered on his own. In other cases, it may be a very sophisticated hack requiring considerable expertise. Basically, a techno-crime involves exploiting the software for purposes other than intended by the programmers. Mild versions would include mischievous pranks designed to impress or, at worst, confuse other users. For example, a user writes a script that makes closed doors look like they are open, or a vicarious lurker manages to alter the room occupancy number so everyone thinks there is an invisible user among them. Sometimes the hack may not be deviance at all but a creative contribution to Palace culture. 

True techno-crimes are clearly anti-social and abusive. Directly or indirectly, someone pays a price. The most common types are flooding, crashing, and hacking for passwords and registration keys. 
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Flooding 

Flooding is a good example of an unsophisticated techno-crime. A naive user may repeatedly change avatars, play sounds, or run a script (like opening and closing a door), not realizing that this swamps the server and slows down the conversation in the room - what users call "lag." A true techno-snert understands this effect and floods deliberately in order to gain attention ("see what I can do!") or to disrupt the socializing in the room, probably as a result of feeling alienated and jealous. More insidious and slightly more clever snerts will target a specific person with repeated whispers packed full of abusive or nonsense text, which cripples the victim with lag. Gangs have been known to "gang-whisper" victims by pounding them over and over again with such voluminous text balloons. All deliberate flooders are driven by a need to feel powerful. Having to disrupt other people's ability to communicate probably reflects their own inabilities and insecurities about relating to others. 

Possible Interventions - The server can be programmed to disconnect certain types of flooders. Bounce too often on the bed in one of the private rooms (which is a script), and the server automatically will oust you from the site while politely informing you of your faux pas. Wizards also can turn all scripts off in a room where snerts are deliberately using them to flood the server, and then turn them back on when the hyperactive pranksters have calmed down or left (clever snerts might realize they can move to another room and try again). Depending on the particular method of flooding, wizards may also warn, pin, gag, propgag, or, if necessary, kill. One difficulty is that wizards too may be lagged by the snert, which makes intervening more difficult. The intervention may need to be swift in order to remedy the situation as quickly as possible. 
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Crashing 

Crashing other users, or the entire server, is a much more sophisticated techno-crime. On one occasion, snerts figured out a way to use scripts to crash the PC users in the room, forcing them to reboot. The "screechers" used scripts to create a horrible high pitched shrill on the speakers of Mac users (technically, not a true crash... but it sure sounded like one). Wizards intervene quickly with these antics, usually with a kill - lest they become the victim of the crash too. But then comes the more challenging question. How did the snert do it? In some cases, it took the wizards and TPI officials a while to figure out these tricks. Crashing is a good example of the sometimes highly sophisticated technical battle of wits that get played out between the Forces of Good and the Forces of Evil. Looking at the half full glass, some wizards and TPI/EC officials see crashers as an opportunity to fix loopholes in the software. 
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Password and Registration Key Hacking 

A hardcore netter once defined a "true hacker" to me as someone who illegitimately breaks into a system in order to access restricted privileges or databases. If this an accurate definition, then Palace has had its share of hackers. Usually they try to crack the password safeguards to gain wizard powers (impersonating a wizard in order to persuade another wizard to reveal the password is another tactic, but not really hacking). Others try to crack or bypass the registration key system in order to gain membership abilities without paying. Safeguards built into the Palace program eliminate some of the less sophisticated hacks. Anyone who persists in trying to figure out the wizard password will be automatically disconnected from the site after a few failed tries. The more sophisticated hacks are much less frequent. Similar to flooding, it becomes a cat and mouse game where the Palace technical team detects the hack and fixes the loophole. Sun Tzu, the famous Chinese warrior and strategist, stated that you must embrace the enemy's attempts to detect your weaknesses. With this knowledge, your defenses can be fortified.... Or, as Nietzsche once said, "that which doesn't kill me, makes me stronger." 
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Inside the Hacker 

What motivates the hacker? Some are captivated by the challenge and excitement of venturing into forbidden territories. They derive a sense of accomplishment, mastery, and power from doing what others can't. Impressing other users, especially one's fellow hackers, is a source of self-esteem. Some are motivated by a rebellious nature. Cracking the system of the "institution" reflects a defiant attitude towards authority figures. Psychoanalytic theory would predict an underlying Oedipal striving to challenge and prove oneself better than the father. In extreme cases, a hacker - and especially hacker wannabes - feel pressured to demonstrate that they are better and smarter than anyone. The cat-and-mouse drama of beating the system becomes a tireless, relentless quest to prove oneself. "I will prevail" becomes the battle cry. Defeat creates feelings of powerlessness and humiliation that fuel the fires. Driven by inner insecurities, they brag about their accomplishments and supposed powers (like being able to kill). When other users (and undercover wizards) ask them to display these powers, they make excuses. Such false bravado and desperate needs to prove oneself may be more common in the hacker wannabe than in the truly skilled hacker. 


More on Intervention Strategies 




In this section I'd like to expand on some of the intervention strategies discussed earlier. I'll discuss them here in a more general context rather than related to a specific type of deviant behavior. All intervention strategies can be categorized according to three dimensions: 

- Preventative versus Remedial: Does the intervention create conditions that attempt to prevent the deviance from ever occurring, as in creating restricted areas and controlling traffic flow. Or does it attempt to fix the problem after it appears, as in pins and kills? Preventative measures shape the culture at the congenital level, while remedial measures correct aberrations in the culture's evolution. "Secondary" prevention detects a problem in its very earliest stages (before it's yet a problem) and averts its development; "primary" prevention keeps a problem from ever occurring at all. As the saying goes, an ounce of prevention... 

- Interpersonal versus Technical: Does the intervention primarily rely on a psychological or social process, usually a wizard personally assessing the situation and persuading the offender to behave, which requires social skills? Or does it rely on a software tool like pin, gag, kill, or even fully automated server actions like killer bots? Many strategies combine the interpersonal and technical approaches in various mixtures. Without the human touch, technical tools like pin and kill will only be marginally effective. For this reason, with few exceptions, TPI/EC officials discourage wizards from taking action (pin, gag, kill, etc.) "across rooms" - without actually being there in person with the offender. Fully automated server actions surely save time and energy, but online "community" means people interacting with people, not with programs. 

- User or Superuser: In the case of technical tools, is the feature available to all users (e.g., "mute") or just superusers/wizards (e.g., gag, pin, kill)? The overarching issue is power - and who has it. Presumably, the basic interpersonal interventions are available to everyone, although not everyone will be skilled at those interventions.
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Big Brother is Watching (Presence) 

Establishing a presence - a mostly psychological intervention - can achieve a lot in preventing mischief before it starts. If wizards are nearby, snerts will tend to behave. For this reason, TPI strongly encouraged wizards to wear their badges (unless they were off-duty). Of course, even if wizards are present, snerts can always slip off to another room to pursue their antics. Following them might then be perceived as harassment. Using scripts, wizards could monitor activity in another room (e.g., detecting foul language) and then when necessary inject a warning from across rooms, but this constitutes eavesdropping. It's a delicate balance between establishing a healthy "presence" and slipping into the role of an intrusive Big Brother. By strolling through the site (patrolling) and sending global messages across all rooms, wizards can let all users know that they are there, somewhere. 
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Nazis and Bleeding Hearts 

Wizards have jokingly drawn a distinction between their colleagues that seem like "Nazis" and those who act like "Bleeding Hearts." Of course, these terms are parodies. Neither extreme makes for a good intervention philosophy. Wizards who discipline users out of a need to control, feel powerful, or forge some imagined "perfect" society need retraining and an honest look at their own motives. So too for overly sympathetic wizards who fear confrontation, anger (including their own), and being disliked. 

Taken down several notches, the Nazi/Bleeding Heart distinction does point to two very different, equally viable methods for handling deviance. The distinction reminds me of the psychological research on parenting styles which demonstrated that strict and permissive approaches both can work well in raising children - as long as the parent is not acting cold, distant, or cruel. Being firm and decisive, but also fair, may be just the right medicine for certain types of misbehaving users (the "tough love" tactic). Other problematic users may respond better to a more sympathetic, tolerant approach. Some wizards may be better at one method and not the other, which means that one wizard may call on another to handle a situation because "your style works better with this type of person." Some interpersonally talented wizards will be effective at both styles and can switch accordingly. 

Entire online communities may endorse either a strict or permissive philosophy. Those determined to make their home a friendly and peaceful place may quickly dispense with trouble-makers. Those with a more open and permissive ideology (and those run by a business that needs paid registrations) may be more tolerant. The composition of wizards - strict, permissive or a mix - will be determined by the site's philosophy and will reciprocally shape the site's philosophy. 

The various intervention strategies discussed throughout this article fall at different points along the strict/permissive continuum, with a leaning towards the permissive end. 
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Talk is Good! 

That's what Jim Bumgardner has said on several occasions when offering advice to wizards on how to deal with misbehavers. It's generally better to talk than to kill. It's the purely social approach. Communities (and the business behind them) develop and thrive on the arrival of new people. If there's any hope of socializing a misbehaving user, that hope can only be realized if you talk to them first. The anonymity of cyberspace encourages people to act up, including some good people. There's no logic in throwing the baby out with the bath water. Talking gives people a chance, especially when their acting up is an attempt to gain some attention and a reaction to feeling left out. Of course, talking is no panacea.A variety of complications may arise, and in some cases talking just plain fails. For example: 

- The misbehaving user does not respond to you. In this case, wizards may gag, prop gag, or pin in order to get the person's attention. Then they inform the person that "You must respond" or "I need a confirmation that you understand. Otherwise I will have to disconnect you." Some wizards gag a non-responding person for a specified period of time (e.g., 2 hours). 

- The misbehaving user responds very politely and apologetically to the wizard, then just continues with the snertish antics after the wizard leaves, perhaps even ridiculing the wizard behind his/her back (the Eddie Haskel Syndrome). Being paged over and over again by users complaining about the same snert is a sure sign that talking has failed. 

- The snert just wants to argue, so the conversation goes nowhere. One good example of this is the "freedom fighter". 

- The unruly user responds well to one wizard's attempts to talk, but is resistant to another. This could be attributed to how the user is reacting to a perceived difference in the wizards' interpersonal styles (for example, the perceived "Nazi/Bleeding Heart" distinction). Or the user may be attempting to play the wizards off against each other (splitting). In this case, wizards need to compare notes. 
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Whisper 

As Ph's Horse points out in his guidelines for wizards, it's usually best to whisper to the misbehaving user. Public reprimands and warnings tend to be embarrassing, and could provoke determined snerts into even higher levels of snertdom, especially if they deliberately are playing to the room. They may want revenge, or feel a need to save face. Public confrontation tends to fuel the drama for all involved, including wizards who are on the spot to do something. Lots of egos are on the line. Whispering also can help reduce the tendency for other users in the room to harass the perpetrator when they see a wizard attempting to correct him. Lastly, whispering does establishes a more personal connection to the user, which may have a powerful effect. For some, it may be the recognition that they were looking for in the first place. Many behavioral problems are the result of ignorance or a child looking for attention, so a more personal reminder may be exactly what's needed to remedy the situation. 

One possible disadvantage to whispering is that other people in the room do not get a chance to see exactly what the wizard is saying. A wizard's skillful handling of a snert could serve as a role model for other users. It's also good public relations for the reputation of the wizards. Without seeing what the wizard is saying, some users may project all sorts of fantasies onto the wizard's actions ("he killed that guy for no reason at all!). At the very least, intervening wizards should politely inform the room that they are dealing with the situation and would be glad to talk to people once the situation is resolved. 
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Be Polite, Be Dispassionate 

Being polite and showing respect for the misbehaving user is a good policy - even when a horrible snert shows none of this in return. On some level, your modeling a humane attitude is sinking in, even if you can't see the effects. Experienced wizards politely ask people to correct their misbehavior, politely explain the rules, politely administer the "punishment." Some like to sprinkle their interventions with "please" and "thank-you." Getting angry with snerts probably will only antagonize them. You become the hostile, critical authority figure that they already hate, and the situation will escalate. Maintaining that dispassionate attitude in the face of an insulting, obnoxious snert is a bit easier when you keep in mind that their abusive tone usually has nothing to do with you personally. They have no idea who you are. You are just another authority figure, a convenient target for what psychoanalytic thinkers call a "transference" reaction. Use that concept of transference as a shield to protect your self-esteem. 
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Don't Argue, Don't' Bait 

Part of being polite and dispassionate is not arguing with the snert. This is exactly what some hostile, oppositional users want. Some of them - especially the "freedom fighters" - will be exceptionally good at luring you into a fight. It's a trap because it's impossible to win such debates. The snert's true underlying (passive-aggressive) motive is to feel powerful and in control by antagonizing you into doing something hostile. It's a game to them, and you're their pawn. Ignore the person, or mute them. If you're a wizard, keep in mind that you, ultimately, are in control because you have the power to pin, gag, or kill the user if they persist in their verbal abuse. Despite the onslaught of an obnoxious snert, some wizards find peace of mind and confidence in knowing that they do have this "final word." They don't feel the need to debate. They simply state the rules, expect compliance, and dispassionately apply the penalty if the user doesn't show it. It's a lot less stressful when you avoid entangling your ego in the situation. 

It's only human to want to return sarcasm and defiance with more of the same. It's sometimes very tempting to take on the snert in a battle of wits, especially when you're a wizard and you know that you can pin or kill if you so choose. Having the ultimate last word is very satisfying - it's a remedy for all sorts of painful memories from our childhood when we DIDN'T have the last word. And so, wizards may be tempted to "play with their food." Some may want to playfully (sadistically?) poke at the snert and rile him up until he does something really obnoxious, which gives good reason to kill him. Such baiting is one way to turn a borderline snert situation into a clear cut snert situation. However, that borderline snert could actually be a decent person. Deliberately aggravating him would be akin to entrapment. 

One might argue that sparring with the snert is just part of the online show. It's fun entertainment. It may be exactly what some users are looking for. It may indeed be the accepted norm in some online communities. But sarcastic, insulting debates rarely fall into the category of humane and empathic encounters. For authority figures like wizards, as Ph's Horse points out, it's also not very professional. 
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Humor and Deflection 

As that Kung Fu technique suggests, it's sometimes best not to tackle a force straight on. Work around it. Deflect and redirect it. Some wizards have found that being light-hearted and joking with snerts sometimes can alleviate their obnoxious attitude. While showing some mature restraint, kid them, join in the fun, and then move the obnoxious behavior into more socially acceptable behavior. Ask them about themselves, offer to trade props, or try to get them involved in a game. Aikido calls it "joining and leading." Such purely social interventions take practice and may require some natural interpersonal talent. 
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Snert Rehabilitation 

One of the greatest challenges is to persuade the snert to change his ways, to become a productive, friendly member of the community. Wizards who have succeeded at this task found it to be a highly rewarding experience. Some wizards like to specialize in it. Converting a snert requires considerable interpersonal skills and is not something everyone can do. It involves listening to and even befriending the person. The person must be engaged on a level other than their snertishness. Acknowledge their positive attributes and skills. Redirect their energies toward constructive activities. Wizards have described lonely, bored, alienated, and extremely bright teenagers who caused trouble by mischievously fiddling with scripts. They responded well to the wizards' friendly curiosity about the scripts, their praise of the teens' intelligence, and their suggestions about how the teens could help rather than aggravate the community. Taking such young people under their wings, wizards have successfully converted them. 

As a general rule, mental and physical problems that respond quickly to a treatment weren't that severe to start off with. The same is true of efforts to rehabilitate snerts. The more readily they respond, the better off they were (psychologically speaking) in the first place. Others will flat out reject any rehabilitation attempt. Some will pretend to respond. They'll offer all sorts of apologies, explanations, promises, and commitments... and then will keep right on doing what they did before. Beneath their suave lies and deceptions there may be sociopathic tendencies. They have their own agenda and will simply use the rehabilitation scenario to further their cause. Monumental efforts to convert such people might possibly succeed, but should that much effort be expended? It depends on the values of the community and the designated purpose of those who oversee it. As a TPI official once said to the wizards, "We're not social workers here." 
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Circumventing Anonymity (spooking) 

If anonymity increases deviant behavior, then one way to deal with that deviance would be to decrease anonymity. For example, wizards have access to a user's IP, which reveals the user's location. It's possible to "spook" misbehaving users with such information. For example, after discovering that he lived in the same town as one rather obnoxious gang member, a wizard decided to play a little trick on him. Out of the blue, he asked the user "How is everything in Bigsville?" He was hoping to inject a little paranoia - as well as some conscience and sense of responsibility - into the gang mentality. The user was indeed "freaked" and kept asking how the wizard knew where he lived. While playing such tricks on chronic troublemakers may not be an optimal approach in all situations, letting them know that "we know where you live" (literally and metaphorically) could help alleviate their mischief. In other online communities, the e-mail addresses of the users are readily available to everyone. Without the protective shield of anonymity, people can be held accountable for what they say and do. This policy probably does help minimize deviant behavior. 

But there are problems with taking away people's anonymity. Part of the fun and philosophy of Palace is to experiment with one's identity, to experiment with fantasy, in a contained and "confidential" environment. The more you remove anonymity, the less comfortable people will feel in pursuing these experiments. If others have access to your IP, or your e-mail address, they can acquire lots of other information about you. Without your necessarily wanting it, they can enter other areas of your life, violate your privacy. This not only sabotages Palace philosophy, but also the basic ideology of the internet which upholds the right of the individual's anonymity. Most users come to Palace to make friends, some wizards have stated, so why not let peer pressure be the accountability system rather than the removal of anonymity by allowing access to e-mail addresses. Others have pointed out that many chronic snerts already know about the wizard's IP access, so "spooking" will have little effect. 

The circumventing of anonymity can work in both directions. Trouble-makers are clever. They too can find ways to discover the "real life" facts about wizards and TPI/EC officials. Seeking revenge for being killed or banned, gang members have been known to send e-mails containing the wizard or official's full name, home address, and phone number... accompanied by veiled threats and warnings to "be careful how you treat me." 
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Bring in the Real World 

When dealing with chronic trouble-makers, there's sometimes no choice but to completely bypass anonymity and enter the person's "real" world. In a last ditched effort to reason with users, TPI officials have called them on the phone - or spoken to their parents. In some cases the direct personal connection may have a powerful effect, but sometimes it has little effect. In fact, some hardcore trouble-makers use "real-life" contacts as a tool in their game. They call the TPI office in an attempt to pry information out of the workers. They warn TPI that they will bring their parents (especially when they are lawyers) into the situation in order to support them in their battle against TPI's "injustices." On a few occasions, (self- proclaimed) journalists and professors have threatened to go public with their grudges against Palace by publishing a scathing article. 
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Undercover Work 

Some misbehaving users are very good at the Eddie Haskel maneuver - i.e., being perfect angels when wizards are around, and devils once they are gone. When other users continue to report very abusive behavior, but the alleged perpetrator can just never seem to be caught in the act, wizards might go undercover. You remove your badge, change your name and avatar, and go to the room where the perpetrator is hanging out in order to quietly observe his behavior. When the alleged snert is young, some wizards have also tried to act like a teenager in order to fit into the group more unobtrusively. If and when the deviant behavior rears its ugly head, the wizard identifies him/herself (by showing the badge), and then intervenes. 

In discussing undercover work, wizards have pointed out a number of potential problems: 

- Some consider it a form of deception and eavesdropping, which is deviant behavior itself. 

- Growing impatient with simply observing, some wizards may be tempted to stimulate the alleged snert into doing something wrong, which is essentially baiting. 

- If a user asks for any wizards in the room to identify themselves by putting on their badges, what should the wizard do? A TPI policy stated that when a user asks a wizard to show his badge - in order to verify that she/he is not a wizard impostor - the wizard should do so. But should this rule apply when an alleged snert might be trying to detect an undercover wizard? Off-duty wizards are not required to show their badges even if a user asks them, but the distinction between "off-duty" and being "undercover" can be quite murky. 

- If undercover work becomes common, then snerts will get wise. They'll become even more careful and clever about when they misbehave. They'll try to find ways to detect undercover wizards (tricks for this have been discovered). Or they'll accuse wizards of harassment and entrapment.
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Blackball Lists 

Really bad snerts can be banned from a site, but that can't stop them from going to other sites. So how do you prevent the spread of their mischief? For the extreme cases, wizards have discussed the temptation to put first rate snerts on a blackball list that could be shared with non-TPI sites. The list might contain the user's name, registration code, and IP, or even "real world" data like their name, address, and phone number. In the spirit of reciprocity, these other communities could then share information about THEIR outlaws. Theoretically, these blackball lists periodically could be distributed to other specified site owners, or provided only when requested by another site owner. Such cross-site efforts would also contribute to the general spirit of cooperation and integration of all Palace communities, which is valuable to the health and survival of the entire Palace universe. 

While discussing blackball lists, the wizards pointed out a number of important controversies and complications: 

- Are these lists a violation of the user's privacy? Does the information about misbehaving users and their behavior belong to the site owner, and can they do what they please with that information? 

- Will these lists result in prejudicial perceptions and actions towards users who haven't yet done anything wrong at a particular site. Will wizards be itching to jump all over them at the slightest provocation? Will they become scapegoats? Blackball lists have a tendency to expand into a paranoia that rolls over innocent people. Take a look at McCarthyism. 

- With hundreds of Palace sites in existence, and more being created all the time, just how would blackball lists be distributed? Would the exchange of information become haphazard and/or biased? Does TPI/EC, as the creator of the software and owner of the sites where many users (especially newcomers) dwell, have any obligation to share such information with other site owners? 

- The definition of "deviance" and the reasons for placing a person on a blackball list may vary widely from one Palace community to another. An offense at one site might not be considered bad at another. In some cases, a site owner may ban or place a person on a blackball list for idiosyncratic reasons. It's a personal grudge, or even a lover's tiff. To be effective, these lists might need to contain descriptions of the crime. Universal standards about "serious" crimes might need to be established. Getting agreement across numerous site owners about such standards would not be easy.

In extreme cases, wizards and TPI have shared information about unruly users with other site owners. TPI's policy was that if someone has a justified reason for needing such information, they were willing to share it with the caveat that, should law enforcement action be deemed necessary, they reserve the right to require TPI's approval prior to any action being taken. Before wizards share such information with other sites, TPI encourages them to discuss it first with TPI officials and to present the information in a professional manner, without a spiteful or derogatory tone. 
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Restricted Areas and Traffic Flow 

An ounce of prevention is worth a pound of kills. One way to control deviant behavior is to designate exactly where (or when) such behaviors are tolerated. This is another variation of the Kung Fu principle of redirecting a force rather than trying to stop it head on. Early in the history of the TPI Mansion site, when the population began to boom, misbehaving users became more prolific. Attempts were made to control that deviance, but not stamp it out completely. Doing so would have been rather difficult. It also would have created an oppressive atmosphere. Instead, a new site called "Welcome" was created where rules about misbehaving were more strictly enforced. The client program was changed so that new users were, by default setting, connected first to that site. Their initial Palace experience, therefore, would be the kinder, gentler atmosphere of Welcome than the more raucous Mansion. 

This strategy of running a more restrictive site alongside a less restrictive one did result in some complications. Some people were concerned about a "politically correct" atmosphere evolving at Welcome. Justifiably concerned about business, TPI considered this a necessary evil of creating a place where new users would feel friendliness, acceptance, and a desire to register their software. It also was a bit difficult keeping the cultures of the "sister" sites separate. People did spill over from one site to the other. Working both sites, TPI wizards had to adjust to different intervention standards at each community. Many wizards seemed to prefer working at Mansion - due, at least in part, to their preferring the less restrictive atmosphere which was less work and perhaps more fun. But this left Welcome unsupervised and more vulnerable to deviance. To keep the two communities separate and different, TPI established more clear guidelines for wizards about managing unacceptable behavior at each site. They also set up a system of perks that encouraged wizards to spend more time at Welcome, and asked wizards to choose either Welcome or Mansion as their primary "home." Separate wizard mailing lists and passwords were created for each site, in order to enhance the separation of the two communities. 

Within a site, some areas can be more restrictive and some less. At the Mansion site, the rules are a bit stricter in the more public rooms where traffic is heavier (Harry's Bar and the Gate, where people arrive). Few, if any, rules hold for users in private, locked rooms - as long as everyone in the room consents to what is going on there. Other rooms fall somewhere between these two extremes. This variation in strictness across rooms can, of course, lead to considerable confusion among users and wizards about what is allowed where. The standards must be clearly spelled out, as in "Rules Room" where written descriptions of the standards can be easily accessed by everyone. Coordinated with such rules, signs based on easily understood rating systems could be posted in each room as reminder ("This room is rated G"). Going one step further, some wizards have suggested implanting an adult verification code into a person's registration key, so that children (or sensitive adults) could not enter rooms where more "loose" behavior was tolerated. 

If standards do vary from room to room, then attention must be paid to the juxtaposition of the rooms and the flow of traffic between them. Placing an X or R-rated room next to a G-rated one is not a good idea. Experienced users will know how to jump from one room to any other, so the physical layout of doorways should be designed with the novice user in mind. Exits from permissive rooms need to be clearly visible. There will also be a tendency for loose behavior to spill out of a room into adjacent areas, as in lewd users leaning their avatars out of the private rooms and into the hallway in order to proposition people. 
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A Home for Bad Boys (Dodge City and the Pit) 

If you can create rooms with varying levels of strictness, then why not create a place where there are no rules at all? It could be a haven for snerts that would draw them away from the mainstream. "Giving them a place of their own" might be a good intervention with gangs. Hand over a territory to them and perhaps even put the head snert in charge as "sheriff." It might be therapeutic for him, which may then filter down to the gang. Perhaps he would learn some sense of responsibility and self-worth, as well as gain an understanding of what a wizard's life is like. 

Something like this was attempted in the Dodge City experiment. At this TPI sponsored site, there were no wizards, no rules, no holds barred. You could do anything you wanted without the establishment looking over your shoulder. In an attempt to redirect and contain the snert problem, TPI deliberately created the site as a haven for naughtiness and mischief. Snerts indeed gathered there. Unfortunately, they were not content with a kingdom of their own. They used Dodge City as a staging area to launch raids on the Main Mansion, where they made as much a nuisance of themselves as possible. Not long after it opened, Dodge City was closed down. The lesson learned from this failed experiment? Acting out is indeed acting OUT. Anti-social people will never be content with themselves. They need a more normal social structure to act against, thereby defining themselves. No matter what territory you yield to them, there will always be barbarians at the gate. 

Sometimes snerts choose their own home. At the Mansion site, several months after the closing of Dodge City, they tended to gather in the Pit - a room where the background graphics resembled Hades and the program automatically places horns on your head. It wasn't surprising that snerts found the room appealing (something to keep in mind when designing graphics and scripts for a room). The snerts used the Pit as a staging area for their forays into other parts of the site. Any user who happened to stumble into their home territory usually was not greeted very warmly. To break up the gang, TPI closed down the Pit, but that only sent the snerts in search of other places to roost - especially Grand Central, a surrealistic room where a train is crashing through a window, and the Dressing Room, where scripts enable users to exchange props and cybersex sometimes occurs. Both rooms were predictable choices by the snerts. Eventually, the pit was reopened. 

Some say that giving snerts their own home, implicitly or explicitly, only reinforces their negative behavior. It gives them the opportunity to gather strength. If they really want their own place, some wizards have stated, snerts can always colonize other vacant Palace sites or create their own site. But they never do. They want to be near the center of activity, not away from it. They want the opportunity to stick thorns into the side of the community and the establishment. That's their game. 

In a message to the wizard mailing list, I speculated about a possible solution to the Pit dilemma. The underlying logic is a compromise: allow the snerts to gather in the pit, thereby remaining near the community, but don't reinforce their behavior by officially handing the Pit over to them. If a user hits a link to the Pit, a warning sign comes up. "You are about to enter the Pit. Unfortunately, unpleasant users tend to hang out there. If you want to return to the room where you came from, press XXX." Misbehavior that spills out of the pit is quickly corrected by wizards, but activity within the pit is mostly unsupervised. The snerts have an unofficial "home," they are partially isolated from the mainstream, and wizards know where they are. Also, some users might be intrigued by the warning notice and want to enter the pit to match wits with the snerts. It would be their idea of fun. It might also keep the snerts busy dealing with the challengers. In this strategy, the snerts become a partially controlled feature of the Mansion site rather than something the establishment is always trying to eliminate, but never fully succeeds. Even though a pain in the ass, snerts do add some dynamism to Palace life. 

Of course, many things could go wrong with this strategy. It easily could become another Dodge City experiment. Dr. Xenu once suggested an alternative: Dispatch misbehaving snerts to a jump station room where they have 5-10 seconds to select a link to a non-TPI site. If they fail to select one, a script automatically and randomly sends them on their way to one of these destinations. In other words, show them the door. Ideally, the list of links includes sites that are more suitable for snerts, so perhaps they'll decide to stay there. This approach also resembles the "time-out room" strategy, except the time-out room is another site. The argument could be made that the entire Main Mansion site is a bit like Dodge City. It does tend to be a more naughty, rowdy place than many smaller Palace sites. It's the New York City of PalaceSpace - where deviant, unusual, and creative behavior is commonplace. Perhaps, in a positive feedback loop, this is what draws snerts to it. It's very possible that allowing the rules at Mansion to remain somewhat lenient - rather than cracking down - may benefit all of PalaceSpace. Mansion may attract snerts away from other sites and towards a community where experienced wizards know more about how to handle them. 
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Time-Out Room and Automated Lessons 

A "rules room" - where users could read about the do's and don'ts - was a necessary addition to the busy TPI sites. On several occasions, wizards discussed the possibility of carrying this concept one step further. Misbehaving users could be sent by a wizard to a "time out" room where they would be held captive while the rules of the site are displayed before them.The timing out and "teaching" of the user could be fully automated via scripts, which would save wizards some typing and sanity. In fact, this strategy is used in some Palace communities. When the wizards discussed the possibility of implementing it at TPI sites, a variety of issues surfaced: 

- While in the time-out room, the user might also be pinned, gagged, denied incoming chat, and/or stripped to a generic (smiley) avatar. The more actions levied against the person, the more severe the punishment appears, the more controlled and helpless the person might feel, and the more likely oppositional users will fight back. 

- Timing out and automated lessons might work well with kids, but adults might find it infantilizing. Backfiring, the strategy might make some adults angry and determined to fight back, perhaps by acting out even more than they did in the first place. 

- A purely automated time-out and lecture might feel cold, impersonal, and confusing to some users. It's probably a good idea for a wizard to accompany the person to the room in order to explain what is happening, answer questions, and offer some friendly advise. 

- Making the time-out experience humorous might alleviate the backfire effect. In some online communities, the time-out room looks like a prison, complete with rat, bread, and water. One wizard suggested a school room, complete with chalkboard and "I will behave" written 100 times (adding a dunce cap might be a bit too much). The humorous design of the experience might take some of the sting out of the reprimand, as well as remind people that one goal of Palace is to have some fun. 

- Clever users will find ways to escape or sabotage the rules room. Loopholes need to be detected and fixed. For example, if people quickly disconnect from the site (presumably without reading the rules), (1) a log could record this escape, or, (2) the person automatically is prevented from reconnecting for a specified period of time, or, (3) when they sign back on, they automatically are redeposited back into rules room until they finish their "sentence." Ideally, the person will be warned about these consequences at the very beginning of the rules display. 

- To help prevent the time-out from becoming a novel experience or a game, the room should not be hidden from other users. 

- If the display of rules are long and very boring - and the room itself looks drab - the time out experience will be very tedious. Perhaps people will behave themselves just to avoid it. Of course, long and boring displays might achieve little as an educational experience. 

- After reading the rules, users could be required to declare their acceptance of them, either by paging the wizard or via a script. Only then are they released from the room. 

- Rather than displaying rules, the time-out room could just contain a clock that ticks out the time remaining. It sure would feel like "sit on the stairs for 10 minutes!" (all of these time-out strategies conjure up feelings from childhood) - but it does little in terms of educating the person about the rules. 

- Popping a snert out of a crowded room and into the time-out room might, at the very least, give other benign users an opportunity to take the snerts place in the room. When and if the snert tries to return, the room may be full. The punishment, then, is being locked out of the room where the snert was "bad." 
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Sent to the Corner (Pinning) 

Pinning a misbehaving user into the corner of the screen can be a very effective attention-getter. It's visual, spatial, and actually feels like a decisive physical action has been taken. It takes away from the user a unique feature of multimedia environments - the ability to move. Pinning is an especially effective tool for controlling hyperkinetic people who jump their avatars all over the room (causing lag as well as visual annoyance), and for "runners" who try to escape a wizard responding to a page. 

There are some problems with this tool. Pinning, releasing, and pinning again - repeated several times over - easily can be perceived as a wizard's powerplay. Intentionally or not, the wizard is "playing with his food" and baiting the user. Some wizards enjoy creating scripts that enhance the pinning experience with laser beams and tossing the user about the room before immobilizing him in the corner. While some of the other users may get a kick out of this show - and some obnoxious snerts seem to deserve being turned into a show - such scripts again smell like powerplays. Adding to the humiliation of being pinned, other users in the room sometimes seize the opportunity to verbally harass the immobilized user who is obviously being punished. The very publicly visible tactic of pinning someone tends to contradict the principle of always whispering to a misbehaving user in order to protect their self-esteem. Rather than pinning, some wizards say, why not send the person to a time-out room? 

What happens visually to the appearance of the person's avatar while pinned alters the psychological quality of the experience. At TPI sites, the avatar was changed to a generic smiley wrapped in chains. The chains, no doubt, were originally intended as a bit of a joke, though some users may experienced it as a degrading or humiliating. It reinforced the idea that wizards have the power, while you don't. Humorous visuals might help lighten up the situation, but that means the person may not take the situation seriously at all. One wizard suggested simply placing a thick-lined box around the avatar while it is locked into the corner. 
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The Kill (disconnecting) 

Killing strikes a blow at the heart of what the internet means to people - being connected. At the Palace, to be killed means your misbehavior crossed the line. You had to be ousted from the community. The more serious the crime, the longer you are blocked from returning. Less than 2% of all users are killed, which suggests that your mischievous behavior fits the statistical model of "deviance" defined as a very infrequent behavior. Sometimes the kill is initiated automatically by the server, as when you (intentionally or not) flood the server or attempt to crack the wizard password. Because these types of kills are less public (and usually of short duration; the user often can immediately reconnect), people are less perturbed by them. When a wizard initiates the kill, the situation is much more personal. The reactions can be intense and varied - humiliation, remorse, anger. Conscientious users might apologize when they return to the site. Hardcore snerts will use the situation as a springboard for spiteful revenge. In his guidelines for wizards, Ph's Horse states that many users do not learn any sort of lesson after their first kill, which suggests that most kills are performed on rather chronic or stubborn misbehavers. He also points out that killing is more the removal of a problem than a teaching method. It indicates that the community failed in socializing that particular user. For this reason, wizards appreciated the creation of tools like gag, propgag, and pin which enabled them to "fire shots across the bow" and intervene at a more intermediate level, rather than resorting to the black-or-white kill. 

Because a kill is the most "lethal" of interventions, a number of rules and guidelines have been created for its use. The rules reflect the elevated concern among wizards and TPI/EC about using this intervention: 

- With few exceptions, the "death timer" (length of the disconnect period) is set to 120 minutes. This is the standard kill at TPI/EC sites. To help make their kills consistent and fair, some wizards create a rating system (e.g., a scale of 1-6) where each successive level marks a higher level of misbehavior and a longer disconnect time. For long kill periods, users may be informed that they can write to TPI/EC to plead their case. 

- Some wizards adopt a "three strikes" policy. For the third offense, the user is killed for the maximum length (30000 minutes). 

- Wizards are authorized to kill up to 12 hours. Beyond that, authorization from the company is required. In certain instances (e.g., dealing with known crashers), wizards might obtain prior approval for long kills. Handing over the really chronic trouble-makers to TPI/EC allows the company to make the final judgment about how to manage each situation on an individual basis. Company officials may decide to phone the user before killing for long periods or permanent banning. 

- As a rule of thumb, users should be warned before they are killed, informed why they are being killed and for how long, and given sufficient opportunity to amend their behavior. Being killed without an explanation only fosters confusion and anger. The "house rules" that have been posted as people arrive at the site have informed people about the possibility of being killed without warning, but that message applies to the automated killing of flooders. 

- In more rare cases, the user may not be warned. Such cases include the hyperkinetic avatar who succeeds in flooding the server (thus preventing the wizard from warning him), as well as the self-destroyer who returns after a kill to immediately resume his spouting of foul language. In very rare cases, extremely troublesome, resistant snerts who manages to bypass their bans will be killed on sight. 

- The server automatically records who was killed and by whom. Wizards also briefly describe in this record why the person was killed. Communication among wizards is essential for consistent plans of action. For longer kills, TPI/EC encourages wizards to save the log of the interaction with the offender. In some cases, TPI/EC requests a copy of the log excerpt as a verification of the misbehavior and the wizard's actions. 

- Killing across rooms is not allowed, with the exception of killing crashers who might succeed in crashing you if you actually enter their room .

It's difficult for users not to take the kill personally. They often see it as a "me- versus-that-wizard" scenario. To minimize this reaction, many wizards simply point out the site's rules to the offender and state that they have little choice in having to kill people who violate them. "Blame the rules, not me." Because some people experience a kill as a loss of control over their fate - a situation of helplessness - it may be helpful to empower them with a choice. Tell them that they are faced with a decision. They can choose to follow the rules, or be disconnected. The wizard, on the other hand, makes it clear that he/she really has no choice:Wizards are obligated to follow the rules about killing. This interpersonal tactic deflects power away from the wizard and onto the user. 

One wizard pointed out that for some offenders there is something satisfying to being punished when they know they have DONE their "time" and not been given a break. "It gives them a new start, if they are so inclined." 

Lastly, there's that word "kill?" Why use that particular word to describe the action of disconnecting the user? This is a cultural phenomenon. The word "kill" is a carry over from the world of multi-user games where characters indeed kill off each other as part of the contest. Obviously, Palace has its roots in these multi-user fantasy scenarios. Evidence for this popped up one day when one wizard noticed that the automated message the user receives after being killed states "You have been killed (terminated) by another PLAYER." 

Some wizards avoid using the word "kill" when talking to users. Instead they use "disconnect." They believe "kill" is too harsh and creates negative reactions. The exact word used probably does flavor the experience. Wizards have joked about other possibilities: "toasted," "cool off," "say bye-bye," "executed," "go visit grandma," "popped," "bumped," "vaporized," etc. Some are humorous, sarcastic, euphemistic, infantilizing, or hint at aggression and humiliation. Wizards also have joked about using words or phrases designed specifically for each wizard. For example, the automated message displayed when AsKi (me) disconnects a user might be "You have been terminated by AsKi, but please remember that you're still a human being with worth and dignity." In addition to alleviating their own anxieties about having to "kill," such joking among the wizards also indicates their feelings about killing being a very personal situation. It means something different to each person. 
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Killing Machines (bots) 

Theoretically, robot avatars can be created that would patrol the Palace site, looking for deviant behavior. Upon detecting such behavior, they would kill the offender. Much less sophisticated than the Enterprise's Data (actually, he's an android), the bot would be programmed to detect very specific, simple types of trouble-making, such as foul language. 

Experiments with bots have been tried at TPI sites - experiments that sometimes go awry. One night a wizard saw "XBot" log on as a wizard. Thinking it was a colleague using a creative name, he said hello, but received no reply. Xbot came into Harry's Bar, sat quietly for several minutes, then left saying "I am late for an appointment." A short while later it returned and repeated the cycle. That same evening Xbot killed another wizard for saying "Bite me," which didn't exactly impress the booted wizard. Realizing now what Xbot was, the wizards on duty were a bit annoyed that they weren't warned ahead of time about a bot running loose. "I was careful not to say 'Bite me,'" one wizard noted, "but I was very tempted to tell it to 'Masticate my prostate!'" The next day, the wizard responsible for creating Xbot apologized, explaining that he had been testing it and accidentally fell asleep while it was still active. 

The advantage of using such automated police? They could lend a helping hand to wizards during busy hours, or patrol the site when wizards were not online, especially during the late hours of the evening and early morning. Bots also solve the problem of wizards being inconsistent or too emotionally involved in their work. Bots would be very steady, objective, and dispassionate when intervening. 

The big disadvantage, though, is that bots have no judgment or reason. The story of the derailed experiment illustrates this. Bots are unable to determine the context of a problem. Because deviant behavior and the various interventions for them often are subtle, complex, and very dependent on the meaning of the particular situation, bots would regularly end up booting innocent users while letting genuine snerts walk all over them. In fact, they'd probably end up as play things for mischievous users. People also tend to skeptical and a bit weirded out by bots. Allowing automated police to patrol the site does not enhance the image of Palace as a friendly community, a HUMAN/E place, where people socialize with people. For these reasons, TPI discouraged the use of bots. 
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Exile (bans) 

According to TPI statistics, less than 1% of all users are killed more than once. Repeat offenders are the exception rather than the rule. Even more rare are those relentless trouble-makers who challenge the "3 strikes rule" and, consequently, find themselves permanently banned from the site. By tagging their member registration key - or their IP address (in the case of guests, who don't have a key) - the server automatically prevents them from signing on. It also reminds them that they have been banned when they try, and in some cases informs them that they can e-mail TPI/EC an apology if they wish to be reinstated. Requiring approval by the company, bans only occur after repeated failed attempts to reason with the chronic snert, including phone calls from TPI/EC officials. In cases where the company's staff have no first hand experience with the snert, they hear out all the views of the wizards who are in the trenches before they make a decision. By the time a user is exiled, many active wizards have had a run-in with him. Some of these users "see the light," send that apology to the company, and promise to behave - at which point, the company lifts the ban. Other very persistent and now highly revengeful snerts find ways around the ban so they can return to the site. 

Because emotions run high, bans can stir up considerable controversy. Wizards and company officials may not all agree about exiling a user or about when/if the person should be reinstated. Very heated debates between those who side with and against the person may reflect the users attempts to "split" the authority figures by playing them off against each other. Some wizards have complained that forgiving users after "permanently banning" them makes the word and authority of TPI (and wizards) look weak. How many chances do you give someone? Why does one person get a second chance and not another? Angry about their exile, some users threaten to bring legal suits against the company or demand their money back. They may be informed that their registration fee bought them the client program, not the right to visit a company site. Some wizards have suggested that an "extreme snert" clause be included in the TPI purchase agreement, enabling the company to reserve the right to cancel the registration while refunding the user's money. This would protect all of PalaceSpace from the truly obnoxious trouble-makers. "And just to rub a little more salt in the wound," one wizard joked, "we could send them a 'I've been kicked out of the Palace for Life' shirt." 

A technical problem with the ban mechanism is that it cannot be applied precisely to guests - who are a bit more inclined towards trouble-making due to their anonymity. Guests do not have a registration key, so their IP address must be banned. Because most users come from a dynamic address, a wildcard (e.g., 208.129.208.*) must be used to ban all possible points of origin from that user's ISP. But then anyone else coming from that banned string of addresses also will be locked out of the site. It's like throwing many babies out with the foul bath water. 

A similar predicament arises in proactive attempts to prevent problems by banning a particular ISP point of origin. Wizards discovered that the IP of one killed trouble-maker seemed to indicate that he came from a prison. If prisons indeed were giving inmates internet access, should TPI/EC allow them on their sites? On the wizard list, there was a string of debates about criminals coming to Palace, the rights of individuals (including prisoners), the purpose of "being in prison," and prejudicial actions against a labeled group. 
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Tracking 

What if all the bad guys were officially tagged so that their anti-social status was immediately available to everyone? It sure would help the law-abiding folk who may want to steer clear of the trouble-makers, as well as the authorities who are trying to keep an eye on them. In online communities, the technology exists for marking and tracking offenders. Their registration codes and IP addresses provide two possible tags for detecting their arrival and following their movement around the site (especially useful in dealing with "runners"). At the TPI/EC sites, the server automatically alerts (only) wizards through the paging system when a "trackip" is set on a trouble-maker, usually someone who was killed. Some wizards also have called for a easy way of keeping an eye on the location of trouble-makers WITHIN the site, other than having to look up their name in the userlist. Going even further, some have suggested creating more elaborate tags that would record how often a person was warned or killed. . 

Tracking can present problems. How far does one go in tagging and observing users before it becomes a violation of their privacy? Prejudice would surely develop against publicly marked people, so the information most likely should be kept confidential among the overseers of the site. Even then, biased attitudes among the authorities might result in their perceiving more trouble than the previously labeled user is now actually creating. That label might even cause some wizards to encourage or bait the trouble-maker into repeating their crime. On a more practical level, wizards have complained about their colleagues setting a trackip on almost everyone they kill, resulting in a very annoying spam of trackip messages in the paging system. TPI officials recommended tracking a person for a short period of time (say 10 minutes), because the odds are low that the trouble-maker will spend more time than that attempting to reconnect to the site. Every user from the IP being tracked also shows up in the paging system, so for large domains like AOL there could be a flood of track pages. By keeping the track times low, TPI suggested, wizards accomplish the goal of detecting if a user returns, while keeping the paging system activity to a minimum. 
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Keeping Records 

As crime increases, so does the need for criminal profiles and crime statistics. At TPI/EC sites, the server automatically keeps a record of actions taken against offenders (e.g., kills), their IP address and/or registration key, and what wizard took the action. Wizards also add to the record their comment about the incident, usually what the offender did wrong. Some wizards like to keep their own personal records with more detailed information, such as how many times a particular person was warned and killed, details about the incident, and known aliases of repeat offenders. TPI/EC also encourages wizards to save excerpts of the log that captures the dialogue and wizard actions during the situation. 

Records come in very handy for a variety of reasons. It's much easier knowing where to go with snerts if you know where you (and others) already have been with them. Records are vital for intervention consistency among wizards. Statistical analyses of the server records can reveal how the number of kills changes over time, how those changes correlate with changes in intervention strategies and site modifications, the number of kills made by specific wizards, and how one site compares to others. Log excerpts are very valuable for the training of wizards and receiving feedback about how one handled a situation. As one wizard pointed out, seeing oneself "objectively" in the excerpt can be an eye-opening experience. Logs also may be needed for reasons of accountability and legal purposes. In some cases, alleged offenders have forwarded their own log excerpts to TPI/EC as part of their complaint against a wizard. Sometimes the complaint may be legitimate, but logs can be doctored. 
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Standardizing Interventions 

When a site's population grows, resulting in more frequent and complex forms of deviance, the intervention strategies among wizards tend to become more diverse and inconsistent. To counteract that effect, the community needs to create a standard set of rules for appropriate behavior among users as well as standards for how wizards should enforce them. These standards provide equal protection and "justice" under the law, regardless of who the user is - a guest, member, wizard, friend, or enemy. Wizards will be less confused - and feel less helpless - about how exactly to deal with specific problems. These standards also will help deny snerts the opportunity to use inconsistencies among wizards as a tool in their manipulative games. Good record keeping is a preliminary step in creating intervention standards - otherwise it's more difficult to know what to do if you don't know what's already been done (and what works). For example, one wizard suggested, such records could be used in rating offenses according to their severity so that specific effective penalties (pin, gag, kill periods of different lengths, ban) could be assigned to each offense. 

A simple method frequently used by wizards is the creation of scripts or macros that contain warnings or explanations frequently given to misbehaving users ("Excuse me, BigTime, your prop violates the rules for this site. Could you please remove it?). Such scripts enable the wizard to interact with the user quickly, efficiently, and consistently - and with much less typing. Whereas most of these scripts are created for personal use, it would be relatively easy to provide standard scripts to be used by all wizards. More sophisticated scripts could automate more complex intervention sequences - for example, warning a person, then pinning, then explaining while the person is pinned. 

Other important features of standardizing interventions include the formal training of wizards and the creation of a manual (perhaps similar to this one). One component of the manual might be log excerpts that contain examples of effective interventions with different types of problems. Actually SEEING (reading) what other wizards said and did is much more powerful than simply talking (reading) about it in the abstract. 

Of course, standardization can go too far, resulting in overly formal and rigid wizards who look more like robots than humans. For example, macros that launch automated text at a user need to be written well, so that they at least sound like a personal communication rather than a canned response. Better yet, these macros should be interspersed with the wizards spontaneous, "genuine" talking to the user. Scripted interventions also should be flexible so that they can be easily modified or tuned to the specifics of the situation. This is a good rule of thumb for the overall standardization of intervention strategies: make the standards specific but flexible. Provide wizards clear guidelines, but also the leeway to apply their judgment and humanity. 
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Formal Training of Wizards 

A training program is probably the single, most effective method for ensuring quality and consistency (i.e,, standardization) in how all wizards perform their jobs. It not only provides an opportunity for wizards to share ideas and experiences, but also for the development of camaraderie and group spirit. A comprehensive training program would contain at least some of the following elements: 

- A manual containing the rules of the site and how to enforce them. This manual provides the foundation for the training, and may be modified as a result of ideas discussed during the training. 

- Periodic real-time training sessions in which there are discussions, demonstrations, and role plays. It's probably wise for all wizards to attend such sessions, regardless of their level of expertise or whether they "need" training. Newbie wizards need elder wizards as role models. Elder wizards can benefit from a "refresher" course as well as from the ideas and enthusiasm of the newbies. 

- A library of log excerpts that illustrate effective and less effective examples of intervening with different types of problems. These excerpts might be a component of the manual. Discussing these excerpts also may be part of the real-time training session. Wizards should be encouraged (or required) to bring in excerpts from their own logs so that they can discuss with their colleagues the various situations they have encountered. 

- A "buddy" or "mentor" system in which a newbie wizard is paired up with a seasoned wizard. The experienced wizard accompanies the new wizard during the initial on-the-job training. The two also may communicate via e-mail. Such a system provides the newbies with role models and helps bond them to the entire wizard group. Serving as a mentor also reinforces an experienced wizard's understanding of wizarding, as well as bolsters her self-esteem as a knowledgeable "oldtimer" and his commitment to the wizard group. 

- Modeling and role playing during the real-time training session. This is an essential. People learn best by observing a behavior and then rehearsing it, rather than by just talking about it. Generally speaking, good roles plays start with a preplanned scenario in mind (i.e., a structure for what the wizard and misbehaving user will say and do), but are flexible enough to allow spontaneity and improvisation. A number of variations on role-playing are possible: 

(1) Experienced wizards first demonstrate (model) their techniques with a particular type of problematic user, then newer wizards take their turn at imitating the elder wizard. 

(2) A trainee plays the role of the wizard, then switches to play the role of the misbehaving user. Stepping into the user role helps the wizard understand the user's personal experience of the intervention, which provides insight into how to improve the intervention. 

(3) Role plays cover as many types of problems as possible. Role plays start with relatively easy situations, and then gradually increase in difficulty level. 

(4) Trainees are encouraged to play the role of a snert that they feel familiar with (and perhaps even enjoy!), or to role-play a problematic user that they recently encountered. 

(5) Trainees take turns in dealing with the same problematic user, perhaps even stepping into a role play during midstream when the previous trainee gets stuck or yells "uncle." 

(6) Wizards "feed lines" to a trainee who is stuck or needs help during a role play. The suggested line may lead the role play into a new, productive direction. 

(7) The role play may be "frozen" for a moment so that the leader or other trainees can ask questions, offer a commentary, or suggest a new direction for the role play. 

(8) A group discussion follows each role play. The people in the role play are encouraged to describe what the role play was like for them. 


Conclusion: Sticks and Stones 


Worst case scenarios with snerts probably would include their attempts to crash your system, ruin your reputation through impostoring, or luring you into a scam. But these scenarios are rather uncommon. And for the experienced computer user, the community member who is well known among online friends, and the savvy individual, each of these respective scenarios probably is not much of a threat. In a very large majority of cases, the most a snert can do to you is toss unpleasant words or images at your, or interrupt your ability to speak to friends. The inclination to feel insulted, frustrated, or indignant by a snert's actions reflects the tendency to invest a lot of psychological energy in one's online world. Users take it personally and feel very emotional when it comes to their virtual community. To them, it's as real as the real world. Perhaps the best defense against snerts is to unravel that psychological investment a bit. You can always turn off the computer and walk away. The Greek philosopher Epictetus said that people are not disturbed by things that happen to them, but by the views they take of those things. In other words, sticks and stones can break your bones, but the snerts of virtual reality can rarely hurt you... unless you let them. 
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Internet Demographics 1998
"Just the Facts"


Ed Katkin, my advisor in graduate school, used to say that there are two types of researchers: lumpers and splitters. Lumpers look for universal rules and valid generalizations about human behavior. Splitters are more interested in studying how individuals differ from each other. Many of the discussions in this hypertext book The Psychology of Cyberspace comes from the splitter's perspective. Much of it is based on psychological theory. Sometimes, however, it's nice just to have the hardcore facts about the people who inhabit the internet! The statistics below are Nielsen/NetRatings from a story in Internet World (here's the online version of the article) and were reported by John Grohol to the Psychology of the Internet mailing list. These demographic features no doubt influence the social dynamics of cyberspace, as well as reveal how cyberspace reflects the global culture. You can read the statistics for yourself and come to your own conclusions. Here and there, as indicated by the links, I've taken the liberty of adding my 2 cents (these pop-up windows may not work with all browsers). Whenever we evaluate statistics like these, we should keep in mind the problem of "sampling bias" - i.e., did the survey method result in a sample that is an accurate representation of all people on the internet? Mark Twain once said, "There are three types of lies: lies, damned lies.... and statistics." 



PRIVATE
Number of Americans Online: 76 million
Male: 52.7% 

Total people worldwide: 149 million
Female: 47.3%

Age:

0-17
19.1%

18-24
11.3%

25-34 
19.1%

35-44 
23.0%

45-54 
17.2%

55-64 
6.7%

65+
3.7%

Income:

$0-25k
6.4%

$25-50k
25.8%

$50-75k
28.6%

$75-100k
17.5%

$100-150k
10.4%

$150-$1m
4.9%

No response
6.4%

Education:

Grammar school
1.5%

Some H.S.
5.7%

H.S. graduate
18.8%

Some college
20.9%

Associate degree 
9.5%

Bachelor's degree 
25.1%

Post-graduate degree
16.9%

No response 
1.6%

Race:

White
83.5%

African-American 
8.0%

Asian
2.1%

American Indian 
1.0%

Other
4.0%

No response
1.9%

Geography:

North American 
55.5%

Western Europe 
23.3%

Asia Pacific 
15.5%

Eastern Europe/Russia 
2.0%

Latin America 
1.8%

Middle East/Africa 
1.9%
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Cyberspace Humor


snortbig.jpg


snortbig.jpg


Truth comes out in jest. In other words, jokes can be silly and funny at the same time as revealing some serious truths. This cartoon from the Atlanta Constitution is a good example (click on the picture for a full size view). It pokes fun at the issue of internet addiction - which looms large as one of the most pervasive concerns about the internet in this technology-driven culture of ours. The cartoon singles out a seriously addicted Phil while making us laugh about the situation. In reality, some people do become pathologically preoccupied with cyberspace, but also our culture - especially our media - is almost laughably addicted to scandals in general and to the topic of "addiction" in particular. Seeing the mouse up his nose, we're tempted to think that cyberspace is a mind-altering drug, a biochemical disorder, a transcendental entity to merge with, maybe even a phallic (and in Phil's case, homosexual) symbol. More icons of our contemporary cultural psyche! And is it a coincidence that it's a male who gets so narcissistically wrapped up in his machine while the women, bonding together, assess the situation? 

addicted.wav


addicted.wavWhile browsing the web, my daughter Asia found this little bit of auditory humor that amplifies this anxiety about internet addiction [.wav file 96k]. We get so hypnotized by cyberspace that we need a warning signal to help us snap out of it! Conveniently and ironically, perhaps we can program our computers to do it! There are many other jokes about internet addiction. Because we're a very medical oriented and symptom preoccupied culture, quite a few of them focus on the "signs" that one has gone overboard. For example: 



The Top 10 Signs You're Addicted to the Net 

10. You wake up at 3 a.m. to go to the bathroom and stop and check your e-mail on the way back to bed. 

9. You get a tattoo that reads "This body best viewed with Netscape Navigator 1.1 or higher." 

8. You name your children Eudora, Mozilla and Dotcom. 

7. You turn off your modem and get this awful empty feeling, like you just pulled the plug on a loved one. 

6. You spend half of the plane trip with your laptop on your lap...and your child in the overhead compartment. 

5. You decide to stay in college for an additional year or two, just for the free Internet access. 

4. You laugh at people with 2400-baud modems. 

3. You start using smileys in your snail mail. 

2. The last mate you picked up was a JPEG. 

1. Your hard drive crashes. You haven't logged in for two hours. You start to twitch. You pick up the phone and manually dial your ISP's access number. You try to hum to communicate with the modem. 

You succeed. 


What's amusing about these internet jokes - especially to avid onliners - is how they mix reality and fantasy. Hardcore e-mail users do seize the first opportunity they can to check their in-box. And 2400 baud modems indeed seem like silly toys to the experienced user. The fantasy turns to the absurd when cyberspace begins to take over your in-person life. Like an invasion of the body snatchers, it becomes your children and your mate. It becomes the loved one, the source of oceanic oneness and bliss. This quest to psychically meld into union with one's computer fueled the April Fool's prank about the telepathically controlled e-mail headset called "Orrechio" (see my article about cyberspace as psychological space). The fantasy relationship with our computer may express our grandiose wish to control everything in our lives - a wish revealed in these file options on a weary office worker's monitor. The bottom line is that the fantasy rests on both a wish AND a fear. We want omnipotent control with the computer. We want omnipotent control over the computer. But what goes around comes around. It may take control over us. 

trapedoninternet.wav


trapedoninternet.wavHere's another sound clip that Asia found during her journeys. I had to laugh out loud when she played it for me. Entitled "Trapped on the Internet" (wav file 464k), it's sung to the tune of the "Gilligan's Island" theme song. For a change, internet addiction is not (at least overtly) the gist of these silly lyrics. Instead, it portrays another pervasive cultural anxiety regarding the internet - the paranoia about malicious people coming after you, in this case, the mysterious, all-knowing, almost demonic "cybergeeks" who reign over the internet. They are the incarnation of the Boogey Man who hide in the corners of cyberspace rather than under our beds. Unable to escape them, the protagonist in the song resorts to pulling the plug on his computer, but to no avail. Caught by some supernatural intervention, he's STILL trapped on the internet! It's not just the cybergeeks we fear, but also the unearthly, almost mystical powers of this inescapable thing called "cyberspace." It threatens to overcome reality and swallow us up! Perhaps not coincidentally, this was a theme I tinkered with in my novel Madman when the protagonist Thomas Holden - a weary and stressed psychology intern - seeks help from a computerized psychotherapist program called "Siggie" (here's the excerpt which appears in my article about computerized psychotherapy). 

Computers that act like people, people that act like computers. As our machines become more and more sophisticated - almost as sophisticated as their creators - we start to wonder whether there's much of a difference between the two. Does the human mind work like a computer? Can computers become almost human? Interesting scientific and philosophical questions! These issues could lead to some rather maladaptive attitudes about human relationships that are parodied in jokes like this: 


Seeking technical support for Girlfriend: 

I'm currently running the latest version of Girlfriend 2.0 and am having some problems. I've been running the same version of DrinkingBuddies 1.0 all along as my primary application, and all the Girlfriend releases have always conflicted with it. I hear DrinkingBuddies won't crash if you run Girlfriend in background mode with the sound switched off. But I'm embarrassed to say that I can't find the button to turn it off. I just run them separately, and it works OK. I probably should have stayed with Girlfriend 1.0, but I thought I might see better performance with Girlfriend 2.0. 

My friend also told me that Girlfriend 2.0 expires within a year if you don't upgrade to Fiancee 1.0. And after that, you have to upgrade to Wife 1.0, which he said is a huge resource hog. On top of that, Wife 1.0 comes bundled with MotherInLaw 1.0 which has an automatic pop-up feature that can't be turned off. I told him to install Mistress 1.0, but he said that if you try to run it without first uninstalling Wife 1.0, that Wife 1.0 will delete MSMoney files before doing the uninstall itself. Then Mistress 1.0 won't install anyway due to insufficient resources. 

Anybody out there able to offer technical advice.......? 



Wanting to control women like they control their cars and computers. Wanting to understand women like they understand their cars and computers. But failing on both scores. Not exactly an admirable portrayal of the male psyche! There is a strong tendency to perceive computers as if they are people, a phenomenon known as "transference." Norman Holland even suggested that we can regress to thinking that our computers are sexual beings, which seems to be the confusion that plagues the desperate GirlFriend user. However, whether the computer acts more like a man or a woman is an issue open to debate. In one joke about a "scientific poll" of attitudes concerning computers, the findings were divided: 



Women stated that computer should be referred to in the masculine gender because:

1. In order to get their attention, you have to turn them on;
2. They have a lot of data, but are still clueless;
3. They are supposed to help you solve problems but half the time they are the problem;
4. As soon as you commit to one, you realize that, if you had waited a little longer you could have had a better model.

Men conclude that computers should be referred to in the feminine gender because:

1. No one but the Creator understands their internal logic;
2. The native language they use to communicate with other computers is incomprehensible to everyone else;
3. Even your smallest mistakes are stored in long-term memory for later retrieval;
4. As soon as you make a commitment to one, you find yourself spending half your paycheck on accessories for it. 


The ancient and never-ending battle of the sexes shines through once again! Cyberspace jokes - like any brand of humor - serve as a vehicle for expressing universal human issues. Other cyberspace bits, however, specialize in making fun of experiences that are unique to cyberspace - jokes that only experienced onliners will appreciate. Anyone who has participated in an e-mail list discussion of some important change in the group will nod and chuckle when reading How many mail list subscribers does it take to change a light bulb?". Or how about the freedom the internet offers in allowing everyone the opportunity to speak their mind? Is it too much freedom? Perhaps we don't want every narcissistic, opinionated, loud-mouthed pundit and his brother bending our ears, as this bit of humor suggests: 



The NewsGroup Personality 

(Based on the Major General's song from
Gilbert and Sullivan's "The Pirates of Penzance") 

I am the very model of a Newsgroup personality. 
I intersperse obscenity with tedious banality. 
Addresses I have plenty of, both genuine and ghosted too, 
On all the countless newsgroups that my drivel is cross-posted to. 
Your bandwidth I will fritter with my whining and my sniveling, 
And you're the one who pays the bill, downloading all my driveling. 
My enemies are numerous, and no-one would be blaming you 
For cracking my head open after I've been rudely flaming you. 

I hate to lose an argument (by now I should be used to it). 
I wouldn't know a valid point if I was introduced to it. 
My learning is extensive but consists of mindless trivia, 
Designed to fan my ego, which is larger than Bolivia. 
The comments that I vomit forth, disguised as jest and drollery, 
Are really just an exercise in unremitting trollery. 
I say I'm frank and forthright, but that's merely lies and vanity, 
The gibberings of one who's at the limits of his sanity. 

If only I could get a life, as many people tell me to; 
If only Mom could find a circus freak-show she could sell me to; 
If I go off to Zanzibar to paint the local scenery; 
If I lose all my fingers in a mishap with machinery; 
If I survive to twenty, which is somewhat problematical; 
If what I post was more mature, or slightly more grammatical; 
If I could learn to spell a bit, and maybe even punctuate; 
Would I still be the loathsome and objectionable punk you hate? 

But while I have this tiresome urge to prance around and show my face, 
It simply isn't safe for normal people here in cyberspace. 
To stick me in Old Sparky and turn on the electricity 
Would be a fitting punishment for my egocentricity. 
I always have the last word; so, with uttermost finality, 
That's all from me, the model of a Newsgroup personality. 


In another problematic scenario quite familiar to the jaded cybercitizen, we are looking for an answer to an important question. We've been told the internet is a massive information superhighway, that people online are knowledgeable and helpful, so our expectations are high. Little did we know that ye may seek but NOT find. Sometimes the responses to our query may be everything except what we want: 



I Shot A Query Into The Net 

I shot a query into the Net.
I haven't got an answer yet,
But seven people gave me hell
And said I ought to learn to spell;




A posted message called me rotten
For ignoring mail I'd never gotten;
An angry message asked me, Please
Don't send such drivel overseas;

A lawyer sent me private mail
And swore he'd slap me in jail --
I'd mentioned Un*x in my gem
And failed to add the T and M;

One netter thought it was a hoax:
"Hereafter, post to net dot jokes!";
Another called my grammar vile
And criticized my writing style.

Each day I scan each Subject line
In hopes the topic will be mine;
I shot a query into the Net.
I haven't got an answer yet ... 


The old timers understand all these in's and out's of living online. But for the newbies, cyberspace is a brand new world filled with goodies... and fears. Sometimes those fears are legitimate. Sometimes naive. They can't tell the difference between the two. They haven't yet developed an eye for discerning what's accurate information on the net and what's gobbly-gook. Eventually, the internet will force us all to develop that power to accurately evaluate data. In the meanwhile, the newbies' ignorance and trepidation about this strange new world may lead them astray - a dilemma the oldtimer may portray as satire:



***************************************************
WARNING, CAUTION, DANGER, AND BEWARE!
Gullibility Virus Spreading over the Internet!
*************************************************** 

WASHINGTON, D.C.--The Institute for the Investigation of Irregular Internet Phenomena announced today that many Internet users are becoming infected by a new virus that causes them to believe without question every groundless story, legend, and dire warning that shows up in their inbox or on their browser. The Gullibility Virus, as it is called, apparently makes people believe and forward copies of silly hoaxes relating to cookie recipes, email viruses, taxes on modems, and get-rich-quick schemes. Internet users are urged to examine themselves for symptoms of the virus, which include the following:

- The willingness to believe improbable stories without thinking.
- The urge to forward multiple copies of such stories to others.
- A lack of desire to take three minutes to check to see if a story is true.

Anyone with symptoms like these is urged to seek help immediately. Experts recommend that at the first feelings of gullibility, Internet users rush to their favorite search engine and look up the item tempting them to thoughtless credence. Most hoaxes, legends, and tall tales have been widely discussed and exposed by the Internet community.

Forward this message to all your friends right away! Don't think about it! This story is so timely, there is no date on it! This story is so important, we're using lots of exclamation points! Lots!! For every message you forward to some unsuspecting person, the Home for the Hopelessly Gullible will donate ten cents to itself. 



I've presented only a few types of cyberspace humor in this article, so the sample is limited. Nevertheless, it's interesting how they all reveal our underlying fears and frustrations. That's the purpose of most humor - to help us ventilate our psychological tensions. Maybe we could boost its soothing effect by combining it with, say, poetry. Can you imagine anything more psychically therapeutic than Haiku that pinpoints and exorcises all our anxieties about this new Being we call "computer": 


----------------------------
A file that big?
It might be very useful.
But now it is gone.
----------------------------



------------------------------------
The Web site you seek
cannot be located but
endless others exist
----------------------------





- - - - - --- --- --------------------------------------
Chaos reigns within.
Reflect, repent, and reboot.
Order shall return.
--------------------------------


-------------------------------- - -
ABORTED effort:
Close all that you have.
You ask way too much.
----------------------------





------------------------------------
First snow, then silence.
This thousand dollar screen dies
so beautifully.
-----------------------------------------






-- ------------------------------
Stay the patient course
Of little worth is your ire
The network is down
----------------------------------- -- -



---------------------------------
A crash reduces
your expensive computer
to a simple stone.
----------------------------






----- -------------------------------
You step in the stream,
but the water has moved on.
This page is not here.
-------------------------------



--------------------------------------
Out of memory.
We wish to hold the whole sky,
But we never will.
------------------------------------------- - -





PRIVATE
Psychology of Cyberspace ->
Home Page
Article Index 
Subject index
Search Engine
This article dated month yr (vx.0)

PRIVATE
John Suler, Ph.D.
Rider University
Copyright Notice
Review of Holland Article


The Internet Regression
Norman N. Holland
Department of English - University of Florida
Gainesville FL 32611-2036 U.S.A. 


Talking on the Internet, people regress. It's that simple. It can be one-to-one talk on e-mail or many-to-many talk on one of the LISTs or newsgroups. People regress, expressing sex and aggression as they never would face to face. 

Think about it. Current estimates say 23 million people communicate on the Internet from most of the nations on the globe, and that number is increasing at 12% a month. And all this just grew like Topsy, with no one planning or controlling it. Here is one of the extraordinary technological achievements, one of the great human achievements, of our century. But homo sapiens reverts to primitive, childish behavior. Why? 

There are three major signs or, if you will, symptoms of this regression. The one Internet primitivism that everybody talks about is "flaming," flying into a typewritten rage at some perceived slight or blunder. "Everywhere I went in the newsgroups," writes John Seabrook in The New Yorker, "I found flames, and fear of flames" (1994, 70). No wonder. Seabrook had written a friendly piece on Bill Gates, the powerful president of Microsoft. In the "profile," he made a point of the way he and Gates conducted their interview on e-mail. This is what appeared on Seabrook's screen (courtesy of a certain computer columnist): 

>>Crave THIS, asshole: 

Listen, you toadying dipshit scumbag . . . remove your head from your rectum long enough to look around and notice that real reporters don't fawn over their subjects, pretend that their subjects are making some sort of special contact with them, or, worse, curry favor by TELLING their subjects how great the ass- licking profile is going to turn out and then brag in print about doing it. 

Forward this to Mom. Copy Tina [the new publisher of The New Yorker] and tell her the mag is fast turning to compost. One good worm deserves another.<< 

This last was a veiled threat, since a "worm" is a computer virus and the "flame" might have caused damage to Seabrook's data and programs. 

A second primitivism on the Internet is sexual harassment, crude invitations to people about whom one knows no more than their online signatures (which may well be "gender-benders" that hide the sex of the speaker). It happens even in professional or intellectual groups, but the "chat" groups are the worst. Women complain that going into chat mode can feel like a walk past a construction site or a wrong turn down a dark street (Span 1994). But males are not the only offenders. Women also proposition men. As one of the subscribers to my list-conference PSYART described it, 

>>Once, while in a chat, I changed my nickname to a female moniker. A woman (and I use the noun to refer to what she presented herself as--not that I have any reason to doubt her, but who knows on IRC [Internet Relay Chat]) . . . left the conference, and told some people there was a new woman on the net. She returned to the conference, and many men joined. Several began sending me private messages suggesting various (and graphic) sexual acts. One in an adjacent state wanted to meet me in person. None of these people ever sent me e-mail later, perhaps because I revealed my real gender after a while--at which time the harassment ended. This particular conference was not one of the sexually-oriented ones--just an IRC group we had formed that night. What began as a joke proved to be quite an education. 

On another occasion, while using my natural and usual IRC/real identity, someone claiming to be a young woman joined a conference--again, not a sexual interest group--and began sending me private, explicit messages. I hadn't thought about it until now, but it seems as though her advances were less crude, although every bit as direct (Sougstadt 1994)<< 

The third symptom of regression--and you may not consider it a regression at all--is the extraordinary generosity you see on the Internet. The one comment you hear over and over again about online communication is the openness, the sense of sharing and, mostly, tolerance. Total strangers will give up hours of their time to send one another research data. Even goods. A lawyer was moving from Boston to Washington. A fire on the van destroyed his books, and he posted a list of what he had lost on the Internet. "Every day for six months I was receiving books in the mail from people I'd never met" (Rubin 1994). "People on the network share information about everything from how to run their computers to how to make cheesecake. Most of the people who post are trying to be helpful, even when they disagree" (Golden 1994). Most dramatically, on the Internet, there are support groups for recovering alchoholics, drug addicts, and smokers. People with suicidal tendencies tenderly share ways in which they ward off the temptation (Wright 1993). 

Another side to this openness is what Kristina Ross has called "identity play" (1994). People try out new ways of being, often in very playful ways: different professions, the opposite gender, altered self-descriptions. There is a sense that 'it doesn't matter,' a feeling of invulnerability. 

At the same time, this openness involves heightened vulnerability. This is the way New Yorker writer John Seabrook describes how it feels to be flamed: 

The flame seemed to put a chill in the center of my chest which I could feel spreading slowly outward. My shoulders began to shake. I got up and walked quickly to the soda machines for no good reason, then hurried back to my desk. There was the flame on my screen, the sound of it not dying away; it was flaming me all over again in the subjective eternity that is time in the on-line world. . . . the technology greased the words . . . with a kind of immediacy that allowed them to slide easily into my brain (1994, 70-71). 

In short, communication on the Internet has its plusses and minuses. The plusses are the generosity and openness. The minuses are aggressive flaming, sexual attack, and increased vulnerability. I think they are two sides of the same coin: sex and aggression in positive and negative, active and passive, forms. Both begin because of a lack of inhibition--a regression. But what lures us into this regression? 

The simplest answer is, the computer itself. To understand interpersonal behavior on the Internet, we need to look at the fantasies people have about their computers. 

It is already a cliche to say that the computer extends and expands the brain. What the car, the boat, the gun, the airplane do for the body, the computer does for the mind. In fact, people use metaphors of body activity to describe the mind working on the computer, like this British user: "It exercises the mental faculties . . . . it keeps my mind alive and sprightly" (Shotton 1989, 207). 

In this pseudo-physicality, men easily get into mine-is-bigger- than-yours games. My hard disk, my chip, my screen is bigger or faster or newer or more powerful.(Kantrowitz 1994, Turkle 1984). In psychoanalytic terms, men's fantasies about computers are "phallic." In this context, "flaming" is a bit like giving other drivers the finger from inside a car. Driving is a phallic activity like computing, and the driver identifies himself (usually himself) with his machine, feeling secure inside his steel cocoon as the computer "driver" is made safe by distance and anonymity. The context is aggressive and competitive, as men are with their computers (Irvine 1994, Cobb 1993). 

Since fantasies about computers tend to the phallic, it should come as no surprise that men and women respond differently to computers. Women, unlike men, generally think the machines are just meant to be used, like the microwave or the vacuum cleaner. "It's a tool, like a screwdriver," one woman writes to the Washington Post, not intending (I assume) any symbolism. "I pick it up. I expect it to work. While computers can be more `fun' than most screwdrivers, in general, when I turn my computer on, I expect it to work. Period" (Walker 1994). 

It should also come as no suprise that people feel anxious about that phallic computer. `Will the computer go berserk?' `Will it blow up if I press the wrong button?' are common imaginings (Simons 1985, 22). "People are afraid they'll break something," writes one woman. "Computers are like dogs--they know when you're scared of them" (Dowell 1994). Turkle (1984) contrasts people for whom the computer is just an instrument and people for whom it is magic. 

Alongside these magical fantasies of power and dominance and size--and castration--are quite different phenomena: computer dependency and addiction. Some people are powerless to resist the pleasure of fooling around with the computer. They see it as an alluring alternative to ordinary life. They will even risk their marriages for the pleasure of hours and hours of "working out" on their computers or "surfing" on the Internet. 

Why is it so pleasurable as to be addictive? According to a British study, computer addicts--these are not only people hooked on networking but on programming, gaming, and even work on their computers--saw computers as a soothing alternative to the human. These possibly schizoid types found computers logical, predictable, and non-judgmental, but humans illogical, erratic, and critical. They simply preferred computers (Shotton 1989, 253, 264; see also Weizenbaum 1976). Computer addicts avoid the frustration of dealing with an illogical world of human beings by retreating to a relationship in which they find their own values of logic and dispassion. 

Furthermore, not only is the machine human, it is a human just like me. Computer addicts have a narcissistic relationship with their machines. The computer becomes a mirror image of themselves. And indeed, don't most of us prefer magazines, newspapers, television programs--and friends--that confirm our own values? (Shotton 1989, 250-52). 

When programming, the computer addicts are working with an ideal partner who understands them fully. They feel toward their machines as toward a true friend. This friend will not withdraw if a mistake is made. This friend will try to be an ever- faithful helpmate (Shotton 1989, 167). And this friend is male. 

Most computer users talk to their computers and give them nicknames, as other people do boats, cars, airplanes (for example, Enola Gay), and even guns (Big Bertha). But where the nicknames for cars, boats, airplanes, and guns are usually female, nicknames for computers are invariably male. In an American study, subjects "made a total of 358 pronoun references, variously referring to the computer as `it,' `he,' `you,' `they,' (and even `Fred')--[but] never as `she'" (Scheibe and Erwin 1980). In Shotton's British study of 75 computer dependent people, they all, male and female, gave their computers male nicknames. In fact one woman in that study said right out, "He's the man in my life." In that same study, a male respondent reported that his computer was male ("my mate Micky"), but, he said, "I always refer to my dual disk-drive as female--she's lovely" (Shotton 1989, 194-195). Notice: his active, powerful, intelligent, logical computer was male like him, while his obedient, passive, receptive disk-drive was female.^1 Let's not forget, in this connection, that in 1982 Time magazine named the personal computer its Man of the Year. 

In other ways the computer plays the role of a parent. It rewards its human's good behavior--the program runs--but it does not punish. The machine does not judge its user as inadequate. Rather, faced with poor performance on the part of its human, the computer just ignores it and waits patiently for the next input. The computer is like a parent who has high hopes for you but rewards your achievement, even if it is less than optimum. The machine always holds out more goals to strive for, but these goals are realistic, and it's up to you whether to go for them or not (Shotton 1989, 167). If the computer is a demanding parent, it is also a very permissive one. 

It is permissive in yet another way. It is totally anonymous. You can get hurt opening yourself up to real people, but you can say anything to a computer, and it won't judge or criticize you. That is why sociologists are turning to computers to do their interviewing (Kiesler and Sproull 1986). For example, 14% more students admitted to drug use in a survey by computer than by pencil-and-paper (Sproull and Kiesler 1991, 45). In a Scottish survey of alchohol use, people would report greater use to a computer than in a face-to-face interview, and the figures given to the computer matched actual use more closely (Waterton and Duffy 1984). 

Now this is odd. We all know that the computer can store anything we say. Yet we nevertheless feel safe in telling it the most intimate details of our lives. For example, there is a computer program for doing sex therapy, Sexpert. Videotaped sessions with the computer showed the couples "clearly engaged" by Sexpert. They "seriously discussed their sex life, relationship, and Sexpert's comments with each other" (Binik et al. 1989). Why this trust? Because we are isolated from social cues and so feel more free from criticism than if speaking to a person. Opening up to the wrong human being can be humiliating or hurtful. Not so a computer. 

And of course, there is a lively market for computer pornography. I came across the following advertisement in PC-Magazine: 

Now You Can Have Your Own GIRLFRIEND 

. . . a sensuous woman living in your computer! 

GIRLFRIEND is the first VIRTUAL WOMAN. You can watch her, talk to her, ask her questions and relate with her. Over 100 actual VGA photographs allow you to see your girlfriend as you ask her to wear different outfits, and guide her into different sexual activities. As a true artificial intelligence program, GIRLFRIEND starts with a 3000 word vocabulary [beautiful but dumb? --NNH] and actually GROWS the more you use it. She will remember your name, your birthday, and your likes and dislikes. GIRLFRIEND comes with the base software [sic] and GIRLFRIEND LISA. Additional girls will be added. This program requires 7- 10MB of free space ("Sexy" 1994). 

This is, of course, the same male fantasy as The Stepford Wives, the woman who is totally satisfying because she is completely docile because she is a machine. 

The same fantasy comes in negative forms, however. Once, when I spoke this paper, one of my hearers told me the following story. (I am quoting this man accurately as I can.) 

I write in bed, using a yellow pad and a pen that will write upside down, a 'space pen.' Then, the next morning, I transcribe what I have written onto the computer. I resolved to get a laptop computer to eliminate one step of this two-step process. When I got the laptop, I found I could not take it into bed with me--it felt like a homosexual encounter. I still can't do it. I can sit on the side of the bed with the laptop, but I can't take it into bed with me. 

My informant said that he was telling this to people standing around after my talk when a woman chimed in: "I had the same experience. I bought a laptop to write in bed, but I couldn't take it to bed. It's all analytical, logical, dichotomous, and I won't sleep with a man like that." 

Odd as it may seem, many, many psychological researchers have come to the same conclusion: people almost instinctively think of computers as other people (Forman and Pufall 1988, 247; Frude 1983). "Extremely short exposures to a relatively simple computer program . . . induce powerful delusional thinking in quite normal people," wrote Joseph Weizenbaum, having watched people anthropomorphize and become deeply involved with his programs ELIZA and DOCTOR (Weizenbaum 1976, 6-7, 188-191). 

These fantasies of the machine as person, indeed as sexual partner, do not attach just to intelligent machines, where they are somewhat justifiable. The British researcher I've been quoting reported an interview with a racing car driver who spoke of his quasi-human relation with his car. Two sculptors she interviewed showed the same kind of personal involvement with their medium (Shotton 1989, 264). "People form all sorts of emotional bonds to machines, for example, to musical instruments, motorcycles, and cars," notes Weizenbaum (7). Apparently one can have a human relation with any medium to which one is passionately committed or, perhaps I should say, any medium into which one can passionately involve oneself. Relevant here would be Marion Milner's 1957 classic study of artists' emotional relations to their medium as both an extension of self and a piece of the world that one works on "out there," a special kind of transitional object. The computer just makes this process faster and more drastic, because it exhibits "intelligent" behavior like another human. 

In sum, then, we have some fantasies about the computer as a thing: phallic fantasies of power and oral fantasies of engulfing pleasure. We also have these more remarkable fantasies that the computer is something more than a thing, something between person and thing. We have a quasi-human relationship with the machine as helpmate, as true friend, as permissive parent, as sex object, and as sex partner. And all these fantasies enter into communication on the Internet. 

The machineness of the machine, it seems to me, affects Internet communication by subtracting and by adding. The machine takes away some of our ordinary human-to-human cues, but it adds other elements from the fantasies we bring to the computer. 

The most obvious way the machine affects Internet talk is to take away most of the ongoing signs we have of another person's feelings in face to face communication. We lose the feedback, the chuckle, the smile, the raised eyebrow, the rolled eyes. Even on the telephone we still have pacing and tone of voice. But on the Internet, all we have are typed words--"plain text." Irony is lost and sarcasm literal. Yet, paradoxically, conversely, without eye contact or body language, it feels as though we have a wire going directly into the other person's brain or our own. Communication feels "greased" (in John Seabrook's phrase above)--because you are relating directly to the "mind" of a computer. 

Perhaps that's why people think writing on the Internet is aural. As in the opening phrase of this essay, "Talking on the Internet." All through this essay, I've been calling Internet communication speaking and hearing, and I doubt you even noticed. But people don't talk on the Internet, they type. One man left his Caps Lock key on and typed his message all in capitals. He got back a reply, "Why are you shouting at me?" (Filipczak 1994). On the Internet, we blur sensory modes between seeing and hearing, reading and listening, writing and talking, and this is part of a general loss of boundaries. 

The Internet is, in the word that all writers fall back on, "vast"--23 million people all chattering away. We see this sense of size in imagery like the "information superhighway," that we are to drive on in our Vice-President's phallic fantasies. Or the vast "sea of information" of oral fantasy, inconceivably bigger than any one human being. Our power fantasies would have us penetrating and mastering this huge thing. But there is also the fear--and wish--to be swept up in it, to lose oneself in it, to be engulfed. This is how a computer columnist phrases his dislike for a windowed interface: 

I like the uncluttered and unplanned void before me. It is the untamed wilderness. The prompt is a beacon, my North Star, my constant reminder that the Internet is a seething, roiling cyber-ocean, changing every second. To view it through the filtering shades of a menu or friendly-izing interface is to forget its savage reality, to dim its digital vastness (Greenberg 1994). 

Another boundary we lose on the Internet is status. A famous New Yorker cartoon has one dog telling another, in front of a computer, "On the Internet, no one knows you're a dog." With precautions, nobody can tell whether you are male or female, young or old, nerd or body beautiful, the company president or the mailroom clerk. The result in intra-company communication is, on the one hand, more participation by women and experts (people who are not normally listened to in meetings) but less consensus. Less consensus because pressure to conform from higher in the hierarchy is reduced. Also people begin to flame. 

Flaming starts up because there are no rules. "People who are extremely nice individuals get on a PC and suddenly it's as if they're screaming," notes the manager of an e-mail system. "There's no formal etiquette for e-mail" (Cobb 1993). Internet society has no way of disapproving breaches of "Netiquette" except by flaming in return. You could screen out the offender by a "bozo filter," but the bozo doesn't know he's being filtered out--he just doesn't get an answer. 

That's another difference between Internetting and really speaking to someone. You type in your usually longish communication. Then you wait for what very often is a shortish reply. You don't get answered until the person you're addressing comes online again. That could take only a few seconds or several days. 

In these negatives, these removals, communicating on the Internet resembles some much older forms of communication. I'm thinking of the confessional, where you speak to an invisible priest, often at length, often getting only a brief reply at the end of your long and hopeful statement. I'm thinking also of the psychoanalytic couch, where you speak on and on to the analyst, invisible behind your head and, again, you get (usually) a very brief reply, sometimes many minutes or even days later. Both those modes encourage regression toward dependency and fantasy-- like the Internet. Both lead you to say things you would not say face to face--like the Internet. 

The machine takes away some aspects of human communication, but it adds others. Notably, the machine adds that peculiar half- humanity we relate to. We mirror to the person we are talking to the ambivalent relationship we have with the computer by which we are talking. On the one hand, the computer does useful things for us. It balances our checkbook, it organizes our Rolodex, or it checks our spelling. On the other hand, the machine frustrates us by that same mindless and tireless obedience, because it has no common sense, no intuition. It can drive us nuts, and we get mad at it. In fact, a police officer, having been presented with 'Do not understand' once too often, stepped back and put two shots into the computer (Simons 1985, 28). I suspect that most of us from time to time have wanted to do the same thing. 

We mirror those mixed feelings of helpfulness and rage to the people we talk to on the Internet. The frustration comes out as flaming, when some hapless "newbie" asks yet again a FAQ (frequently asked question). But we are just as likely to do useful things for some needy soul at the other end, like replacing lost books or supplying data for an article. Flaming and giving act out to other people the ambivalent emotions we feel toward the computer. 

I think the anonymity and this fusion of machine and other person explain why there is so much sex on the Internet. Columnist John Dvorak notes that the most successful online services, in the U.S. anyway, are those that encourage frank sexual chat. On one network, America Online, he writes, "You can do a search on just about any sexual habit or wacky orientation imaginable, and you'll find a slew of people--men and women--who list themselves as aficionados begging to be chatted with or sent mail" (Dvorak 1994). In other words, the willingness and compliance of the computer carries over--not unreasonnably--into one's sexual fantasies about the people one talks to on the Internet. 

In short, when communicating on the Internet, we set up a relationship with other people in which the people get less human and the machine gets more human. That is how the three signs of the Internet regression come into play: flaming, flirting, and giving. Our feelings toward the computer as computer become our feelings toward the people to whom we send e-mail or post messages. We flame to the person as though he or she were an insensitive thing, a machine that can't be hurt. We flirt with the machine as though it were a person and could interact with us, compliantly offering sex. We feel open and giving toward the computer because the computer is open and giving to us. 

This confusion of person and machine is what makes the Internet regression so special. The regression starts with a variety of phallic-aggressive fantasies, more men's than women's, but women's, too. Then both men and women have the sense of being lost in a vast, engulfing sea of information, millions of times bigger than the finite human sitting at a computer screen embarking on it. The result is an "oral" loss of boundary between person and machine. The person you are talking to on the Internet is thought of as a machine, and the machine is thought of as a person. Then, at an anal level, if you will, who is living blurs into what is dead. At an oral level, one merges. Time on the Internet--"subjective eternity" Seabrook calls it--is not part of one's real life, but a dependency or addiction to that great power. 

The net result is a lack of inhibition. People express love and aggression to a degree they never would face to face. Yet, throughout the regression, the Internetter functions by means of the most advanced of ego skills: language, issuing computer commands, and knowing the mysteries of Unix or Gopher or some other communications interface. The result is a regression, yes, but one that expands the mind from its highest functioning to its earliest. 

Let me give you an example of this regression, a young man named Alex who appears in Sherry Turkle's fine book, The Second Self. Alex is a computer science student at M.I.T. who spends 15 hours a day on the computer, a true member of what is called hacker culture. Listen for the symptoms and levels I've been describing: phallic strengths, oral merger, narcissistic mirroring, the blending of person and machine-- 

If you look at it from the outside, it looks like I spend most of my time alone. But that is not really true. First of all, there are the other hackers. We eat together a lot, we talk about the system. And then I spend a lot of time, I mean a lot of time, on electronic mail. Sometimes I think that electronic mail is more of an addiction for me than the computer is. I talk to people all over the country. When you type mail into the computer you feel you can say anything. A lot of it is just about the system, but sometimes it gets pretty personal. When you type into the machine you can go really fast. The touch is very sensitive. I don't even feel that I am typing. It feels much more like one of those Vulcan mind melds, you know, that Mr. Spock does on Star Trek. I am thinking it, and then there it is on the screen. I would say that I have a perfect interface with the machine . . . perfect for me. I feel totally telepathic with the computer. And it sort of generalizes so that I feel telepathic with the people I am sending mail to. I am glad I don't have to see them face to face. I wouldn't be as personal about myself. And the telepathy with the computer--well, I certainly don't think of it as a person there, but that doesn't mean that I don't feel it as a person there. Particularly since I have personalized my interface with the system to suit myself. So it's like being with another person, but not a strange person. Someone who knows just how I like things done (Turkle 1984, 211). 

That's what makes the Internet regression so distinctive. The machine becomes us, and we become the machine. 

Alex's regression starts with his feelings of reaching "all over the country," "you can say anything," "you can go really fast." Alex also feels merged with the machine, "telepathy with the computer," his "Vulcan mind meld." Once the boundary between person and machine is gone, the person he talks to on the Internet is thought of as a machine, and he thinks of the machine as a person. He feels "telepathic" with both person and machine. Once regressed that way, "Sometimes it gets pretty personal." 

I like this Internet regression. I find it a fascinating marriage of the most sophisticated human technology with our half-savage, half-animal psyches. I think it's something new and amazing and quite wonderful in the spectrum of human relations. 

Those who don't see it that way, however, can take comfort. The Internet regression is also temporary. Today's Internetting will change, maybe even by the time you read this. A huge influx of unskilled users is coming onto the Internet, people who lack the cheery openness that a hacker like Alex expresses. The technology too will change. Real Soon Now (as the computer magazines say), we will be able to replace today's "plain text" with digitized voices. Real Soon Now, we will be able to have pictures of speaker and hearer. Real Soon Now, computer technology will restore to the Internet the physical cues of face to face talk. Too bad, say I. The Internet Regression has been--still is--fun. 

Notes 

1. There is an exception to every rule. A computer-resistant friend has since told me that he named his first computer Silvia (after Shakespeare's "Who is Silvia? What is she?") and his second after the woman whose influence pervades his scholarly work. 
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Personality Types in Cyberspace

How do different personality types react to cyberspace? Compulsive people may be drawn to computers and cyberspace out of a need to control and manipulate their environment. Schizoid people may enjoy the lack of intimacy resulting from anonymity. Narcissistic people may use the access to a numerous relationships as a means to gain an admiring audience. Dissociatives may experience the anonymity and identity flexibility of cyberspace as a vehicle for expressing/avoiding the various facets of their personality. Understanding how well-known personality types behave in cyberspace will clarify the social-psychological aspects of cyberspace relationships and groups, as well as such phenomena as computer/cyberspace addictions, flaming, and cybersex. 

Many theoretical approaches could be useful for studying how various personality types behave in cyberspace, but none could be more powerful or versatile than psychoanalytic theory. Cyberspace is a psychological extension of the individual's intrapsychic world. It is a space where text-only communication stimulates the processes of projection, acting out, and transference. Therefore, a theory that specializes in understanding the intrapsychic world and those processes is essential. Psychoanalysis fits that bill perfectly. 

Nancy McWilliams' book Psychoanalytic Diagnosis (Guilford Press, 1994) is probably one of the best, if not THE best book around that summarizes and integrates the various psychoanalytic concepts about major personality types. For each of these types, McWilliams explores the characteristic affects, temperment, developmental organization, defenses, adaptive processes, object relations, and transference/countertransference phenomena. The personality styles discussed are: 

· psychopathic (antisocial) 
· narcissistic 
· schizoid 
· paranoid 
· depressive and manic (impulsive) 
· masochistic (self-defeating) 
· obsessive and compulsive 
· hysterical (histrionic) 
· dissociative 
One highly productive area of research would be to explore how these personality types behave online, how they subjectively experience cyberspace, how they shape the online experience for others, and the pathological as well as potentially salutary aspects of their online activities. Some interesting hypotheses to explore might include the following: 

Do schizoids tend to be lurkers?
Do manics impulsively launch off email without proofreading and later regret it.
Are hackers antisocial personalities? Do narcissistic people produce long blocks of unbroken paragraphs in their posts to newsgroups and in their email?
Do people with dissociative personalities tend to isolate their cyberspace life from their f2f lives, and do they tend to experiment more with creating imaginative online identities?
Are compulsives generally drawn to computers & cyberspace for the control it gives them over their relationships.

Goffman (1956,1973) has described how people negotiate and validate identities in face- to-face encounters and how people establish 'frames' within which to evaluate the meaning of encounters. These ideas have been influential in how sociologists and psychologists see person-to-person encounters. Kendon (1988) gives a useful summary of Goffman's views on social interaction. 

Electronic communication (EC) has established a new range of frames of interaction with a developing etiquette. Although apparently more limited and less rich than interactions in which the participants are physically present, it also provides new problems and new opportunities in the presentation of self. There have been exciting discussions about the possible nature of 'electronic selves' (for instance Stone, 1991). This paper is a basic exploration of how the presentation of self is actually taking place in a technically limited, but rapidly spreading, aspect of EC: personal homepages on the World Wide Web. 

Between the 50s and the early 80s, Erving Goffman worked to describe the structure of face-to-face interaction and to account for how that structure was involved in the interactive tasks of everyday life. He developed a series of concepts which are useful in describing and understanding interaction, and also showed how the physical nature of interaction settings is involved in people's interactions. 

One of things people need to do in their interactions with others is present themselves as an acceptable person: one who is entitled to certain kinds of consideration, who has certain kinds of expertise, who is morally relatively unblemished, and so on. (Goffman has a whole book (1964) in which he considers cases where there are particular problems in making these claims.) People have techniques and resources available to allow them to do this. 'Backstage' preparation can help in presenting an effective 'front', 'expressive resources' can be mobilised, and cooperation from others present in the interaction can often be relied upon to smooth over jagged places and provide opportunities for redeeming gaffes. Goffman sees embarrassment as an important indicator of where people fail to present an acceptable self, and an important motivator. A person wishes to present themself effectively to minimise the embarrassment of a failing presentation, but other participants are also motivated to help the performance by their wish to avoid the embarrassment they feel at its failure. So, most of the time, we interact in a cosy conspiracy in which it appears as if everyone knows what they are talking about, can remember the names of those who they're talking to, and has an appearance and presence which is pleasant and unexceptionable. In this sense, our 'selves' are presented for the purpose of interacting with others, and are developed and maintained with the cooperation of others through the interaction. 

In face-to-face encounters, much information about the self is communicated in ways incidental to the 'main business' of the encounter, and some is communicated involuntarily: Goffman distinguishes between information 'given', that is, intended and managed in some way, and that 'given off' which 'leaks through' without any intention. He also points out a difference between the 'main' or 'attended track' of the interaction and other 'unattended tracks' which are at that moment less salient. If a colleague calls round, I may discuss a work problem and prepare a cup of coffee simultaneously, both of these going on cooperatively and interactively with the other person, but it is generally clear that the 'point' of the interaction is the discussion, not the coffee making. 

Much of Goffman's interest is in his analysis of the depth and richness of everyday interaction. This depth and richness is perhaps not apparent in electronic interaction, but the problem of establishing and maintaining an acceptable self remains, and there is a range of expressive resources available for this end. As the technology develops, more expressive resources become available. Also, as the culture of electronic communication develops, people will construct expressive resources out of whatever facilities are available. Electronic communication will become more and more human communication to the extent that there is more to it than just efficiently passing information to each other. 

Before looking at how the resources electronically available are deployed to produce impressions of self, it is necessary to establish how electronic communication differs from face-to-face interaction and to work out what expressive resources are available. The kinds of electronic communication I'm discussing here are email and the World Wide Web, though I will concentrate on the Web. 

EC is a system which is instantaneous but asynchronous, can be one-to-one but may be one-to-many, one-to-anyone or one-to-no-one. Place and distance are largely invisible. It can be entirely private with unlisted email addresses and call screening or entirely promiscuous with homepages. 

It could be argued that EC is not interaction in Goffman's sense at all. Goffman (1981) gives a series of system requirements for interactions. Some, like signals that informs senders that reception is taking place, or signals that announce that a channel is sought for or that a channel is open, are not present on the Web. None the less, Web pages are intended to be read by others, often invite comment, can be interactive in various ways, and almost always have an email address for contact. I would argue that they are part of an interactive system, although a pretty restricted one. 

This promiscuity of the Web goes deep. To talk to you face-to-face, I have to travel to your town, walk up your street, knock on your door, and maybe get invited into your kitchen. Alternatively I might visit you at work. Even on the phone, I have to know the appropriate area code and may have to go through various gatekeepers to talk to you. When we finally interact, we both know to some extent where we both are and probably where the other is coming from. We also know what kind of interaction this is, whether it's a customer order, a chance encounter in the street, or a bedroom conversation. This enables us to 'frame' the interaction appropriately (Goffman, 1974) so that we both know how to interpret what goes on in the context of what is really going on. When you call up my homepage, by comparison, you may get there through an orderly route via my institution, department, speciality, and so on, but you might have found me because I'm 'nerdy homepage of the month' on the homepage of someone in Mexico. If I knew that that was the way people were going to get to me, I might have arranged my public face differently. 

Worse still, your communications may be repeated by people you don't know to audiences you never intended. 

In electronic mail, the channel of communication is so limited that aspects of the embodied self can only be apparent if described by the sender. This has had a considerable liberating effect for those who are socially or functionally disadvantaged. It has also allowed others to establish fraudulent and exploitative identities (Stone, 1991). Web pages provide more opportunity for 'embodiment' though less for interaction. People can present photos of themselves (and their children), favourite graphics, snatches of speech, and access to a labyrinth of their interests and contacts. The homepage provides a locus for electronic self. There's even more possibility for misrepresentation than in Email, because Web pages are carefully set up before presentation to the world, and are only slightly interactive. 

So what is the communication involved in putting up a homepage? It is putting yourself up for interaction in some way, even if only a limited way. That limitation can be liberating. Goffman points out that one of the difficulties of interaction lies in establishing contact, because an offer to interact always leaves one open to rebuff. Conversely starting an interaction always involves a risk about what the interaction might lead to, and possible difficulty in ending it. On the Web you can put yourself up for interaction without being aware of a rebuff, and others can try you out without risking being involved further than they would wish. There is another liberation that can be negative, too. One of the regulating and controlling forces in face-to-face interaction is embarrassment. That is less likely to work on the Web. Others may find your Web page ridiculous, but you probably won't be aware of it. Those others who might be prompted to find ways to mend your presentation to reduce their own embarrassment in a face-to-face encounter are unlikely to feel pressure to smooth over the interaction between themselves and a Web page. So, in two senses, it is easy to make a fool of yourself on the Web: there is little to stop you doing it, but doing it will cause you little pain. 

The expressive resources available in HTML, the Hypertext Markup Language, are limited and not altogether under the author's control: size and shape of screen and display typeface depend more on the receiver than on the sender. Some layout features like rules can be used. Lots of images can be included, but the receiver can always choose not to receive them, and may not have a system which is able to receive them. The same applies to sound and video. 

It seems that the only reliable thing that can be used is the informational content of the text. This is what novelists have used for years to establish character, after all. For most people, though, it is difficult to establish yourself as a whole person through a self- description: it feels like an extended lonely-hearts advert. There are other resources that can be mobilised: show me what your links are, and I'll tell you what kind of person you are. This will be taken up in more detail later. Now that some people are becoming familiar with the Web, and know the 'usual' structure and content of homepages, it is possible to use this 'frame' more or less ironically to convey more subtle information. 

The 'more or less' of the last sentence is an introduction to further consideration of the given/given off distinction suggested by Goffman. In many ways, this distinction would seem not to apply in electronic communication. Information about the self is explicitly stated and can be managed by the person making the communication. On the internet, you can't smell my breath, catch the tremor in my voice, or realise that I'm watching the rest of the party over your shoulder. The implicit information that does leak through is paralinguistic, rather than non-verbal - a matter of style, structure and vocabulary - or paracommunicational - a matter of how I deal with a Web page compared with customary ways of doing it. Try calling up a succession of homepages and see if they give you hints about the nature of the people who composed them, even without reading any of the information given. Beware of taking these impressions too seriously. Someone may chose to include a picture of their fianc‚e on their page: that picture may be incorporated innocently and seriously, ironically, or in irony-transcending seriousness. 

My sampling of homepages for analysis has been very non-systematic. I checked obvious homepages which cropped up in the lists produced by WebCrawler searches for assorted other topics, pages with incomprehensible titles (which often are personal homepages) that were marked in these searches, pages suggested to me by colleagues as being worth looking at, and homepages referred to on other pages. This last is the easiest source: people on the Web seem to like introducing you to other people on the Web . Some institutions, Princeton (1995) for example, have pages which are purely lists of the personal homepages of people at the institution. This non-systematic sampling has shown the enormous number and range of personal homepages that there are out there; people feel a desire to establish their selves on the Web. It has also made me aware of the inadequacy of my approach so far. The impressionistic account given here should be backed up with more systematic fieldwork if this field is worth developing. 

My impressionistic survey suggested that pages could be grouped into several categories. After each category I've suggested a non-electronic equivalent. I'm not sure that these references to 'penpal letters', 'company reports' and so an are helpful or productive: personal homepages are new kinds of personal presentation in a new medium. But this is a paper which starts from old analyses of well-established communications, and borrows from them to look at the new, so the traditional analogies are in keeping with the theme. More detailed work could tease out where these analogies fail to apply, and so help to clarify what is new in this communication. The analogies may be valid in another sense: the people producing homepages are drawing on their knowledge and experience of verbal and paper presentations of self to help them to construct their electronic presentations, and so they will produce presentations at least partly derived from those models. The interesting point is when kinds of presentation emerge which can't be seen as analogous to verbal or paper presentations of self. I'm not aware of this happening yet, but then I'm blinkered by my lifelong experience of non-electronic presentation of self... 

Here are my suggested categories: 

1) Hi, this is me (as an individual). The purpose of the page seems to be purely self- presentation. Content may include: this is what I look like, this is where I'm from, this is what I study (these pages are often by male college students), these are my favourite bands/pastimes/books, here are links to my friends' homepages, and here are some more neat/cool links. A variant of this is where the page author has a major interest, and the homepage is also a gateway to information about that interest. Sometimes the initial page recognises the possible different motives of those who arrive at it: 

Hi, this is me: 
more personal information is here; 
more about Lunar Landscape Studies is here.
(The non-electronic analogy might be a penpal letter.) 

2) This is me (as a member of an organisation). The most common examples are faculty homepages. A brief CV, teaching and contact details, timetable arrangements are the requirements, but some people choose to add more. A 'frame analysis' (Goffman, 1974) is useful here in working out how the self is presented. The clues to the person may not be in what is said/done, but in how that relates to the structure defined by others who are doing the same thing. Personality emerges from how people bend or gently break the rules established (formally or informally) by their institution.
(An entry in a student handbook)
3) Hi, this is us. These are family homepages, sometimes titled as such.The content is more likely to be about membership, group structure, and history than about the personal self of the individual posting the page. Details of individuals emerge further down the tree of links, and they are often third party descriptions rather than first party. There is more emphasis on the personal achievements of the people presented than in individual homepages, and in structure and content, they are more like sets of pages produced by institutions rather than persons. Perhaps what is being presented is the corporate identity of the family.
(A company report; the Annual Family Circular sent to acquaintances with a Christmas card.) 

4) This what I think is cool. These pages are the extreme of those described as a subset of (1). Here there may be very little about the person as an explicitly presented self, just examples and links to what they enjoy or are interested in. A self emerges all the same.
(The analogy here is perhaps with inference of self, rather than presentation. In this paper, I have not set out to present my self, and I've told you very little about me, but you now know about ideas that have influenced me, topics I think interesting, and the way I write about them - and you will have formed some impression of the person who has written this.) 

5) An advertisement for myself. There are some subcategories here: 

5a) Cool style. There is content to show that the person is particularly skilful, interesting, or striking. More mundane information may be left out, so the whole intent of the page is 'self-promotion' and there is no pretence of the spurious objectivity of 'self-presentation'. These pages can be tongue in check, and there may be links to ego-undermining mundane information for those who really want to know.
(The analogy that occurred to me was with the collections of own work, found objects and reference material that some design lecturers pin up on their office walls. These are ostensibly a private version of 'what I think is cool' above, but they may tip over into a public presentation of 'see what a cool person I am'. When I was a student, some of the decorations in my college room were meant to serve the same purpose, if I'm honest. Video dating might be an analogy in a different medium.) 

5b) The electronic curriculum vitae. A very straightforward and honest attempt to gain employment and a way of making your abilities and occupational interests available round the world. I've come across these randomly, but an effective presentation might be one which was likely to be picked up by search engines - if there are people who set search engines looking for pages from post-doc microbiologists ready to work for less than $25,000.
(These are like paper CVs, though I don't know of a way in which paper CVs can be posted for promiscuous consumption.) 

5c) An advertisement for the service I can provide. This falls in a range between the CV and the impersonal corporate advert. Those that are most a form of 'self-presentation' are from people whose services depend on particular personal skill or charisma: designers and drag artists are two examples I've found. These overlap with 'Cool Style' above, but I think the intention is different, and there may be a definite split between the 'commercial' and 'private' selves, which will not be played up in the presentation.
(The best analogy is with the disk-based 'electronic CV', but at the moment the Web's limited bandwidth and presentation style forces a restricted version of what can be done on disk or CD. Non-electronically, they're like flyers, demo tapes, or the people who stop you in the street in Edinburgh at Festival time to charm you into coming to their Fringe performance.) 

There are design groups advertising on the net who will construct sets of pages to help you promote your business, and they are evolving styles and conventions which will be taken up in self-promotions and self-presentations. One of the complex 'family homepages' I found was through a link from one of these designers. Will the same gulf develop between those of us who have Web Designers to present our selves on the Web and those who don't, as already exists between those who employ Interior Designers in their homes and those who don't? 

Some notes on gender differences: many more men than women have personal homepages on the Web, and although it's common for men to attach pictures of themselves to their pages, it seems much less common for women to do so. Apart from faculty homepages, where it may be corporate policy to attach a photo, the only woman's picture I found at the top of a homepage was a faint, blurred - decorative rather than informational - photo on a page for a poet and performance artist. I have the impression, though I haven't checked this, that women are less likely to have their given name, which may identify their gender, in the title of their page than men are. This wouldn't be surprising, for the same reasons which make women less likely to put their given name below the bell-push on their front door - avoidance of casual harassment. 

Where does this lead to in a discussion of 'electronic self'? One of the things that has been a background worry in this discussion is the idea that EC is not interpersonal interaction of the kind that Goffman was describing. An interpretation of Goffman's work, and that of the Symbolic Interactionist school in sociology (REFXXXXXXX) is that self is developed and maintained, as well as presented, in interaction. Perhaps the electronic self of the homepage can not be developed and maintained in EC, but has to derive from face-to-face interaction, or at least email interaction. Or are there kinds and categories of electronic selves which can be presented and maintained in cyberspace, apart from our corporeal selves? That is one of the fantasies of cyberspace, but the selves presented in Web pages have not seemed to me to be qualitatively different from selves presented in other ways, and their styles of presentation can easily be likened to non-electronic presentations of self. This might mean that this aspect of EC, at least, is not rich enough to support the interactive development and definition of distinctive 'electronic selves', or it might mean that we should wait to see what happens when people have actually grown up with the Web. My feeling, as an old-fashioned psychologist, is that sociality and interaction are necessary for us to know who we are and what we can say about ourselves to others, and much more depth and richness in EC is needed before 'electronic selves' can emerge. Contrariwise, much of the depth and richness that we can think of adding would be to make EC more like face-to-face interaction, which might suggest that electronic selves could be developed in a different social context (continuing the extension of the social world from the hamlet to the city to the global village) but that many of the basic issues, moves and processes that go on would be the same as they always were. 

Even if our selves will not be very different from what they always were, EC provides an interesting new medium for us to use to display ourselves and make claims about ourselves. At the beginning of this paper I pointed out Goffman's distinction between what was 'given' and what was 'given off' in an encounter. Even though Web pages are apparently limited in the depth of information they provide compared with face-to-face interaction, there is still room for information about the self to be given off in the way people use the medium, in what they say as well as what they don't say. A full appreciation of this has to wait until we have an implicit understanding of the 'frames' that can be applied to communication on the Web, so we know how to interpret what people say about themselves in the context of 'what is going on' when they say these things. In earlier times, relationships could be established and maintained, and people could become people to other people, by exchanging letters. Part of the skill in letter reading is in reading between the lines. I was tempted to say that we just have to learn to read between the pixels of Web pages, but I think we have to read beyond the pixels to see how they express the social processes and intentions that lie behind them. 
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Abstract: The personal home page on the World Wide Web provides an opportunity for people to describe their selves and personalities to the world. Many of these descriptions are based on models which are well established in print representations, such as the CV, the Yearbook entry, or the pen-pal letter. One appropriate model that home page authors use to present themselves is the home. This paper examines examples in which the metaphor of the home and its furnishings has been used to present the self on the World Wide Web, and compares metaphorical Web ‘homes’ with the more literal presentation of the home on Webcam sites

Our homes are where we live: where we start out from each day. This has been used as a basic metaphor on the World Wide Web, where the starting point of a Web site, which may consist of very many pages, is the home page'. If we are lost and confused in navigating round a site, we can always safely return home' and start out again. The web is full of spatial metaphors - I've already used starting point', site', lost', navigating' and return' as well as home' - mainly because it is so non-spatial. In this paper, though, I want to examine the social, rather than the spatial, metaphor of the home page, by looking at personal home pages.

The personal home page has developed as a new form of self-presentation over the last few years. It is now easy and cheap to put up Web pages, so personal Web pages are no longer the preserve of male students in leading universities, and there are some interesting gender differences in personal pages (Miller & Mather, 1998; Miller & Arnold, in press; Arnold & Miller, in preparation). 

New media are often used to repeat the clichés of previous forms, for the good reason that such an approach is reassuring and understandable. So, many forms of self-presentation on the web mimic established paper forms - the CV, the high school yearbook, the yearly circular letter to friends and relatives. Since these are derived from a linear medium, they don't fully exploit the non-linear, hypertextual nature of the Web, nor do they fully convey the many-sided nature of the selves that they are presenting. I was interested to see how people had used the idea of home' and the metaphor of a building to present themselves and to structure the visitor's' experience of their site'.

The home metaphor has three aspects: hospitality, self-presentation, and structuring information and interaction. These aren't independent of each other, and may intersect, but I'll consider each in turn.

Hospitality
This function is fairly straightforward. Welcome to our home' seems more personal and open than Welcome to our page'. The words are often supported by an image of a home - a homely' one, usually, rather than an accurate representation of the building in which the site owner lives: a house is not a home, after all. The pages may be furnished and decorated with homely images and decorations, with wallpaper' and familiar objects to make the visitor feel at home'. There may be a front door', with a welcome and invitation to enter, to give the impression of going further in, and of being allowed access.

Part of the essence of welcoming (real) visitors to your (real) home is the granting of selective access. In your real home, you may choose not to let some people through the front door, allow casual friends into the kitchen, or be outraged that a visitor has snooped in the bedroom on the way to the bathroom. On the Web, this selectivity isn't possible and access is quite promiscuous, but the fiction of permission, of a particular gift of access, is still valuable.

Self-presentation
The home is an arena for self-presentation. So is the Website (Bauerbach, 1997; Chandler, 1997; Danet, 1996; Miller, 1995). If you choose to make your Website into a 'home', you can construct it and furnish as you please. So the rooms can reflect the structure of your family, or important concerns in your life, and their style and furnishing (images, layout and fonts) can show what you are like or what kind of person you are. You can chose the neighbourhood in which you place yourself (either through Web rings or Geocities suburbs). These choices are much freer than in real life - and so could be seen as a truer' reflection of the self than the real setting. Of course, the home metaphor is only one of many that could be chosen, so making your site a home' rather than choosing some other metaphor (a notebook, a café, a cave) is a piece of self-presentation in itself, affirming what is important to you and what is an appropriate setting in which to place one's interests and ideas.

Structuring information and interaction
Our families, our selves, and our lives all have different aspects. One of the problems of Website design is organising different aspects of the site, different areas of information, so that they can easily be taken in and navigated. Clichés are useful in organisation and navigation - so the home can be a useful cliché-framework for laying out information.

The (imaginary) building or room is a basic device for structuring interaction in MUDs, MOOs and chatrooms. You can find a certain kind of place' to talk to particular kinds of people, or go off into a private room' to communicate with just one person. There is an equivalent on the Web with the neighbourhoods' and suburbs' of Geocities, where you can browse through the Websites of people who have affirmed their interests or background by moving in', and who might be people you would like to know about or make contact with. Within a family site, you can be offered different email links with different family members in their rooms'.

Home on the Web
To find out how these possibilities are actually being used on the Web, I did some not very systematic searching. I looked at a lot of pages that were found by an Alta Vista search looking for the phrases welcome to our home', or welcome to my home' - but not welcome to our home page'. I also worked thorough most of the Geocities neighbourhoods, sampling about ten sites in each main neighbourhood. Geocities seemed a useful place to look, since the whole enterprise uses a residential metaphor, and it's also a very large collection of (mostly) personal pages. Although there are a lot of welcome to our/my home' pages, domestic motifs didn't appear very much in my search of Geocities, so most of my examples came from the search engine.

Where the 'home' metaphor was used in sites, it tended to support the first two of my aspects: hospitality and self-presentation. Quite a lot of sites had a greeting of' welcome to my home' (or lair, or loft, or pad) but nothing else home-like. This was sometimes reinforced by having a door or gate to click through before getting to the detailed pages. Not surprisingly, the most thoroughly homely sites belonged to families. The drawings were usually simple and folky, sometimes childlike. Images which looked like representations of the actual house of the authors, or even strongly naturalistic images were rare. Often where there were photos they seemed aspirational rather than representational. One exception was a site which showed various views of a Louisiana family's very desirable weekend home on the bayou - though this was still simple and folky in its way. There are lots of everyday photos of people's homes on the Web, but they crop up more often on sites which don't use the home' metaphor, and as part of a more general collection of pictures ( 'here's the dog/car/house/whatever').

Images of houses, gardens, and picket fences marked the 'outside' (earlier) pages, with links to different rooms for different family members (which could sometimes be reached by clicking on the windows of the image of the house presented). Inside, wallpaper-like backgrounds, flower arrangements, coffee cups, and pictures in frames on the' walls' defined the 'homely' space. The ones I found were usually ornate and 'traditional' and were sometimes described as 'Victorian'. Sites like this were in Geocities were usually neighbourhoods like 'Heartlands', and many of them were overtly Christian.

It's tempting to examine the styles and iconography of these images in careful details - probably after more thorough sampling than I've done. It might be a mistake, though, to read too much into the imagery of pages as individual constructions, because in most cases it was clear that the images were not locally produced. They mostly looked as though they came from clipart collections, or from 'web sets' produced and given away free by a large number of apparently amateur artists. The pages I looked at often acknowledged the source of their graphics and gave a link to the artist's site, where other sets could be downloaded. This is the standard payment, in recognition, appreciation and providing more contacts, for the use of the graphics. There are collections of Web graphics everywhere, but the ones favoured on the pages I looked at came in well-organised sets: borders, a background texture, and a standard collection of buttons: welcome, back, home, email, next, sign, view, links, with coordinating rules, in various themes: floral, Victorian, fantasy, kids, pre-Raphaelite... A wider study of these amateur and semi-professional Web graphics and their patterns of use would be very interesting, but would lead away from the 'home' theme of this paper (and this conference).

The pages I've discussed so far present themselves as 'homes' to the visitor, with all the ramifications that were discussed at the beginning of the paper, but they do that symbolically and metaphorically. There is another class of Web pages that invite us into people's homes more literally - the Webcam pages. Here people have set up cameras in their homes (or at work, but the home ones seem much more interesting) which transmit images to their home computers and then onto their Web pages, usually updated every few seconds or minutes. so by visiting their pages, you can (really) look inside their (real) homes (in real time). The style here is quite different from the metaphorically homely pages. The greeting is usually lower key and quite casual, the homes are very everyday, and the selves and behaviour shown (slumped on a sofa, wrapped in old quilt, yawning and watching breakfast TV) seem deliberately 'non-presentational'. The pages seem more often to be put up by single people, or at least not to be 'family' pages. Of course, the motivation behind mounting a Webcam pages is probably different from the standard personal home page - technical; just to prove you can do it; exhibitionism; making a point about modern communications or about laid-back lifestyles - all of which may be quite compatible with the images of rumpled beds and pokey kitchens which often appear on Webcams (though there may be a point to be made about how often cats feature in the pictures).

This paper has given a brief, superficial, and fairly speculative survey of one aspect of personal Web pages: the home, and the very different ways it is presented, either symbolically in 'homely' pages, or more directly in Webcam pages. It seems that there are interesting areas to be studied, more carefully and systematically than I've done here. The world of Web graphics would also make an interesting study (I assume, though I don't know, that people are working on the imagery and use of clipart already). The electronic revolution has given people who aren't artists, designers or authors a whole set of new ways to present themselves, their lives and their interests visually and verbally - which gives people whose interests are in vernacular design or social communication a whole new set of things to study.

Note
Geocities and its neighbourhoods can be found at http://www.geocities.com/neighbourhoods

An index to some free Web graphics sites is at http://www.geocities.com/SiliconValley/Bridge/9200/list.html
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Introduction

Identity is socially mediated (Gilligan, 1982), and much of that mediation is through language (Harre, 1989). It follows that as new social processes and new ways of using language emerge, it may be possible to develop new aspects of identity. It has been suggested, for instance by Gergen (1991, 1992), that the developing communication technologies of the last twenty years have had profound implication for our sense of self.

The World Wide Web is one such new technology, which allows what has been, up till now, an unusual form of communication. Rather than one-to-one or one-to-many, the Web is semi-interactive one-to-the-World communication. It has long been possible for a few individuals to publish advertisements or manifestoes or autobiographies which might be read by large numbers of people, but now anyone with a few megabytes of server space can publish material which might be read by anyone in the world with a browser. This publication is usually mainly one-way, but if the author chooses to put an email address on the page (generally considered good Web practice) most readers can contact the author directly if they wish.

There has been considerable research on the social aspects of electronic communication, including the implications for identity, but most of that research has focussed on interactive communication in newsgroups, chat rooms, MUDs and MOOs, where the communication is text based and intended to be interactive (Danet,1996; Turkle 1995). Less attention has been paid to the WWW as a social phenomenon, though Erickson (1996) has identified the development of a 'social hypertext', and Chandler (1997) and one of us (Miller, 1995) have considered the implications of, to use Chandler's phrase, 'writing oneself in hyperspace'. Donath (1998) points out that the Web page can provide a more solid backup for the problematic claims of identity, gender or expertise that are made in interactive electronic communication: 'In a forum where a link to one's Web page is the norm, the opportunity to explore multiple personas may be greatly curtailed', and Kelly (1995) asks ' Why are we emphatic about who we are on the web but then go on to MUDs and IRC to be someone else?'

On a Web site, it is customary to have a home page which provides an introduction, and begins to establish the identity of the site. When that site is a personal one, it seems that an aspect of identity, someone's Web self, will be established and communicated through the home page. In an earlier, impressionistic, survey (Miller 1995) one of us came to the conclusion that most personal home pages drew on established print ways of presenting the self (such as the high school year book entry, CV, pen pal letter, or lonely hearts ads, and advertisements for the self, either egocentric or commercial), and there was not much sign of new variants of identity emerging through the WWW. Chandler (1997) adds several more categories - autobiographies, scrapbooks, fanzines, family slide-shows and others - but still mainly drawing on models of presentation in print. Of course, we print-reared commentators would say that: we may not have developed the language or the conceptual framework to deal with alternative forms of self-presentation which are out there on the Web.

On further consideration, perhaps combined with the maturing of the medium, we can see examples of a new way of presenting the self - the hypertext self. The Web has the ability to present lots of pieces of information linked together in complex ways with no necessary order or hierarchy. By using this, people can present many aspects of themselves simultaneously (or at least non-hierarchically), or their extended selves, or themselves as nodes within an extended community (though Rubio (1996) points out that this may 'only be a simulation of a community, not even as communal as a mailing list'). So pages may provide views of 'X the chemist, X the family man, or X the singer', family pages can present a family identity comprising members past and present, or people can present a self built round some structure , sometimes allowing others to add to and modify the self-structure. The site that used to be 'Bianca Troll' became 'Bianca's Smut Shack', and is now 'Bianca.com, the alternative online community' (http://www.bianca.com/).

It's interesting that these last kinds of pages often use buildings as metaphors for the structure being presented. The use of spatial metaphors for data is very common - it is cyberspace after all - ever since William Gibson's Neuromancer (1984). Perhaps pure non-spatial hypertext is too difficult to navigate - or perhaps the authors themselves need a structure within which to conceptualise their extended selves. A house or home does seem to be the ideal metaphor for the structure of the data of the self. One of Chandler's (1997) home page categories is 'entire living spaces and homes, with their furnishings, posters, bookshelves, music collections, photos and so on'. Bauerbach (1997) suggests that the real-house home is a useful analogy to help people evolve an acceptable etiquette in the undefined social setting of the Web.

There is another reason for studying social processes in electronic communication: as well as looking for new manifestations, we can check out old theories. We can assess the robustness of psychological explanations developed in other areas by seeing if they apply to this new situation.

Gender Differences in Home Pages

We have chosen to look at gender differences in personal home pages on the WWW. Are there differences between the kinds of identity presented by men and women, or in the ways that identity is presented? Gender has been a significant topic in writings about electronic communication (Herring, 1994; Stone, 1991; Turkle, 1995; Donath, 1998), but this has mainly been about the negotiation of gender or gendered styles of communication in interactive communication.

We are aware that there are some basic problems with our approach. Looking for differences between the genders has long been criticised as being sexist in itself. Why establish differences, unless it's for the sake of validating discrimination (Wilkinson, 1997)? On the other hand, in a psychology where masculine is 'normal', it seems important to give equal attention to other ways of being (Burman, 1996) - especially in male-dominated areas like electronic communication.

It also seems inappropriate to have two men looking at an aspect of women's self-construction. What would we know about what's going on and why - especially as we haven't bothered to ask the people concerned what they think they're doing? I don't think we can counter this objection. If we extend this research, it would be essential for us to work with women collaborators, and essential to start talking to home page authors about their understandings and intentions. Working as detached outsiders, we may be missing the point.

All the same, we gave in to the temptation to make a start at looking at gender differences on the Web. Women are establishing a presence on the Web, there is (as far as we know, and Chandler (1997) supports this) little gender play or ambiguity in Web pages compared with other forms of electronic communication, and the pages themselves are relatively stable and provide plenty of opportunity for analysis.

The analysis we used was partly theory-driven, but mainly resulted from simple-minded pragmatism, which we think is appropriate for an initial approach. We counted those things which were easy to count, and which we thought might be affected by gender difference.

We looked at 35 women's and 35 men's personal home pages. There is a problem in establishing a sampling strategy for research like this. No-one really knows just what's out there on the WWW, how many of the pages are personal, who the people posting them are, and so on, though we have some indications (Buten, 1996; Hoffman, Kalsbeek and Novak, 1996). Even if we did know, there doesn't seem to be an established systematic way of sampling sites. We took an easily available source of home pages, Yahoo's White Pages (http://www.yahoo.com/society_and_culture/people/Personal_home_pages/white_pages/), and sampled fairly systematically from that. From each initial letter group, we picked roughly proportional numbers of sites which seemed gender-identifiable, and recorded the first ones we found which were personal, rather than commercial (about 10% were discarded as non-personal), and where the gender of the author was clearly identified. We carried on until we had equal numbers of men's and women's pages. This required a longer search for women's sites; the overall ratio of pages in the list was about 15% female, 75% male and 10% other (companies, universities or unidentifiable by name alone).

The page that first loaded on each site, whatever the structure of the overall site, was recorded as the home page, unless it was an almost content-free 'welcome' page, and was printed out in black and white for later analysis. Any distinctive features of background or colours, which wouldn't appear on the printout, were noted.

Analysis

The length of each page was measured, in half pages of A4 printout (roughly equivalent to screens). Most pages were one, two or three screens (means of 3.1 for women, 2.5 for men). The differences in means mainly results from a subgroup of longer womens' pages (six screens or more).

Style: two main types of page were found: 'low-content' pages mainly made up of links to other pages/other sites, and 'high-content' pages, with more information, and often a narrative of self, up front. Pages were classified as low-content, high-content or unclassifiable. There was no gender difference at all here, with 22 low-content, 11 high-content, and 2 unclassifiable pages in each group.

A traditionally-identified gender difference has been between 'expressive' and 'instrumental' orientation (Bem, 1981). We examined this by looking at what was mentioned and linked to on the page. A more expressive style would focus on feelings, people, and relationships, while the instrumental style might show itself in reference to abilities and achievements, material goods, and organisations and products rather than people. Mary Gergen has pointed out similar biases in popular autobiographies (Gergen, 1994), and Csikszentmihalyi (1991) and Belk (1987) both found male-female differences along these lines in people's reactions to material objects and accounts of how those objects related to their idea of self.

Various measures might relate to this dimension. We counted links to other people, compared with links to non-personal sites. Women did put up more links to other people (mean of 1.8 compared with 1.2 for men), but they also had more links to non-personal sites (12.0 vs 9.4). Women also show more awareness of, and engagement with, the visitor to the site. Women's pages had a mean of 4.5 references to the reader (using words like 'you', 'yours', or expressions of awareness of the reader), whereas men's pages had 2.6. Guestbooks were more common on women's pages (10 to 6) as were counters (21 to 13).

Many home pages show pictures of the author. This is so common that it has become a norm, that can be satirised, opposed, or apologised for ('sorry no picture - I'll get one up just as soon as I can get my scanner working'). We thought there might be gender differences here. Aspects of objectification and male gaze (Berger, 1972), the way the dominant culture problematises self-portraits for women (Edholm, 1992), and abuse by men (as in the 'Babes on the Web' page, on which women who do put their photo on their Web pages are rated by a distant observer for their attractiveness), all make the posting of a photo more problematic for women than for men.

We identified four categories for self-image on the page: 

· straight: an image which purports to be a straightforward likeness 

· joke: a distorted or caricatured or unrepresentative image: cartoon, baby photo, author just after falling off bike into mudhole, author caricatured as frog, etc 

· symbolic: an image which represents a human being, but not the actual person who posted the page. This is often a piece of clip art, like a cherub or a generic silhouette. 

· none: no images of humans 

We counted blurred or pixellated photos which might be of the author, but were so unclear that they didn't really represent an individual, in the 'symbolic' category.

We were a bit surprised to find that there were several (15 out of 35 for both groups) pages with no images at all. Men's pages had more 'real' images (10 compared with 6), as we expected. The big difference was in the other two categories. Joke images only featured on men's pages (on 4), and symbolic images only on women's (on 10 pages; the most common form of image on women's pages).

Conclusions

So, in the small sample we looked at, there are some interesting gender differences in personal home pages. Women's pages are sometimes longer, contain more links, and show more awareness and responsiveness to the reader, in various ways. When women and men represent themselves visually in their pages, only men used joke images, only women used symbolic representations.

This is interesting, but there is a lot more to do. We would like to do more qualitative analysis; the kind of language used (Herring 1996 has found clear gender differences in language used in interactive electronic communication), the way in which people use their names (given name, nickname, name as title for the page or not), the topics discussed, and usage of 'I' and 'me'. All these results need to be related back to theory.

Most importantly, though, we would like to involve the subjects in the research. If people are 'constructing themselves in cyberspace' (Chandler, 1997), we may learn more by talking to people about what selves they think they are constructing and why, than by analysing the constructions on the screen.
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Adolescents in Cyberspace

The Good, the Bad, and the Ugly


The newest street corners, arcades, and malls that serve as teen hangouts can be found right within the walls of the homestead. They are electronic mockups of the real thing - accessed easily by the family's modem-equipped computer. For many adolescents these cyberspace hangouts are no less treasured or real than the "real" thing. 

What draws adolescents to the world of the internet? What are the benefits and dangers of their exploring this new realm that may very well become a cornerstone of the new millennium into which they will grow as adults? 


What Makes Adolescents Tick 

To answer these questions, let's first consider some of the underlying, interlocking needs and motives of the adolescent. None of this is new or earth-shattering information. Psychologists and parents have known this stuff for quite a long time. However, these basic and familiar principles can be very comforting tools for understanding why adolescents do what they do in this seemingly exotic and strange land called cyberspace: 

Identity experimentation and exploration - Adolescents are grappling with who they are. Actually, we all are - it's a lifelong process - but for adolescents on the verge of leaving home and establishing their own life, it's a particularly intense issue. What kind of person am I? What do I want to do with my life? What kind of relationships do I want? These are heavy-duty questions... and some of the answers can be found in cyberspace.

Intimacy and belonging - During adolescence, humans experiment intensely with new intimate relationships, especially opposite sex relationships. They look for comrades and new groups where they can feel a sense of belonging. All these relationships become a big part of exploring one's own identity. On the internet, there is an almost limitless array of people and groups to interact with - all kinds of people and groups with all kinds of personalities, backgrounds, values, and interests.

Separation from parents and family - The adolescents' search for their own identity, relationships, and groups goes hand-in-hand with their drive to separate from their parents. They want to be independent, to do their own thing. It's an exciting process, and the internet is an exciting place to fulfill those needs of a pioneering, adventurous spirit - especially when your parents know almost nothing about the internet! On the other hand, adolescents also are a bit scared about the whole separation/individuation thing. After all, relying on Mom, Dad and the old homestead does have some advantages. The fascinating thing about the internet - and perhaps one of the reasons why it is so enticing to some adolescents - is that it neatly takes care of this ambivalence. Want to meet new people, do exciting things, explore the world? Want to stay home too? You can do both, simultaneously, on the internet. 

Venting frustrations - An old theory about adolescence proclaimed that it is a period of "storm and stress." That theory may be a bit melodramatic, but the teen years certainly can be a difficult and frustrating period of life. The pressures of school, family, friends. What do you do with all those frustrations - especially those sexual and aggressive ones that hormonal surges like to heighten? You need to vent it somewhere.... Welcome to the anonymous, easy to duck-in-and-out world of cyberspace! 



Where Adolescents Hang Out 

In case there are readers who aren't familiar with the internet, let me briefly explain some of the places where adolescents might hang out. I'll break the rather complex world of cyberspace into four basic categories:
Web pages - By this I mean documents or collections of documents that adolescents can read. It might be a short one-page description of a rock star, other teens' home pages in which they describe themselves, an article about the French revolution, or an entire online book. Web pages may also include pictures, video clips, sounds, and music. Web pages are, essentially, a vast multimedia online library covering almost any topic you can imagine.

Email dyads and groups - Email is one of the most easy to use, flexible, and powerful means to communicate. It's more than just an electronic letter launched through the internet. Rapid email exchanges are more like a conversation. Subtle and complex relationships can form through frequent email interactions. The email itself becomes a psychological "space" in which the adolescents live together. Email within a couple can create a very intimate, emotional relationship. Groups of people also can communicate with each other through email lists, also known as "listservs." For some people, the attractive feature of email communication is that you can't see or hear the other person. This may make the relationship feel somewhat ambiguous and anonymous.

Chat rooms and MUDs - These also are a favorite for many teens. In a chat room, the adolescents communicate with each other in "real time." In other words, everyone in the group is sitting at their computer at the same time, typing messages to each other that scroll down the screen. Everyone can see the messages as people "talk" to the group, although it's also possible to send a private message to another person that the group can't see. In the multimedia chat environments (see the Palace study), the text conversations occur in a visual room and the participants use tiny visual icons called "avatars" to represent themselves. Some adolescents like to present themselves in an imaginative way, by changing their name, age, identity, or even their gender. Some chat environments (e.g., MUDs) become a very intricate fantasy world where adolescents create all sorts of imaginative roles and scenarios. It's like a living novel complete with characters and plots, or a very elaborate Halloween party with its own idiosyncratic rules and culture. As with email, not being able to see or hear the other person makes chat a rather ambiguous and anonymous mode of communication - especially since other people may not even know your real name, but just your username, which can be any imaginative name you choose.

Newsgroups - Sometimes called by a variety of other names ("forums," "discussion groups," etc.), a newsgroup is like an electronic bulletin board. People connect to a specific site on the internet and post messages to each other. Unlike chat, this is not a real-time conversation. Whenever you want, you can go to the site and read the messages that others have written. Each newsgroup usually is devoted to a specific topic of discussion. Usenet, the original home of the newsgroup, contains tens of thousands of groups devoted to almost any topic you can imagine. Some of these groups are the homes-away-from-home for many teens. Some web sites also use this "bulletin board" format. Once again, as with email and chat, newsgroup posts can be a very anonymous style of communicating.


Video-conferencing is another newer feature of cyberspace. Using a video camera and microphone, people can see and hear each other as they talk. However, the expense and variety of technical problems associated with high quality video-conferencing makes it a much less common form of communication for adolescents. Usually, only more hardcore computer techies are up to the challenge. My guess, too, is that it's not as much fun for the adolescent as the more anonymous and/or fantasy-based modes of hanging out in cyberspace. 

Now that we are all familiar with the places where adolescents might hang out, let's focus on the pros and cons of what they are doing there. The important thing to remember about cyberspace is that its strengths are its weaknesses. Like many things in life, the bad comes with the good.


Know How: Acquiring New Skills 

Whether we like it or not, computers are part of modern life. Learning about them is no longer the bailiwick of geeks with horn-rimmed glasses and pocket pen holders. All adolescents will need to feel comfortable with computers in order to survive in the new millennium. Are there any jobs anymore that don't require at least some knowledge of computers? The fact that cyberspace is so attractive to teens can be a blessing in disguise. The typical adolescent wants to explore and do more. They don't want to simply chat: they want to write scripts that automate their online activities, create their own web page, scan pictures and email them to their friends. It makes them feel good about themselves. It's another notch in their belt that impresses their cronies and gets them status with the in-crowd. To climb that social ladder on the internet, the teen needs to learn more and more about computers. Often it's no chore. They love the sense of mastery and accomplishment. They love to teach other kids, which reinforces their own knowledge and builds their self esteem.

The skill-building goes beyond the computer itself. Designing a web page, for example, requires skills in graphics, page layout, and writing. It's creative as well as technical. Even if an adolescent just wants to talk with friends in chat rooms, newsgroups, or email encounters, he or she still has to WRITE. They have to grapple with words, grammar, and creative new ways to express themselves. Some people think that the internet has revived the art of writing. Text-talk is a fascinating, creative challenge and many adolescents eagerly attack it. Perhaps to the dismay of some English teachers, cyberspace may be motivating adolescents to write more so than any other event in history.


In the Know: Finding Information 

One way adolescents establish their own individual identity is by acquiring new facts and philosophies, which includes the skills that may develop from that information. Maybe one attractive feature of the internet for teens is that there are no holds barred on the information out there. It's not controlled by the government, school, parents, or even just by adults. Other kids are publishing on the web too. Cyberspace is a new frontier of information just waiting to be pioneered. Exploring that information can satisfy that need to feel separate and unique from one's parents. 

The internet is a vast library covering any topic imaginable. In some respects, it's better than most libraries - at least it is from the perspective of the adolescent. How much information can you find at the public library about rock groups or your favorite TV stars? My daughter spent hours online looking for information about the Titanic. She pulled up information that amazed me. Some people might claim that much of the information on the web is junk. Of course, one person's garbage is another's jewel. Perhaps the positive aspect of this dilemma is that adolescents are placed in the position of deciding for themselves what is good information, and what isn't. They will have to become savvy consumers of information in this Information Age of ours. One thing is for sure: they have to learn how to search for the information they want. To use a web search engine, they have to learn about Boolean logic and the nuances of how to phrase a keyword. It makes them THINK about their topic before they even find the information. 

Now for the bad news. Some of the information and skills that adolescents might seek is better left alone. Pornography, drugs, methods of inflicting violence. It's all there on the internet. No parent wants their child to learn how to concoct a sex drug or build a bomb. But other scenarios may be more ambiguous. What if, for personal reasons, an adolescent wants information about abortion or being gay? Should they have access to it? Freedom of information, the quality control of information, and the values that influence our attitudes about information are all issues that everyone must confront.


Getting Worldly Wise 

Students in the U.S. tend not to be experts on global awareness. Most would have a very hard time naming just three Mediterranean countries. Cyberspace offers the opportunity for adolescents to meet others of their kind from around the world. Many chat rooms and newsgroups are international in composition. Cross-cultural discussions and debates are common. Hearing an online friend from another country talk about a local natural disaster has a helluva bigger impact on you than watching it on the evening news. Hearing foreigners describe their perception of Americans can be a real eye-opener. If they hang out in these online communities long enough, it's inevitable that teenagers will cultivate email penpals from other countries. Comparing school and family life, culture, and national politics with these other kids becomes an intriguing aspect of the relationship. It's also a bit of a status symbol back home. When you mention to the teacher and class in Social Studies that you have a cyberspace friend in France, Australia, and Taiwan, what else can they say except "Wow!"

Is there a downside to the adolescent encountering internet travelers from other lands? In chat rooms, newsgroups, and email, you usually do not see people's faces or hear their voices. There's a tendency for one's mind to try to fill in that ambiguity. People may project their prejudices and stereotypes onto the somewhat shadowy figure at the other end of the internet. The anonymity resulting from people not seeing or hearing YOU may encourage you to let loose with those stereotyped and prejudiced comments. Teens - who often thrive on cliques and in-group pride - may be prime targets for this unpleasant rejection of foreigners. But the problem here isn't really with the internet. It's with those prejudices.


Exploring Social Skills and Personal Identity 

If adolescents spend a lot of time talking on the internet, it's inevitable that their online social skills will improve. They will be encountering people of various ages and cultural backgrounds, so they have the opportunity to learn how to relate to a wide variety of people. Under optimal conditions, those skills may carry over to their in-person life. 

Unfortunately, many kids approach chat rooms as if they are computer games. Without seeing or hearing the real person behind the typed words or avatars, they (probably unconsciously) behave as if the other person is some kind of robot or Donkey Kong target. And so they start shooting profanities, inappropriate sexual remarks, and other words of abuse. Being able to hide behind their own online anonymity makes the abuse even easier to inflict. It provides an easy, safe way to satisfy that need to vent the frustrations of their real life. In some online communities, the hardcore trouble-making adolescents are given the uncomplimentary title of "SNERT" (snot-nosed-eros-ridden-teenager). They can be a real nuisance. In extreme cases they may be banned from the community, especially when they try to hack the computer system (see The Bad Boys of Cyberspace). Of course, not all adolescents are so extreme in their tendency to misbehave outline. The more intensely teens act out, the more likely they are having problems in their real life and are using the internet to ventilate and escape from those real life tensions.

Cyberspace offers all sorts of opportunities for adolescents to satisfy that need to express, explore, and experiment with their identity. The good aspect of online anonymity is that it encourages people to discuss things about themselves that they would hesitate revealing in real life. Kids can learn a lot about themselves from that. Building a personal web page also is a great exercise in figuring out who you are by what you want to show and tell others about yourself. In the fantasy world of MUDs, teens experiment with all sorts of imaginative identities that express their hidden wishes, needs, and fears. The character they create for themselves may give them the opportunity to act like the type of person they admire. Under ideal conditions, they can learn something about themselves from the characters they create. Maybe they can even develop, in their real life, the traits they admire in their characters. Under less than ideal conditions, the online personae simply become another way to ventilate the frustrations and conflicts of their real lives, without any personal insight or change. It's the difference between using their online characters to work through their problems, as opposed to simply acting them out.


Where Everyone Knows Your Name 

More so than anything else, adolescents are drawn to cyberspace because they make friends there. They find new groups to join - a place where they feel like they belong, where everyone knows their name. Just being an onliner automatically makes you part of the in-crowd, and from there you can pick, choose, and create almost any other specific type of group you want. Cyberspace technology excels in all sorts of methods for forming groups - and adolescents take advantage of it because joining and shaping a new group is so important to their evolving identity. What do they do once they're in the group? They joke and play games, complain about their parents and teachers, talk about their lives, support and give advice to each other... the same things they do in "real" life.

Once again, there's a down side. Teens may join online groups that are not in their best interests. Radical political groups, Satanic cults, online "orgies." Of course, these groups exist in the real world too. It's just a lot easier to participate in them when you're sitting at the computer in your bedroom.

The more common pitfall of online friendships and cliques is that they can be somewhat artificial, shallow, and transient. Cyberspace may seem so surreal, so much like a fantasy inside your head, that some people don't take it seriously even though emotions and commitment SEEM to run high. It's like a great interactive TV program that really gets you emotionally involved, but it's just a TV program. To the adolescent craving for a group of good friends, it can be heartbreaking when those pals unexpectedly and unexplainably change their "tune," withdraw, or disappear completely. With just a mouse click, you're gone, almost without leaving any traces behind. It's too easy to say good bye, especially when you can easily exit without even having to say "good bye." 

This sometimes shallow and transient quality of online relationships doesn't apply in all cases. People DO find and keep good friends in cyberspace. But artificial best buddies do appear often enough to be a very problematic disappointment, especially to adolescents who are so sensitized to issues about intimacy, trust, and loyalty.


Cybersex 

Since we're on the topic of intimacy, let's delve into that other magnet that lures some teens into cyberspace - cybersex. It's certainly isn't shocking news that adolescents are keenly interested in sex. It's an adventure, it calls out to their rising hormone levels, it's a way to separate from - as well as worry, aggravate, and outrage - their parents. It means, to them, that they're developing an adult identity. 

What exactly is cybersex? Mostly, just talking dirty to each other via typed text - describing in detail who is doing what to whom, and how they feel doing it. People may masturbate while they type (which isn't an easy maneuver). Sometimes pictures are exchanged, but that can become an unnecessary technical complication that may ruin the free play of imagination.

Whether or not parents consider this a bad thing for adolescents is largely determined by their values. Some may think that the anonymity of cybersex is wrong - that it is superficial, artificial, unnatural - or that sex in any form is inappropriate for adolescents. Others may think that adolescents are going to experiment with sex no matter what adults do, so why not permit them to satisfy their sexual interests and learn about sex via cyberspace encounters? "Personally," one person told me, " I see this as a much safer way to explore their sexual curiosity than in the back seat of a car or behind the bleachers at a game. Wouldn't you rather know your kid is HOME and SAFE than in the streets? The danger only comes if they choose to try and meet someone offline." 


Adult Predators 

One dilemma of online life is that you can never be sure that other people indeed are who they say they are. That 17 year old flirtatious girl could be a 47 year old man. Some chat rooms are supervised in order to protect children from predatory adults, but many are not. Even in those communities that are well supervised, there is little that can be done to prevent predatory adults from pretending to be teens in order to win the favors of young people. If a predator doesn't use an adolescent disguise, he (and usually they are males) may present himself as a supportive, sympathetic confidant who encourages the adolescent to discuss personal problems and become emotionally attached to him. Troubled adolescents who feel alienated from their parents are especially vulnerable. These are the same types of strategies used by predators in the in-person world. The internet is just another avenue they use to launch their abuse against children. Children need to be taught the same sorts of rules that apply to real world encounters with questionable adults: 


- Don't divulge personal information to strangers. Don't give out your phone number or address.

- Log off if someone makes you uncomfortable or asks you to do something that is wrong. Write down the username of that person, and inform your parents about it so they can contact the people who operate the chat room. 

- Don't accept gifts from strangers or call someone, even if they invite you to call collect.

- NEVER meet anyone offline without adult family supervision. 


Parents should make it a point to learn whom their children are chatting with online. Actually, many kids do show considerable savvy in dealing with unpleasant advances and those strategies should be encouraged by parents. One parent told me:

My daughter did have one instance of having an "inappropriate" comment made to her. (She was on a webpage-based text chat specifically for teens) Her response? She just typed "ewwwwwwwwww" and ignored the person after that! Kids these days seem to be generally more streetwise. Issues of abuse and sexuality are discussed in schools from an early age.


When I discussed this issue about predators with experienced online adults, some of them wanted to emphasize the REVERSE scenario: adolescents who pretend to be older in order to flirt with unsuspecting adults. Some of the people I spoke to felt that this was an even more common situation than teens being approached by an adult predator. Sometimes the sexual advances of these teens in disguise can be quite explicit.


Adult Confidants 

The unfortunate dilemma with the adult predator scenario is that some online adults are indeed understanding, caring people who are happy to look after adolescents. While attempting to separate from their parents and distance themselves from everything about them, some adolescents miss out on the opportunity to use their folks as role models. In troubled families, teens may need a benign adult figure to fill in where the parents have been deficient, or to support them and advise them on their real world troubles. I have spoken with many online adults - some of them parents themselves - who were happy to take young people under their wings and help them out as best they could. Sometimes they see themselves as a kind of "surrogate parent." In those cases where adolescents feel especially distant from parents who know nothing about or are hostile towards the internet, the online "parent" may become a sympathetic, emotionally powerful figure in their lives.

One person told me a story that presented an interesting twist on this issue of parenting on and offline. A father confessed that he and his daughter had a horrid relationship. They fought constantly, often about the daughter's preoccupation with cyberspace. He feared the worse for her. Then, in what turned out to be a stroke of parental genius, he used his computer at work to get on the net and attempted to connect with his daughter online. It worked, better than he had imagined it would. Whenever they had difficult matters to go over, somehow it was easier to chat online - quietly in a room somewhere. Important feelings surfaced and they worked out a lot of problems that way. Later, he confessed that these online encounters were the best thing that ever happened in their relationship.


Caught in the Net: Addiction 

Because cyberspace can satisfy so many of the adolescent's needs, there is the possibility of becoming "addicted" to it. Are all teens susceptible to this danger?... No. Some will always be casual users, some may just go through phases of intense internet use. The ones who do fall prey to the net most likely are experiencing problems in their real lives. Cyberspace becomes an escape, a place to vent, a place to act out or even cry out for help. As Dr. Kimberly Young - a psychologist who studies internet addiction - points out in her book "Caught in the Net," internet-obsessed adolescents may become the "identified patient" in the family. Fingers are pointed at them and at the "evils" of the internet, when the real problems probably lie in the family. 

What are some of the danger signals of excessive internet use? In her book, Dr. Young identifies several warning signs:

- Denial and lying about the amount of time spent on the computer or about what they are doing on the computer.

- Excessive fatigue and changes in sleeping habits, such as getting up early or staying up late (in order to spend more time online).

- Academic problems, usually grades slipping. Sometimes parents might overlook the fact that the computer is the culprit since they assume their children are doing school work at the keyboard.

- Withdrawal from friends and declining interest in hobbies (online friends and activities are taking the place of the "real" world).

- Loss of appetite; irritability when cut-off from computer use; a decline in their appearance or hygiene. 

- Disobedience and acting out. Teens may become very hostile when parents confront them. They may deliberately break the computer-use rules that are set. Their reactions may be so intense because they feel that they are being cut off from their attachments to cyberfriends. 



How Should Parents Be Involved? 

Although the internet may be one way adolescents attempt to establish themselves as separate, unique individuals who have a social world of their own, that doesn't mean parents shouldn't be involved. Exactly the opposite is true. As is true of all adolescent activities, they need at least SOME supervision to stay on track and avoid trouble. Some parents fall into the trap of a benign neglect. "My kids have to learn about computers. They have to keep up with the other kids. If they're sitting there typing away, it must be a good thing... so I'll just leave them alone."

But getting involved doesn't just mean supervising in order to avert trouble. The computer and cyberspace also can become an excellent way for parents and adolescents to have fun together, to get to know each other better. There will be a part of the adolescent - maybe even a part that they try to hide - that will love this.

- Get knowledgeable and join in: To be most effective in supervising the adolescent's cyberspace activities, the parent needs to know something about the topic. You don't have to become a hacker yourself, but read up on the topic. Discuss it with other parents. Better yet, explore cyberspace yourself. Better still, talk to your kids about cyberspace and join them in some of their online activities. Cruise web sites together. Use a search engine to find people with your same last name. Build a web page for your family. Even hang out with your child and their friends in a chat room (for a short period of time, if they can tolerate your presence!). There are numerous possibilities.

- Talk to them: The old warning "Do you know where your children are?" applies to cyberspace as well as to the real world. Ask them about their internet use. What web sites are they visiting? To avoid an accusatory tone, ask them what web sites they LIKE and why. Sit down with them at the computer and let them take you to their internet hangouts. Be curious, in a parental but congenial sort of way. Ask them about their cyberfriends, what they talk about, what they do on the internet. Avoid interrogation. Instead, show them that you are interested in knowing more about their cyberfriends.

- Acknowledge the good and the bad: Don't vilify cyberspace - that will only alienate the adolescent. Talk about both the pros and cons. Show an acceptance of their cyberlife, but discuss some of the dangers and what steps they should take if they encounter unsavory situations or people.

- Make the computer visible: Privacy is a tricky balancing act with the adolescent. They want and need some, but the parent must weigh that demand against the necessity of supervising their activities. Generally speaking, it's probably a good idea to avoid placing the modem-equipped computer in the adolescent's bedroom. Put it in a family area. That makes supervision a lot easier, and it also encourages computering as a family activity. At the very least, avoid the scenario where the adolescent explores cyberspace in his/her bedroom with the door closed. Keep the door open, with the screen visible from the hallway. Stop in every once in a while to inquire about what's happening in this intriguing little world of theirs. If they suddenly quit the program as you walk in, you know something is up. It may not be anything serious, but it's worth talking about.

- Set reasonable rules: Parents don't let their kids stay out all night, watch any movie they want, or drive anywhere they want. Adolescents need rules. In fact, believe it or not, they secretly WANT rules so they don't feel out of control and unprotected by a seemingly uncaring parent. Set limits on when (e.g., after homework) and how much time they can spend socializing and entertaining themselves in cyberspace. Create rules about what exactly they can and can't do on the internet.

- Encourage a balance: Cyberspace is great, but there's more to life than that. Encourage the adolescent to stay involved in "real world" activities too. If there's something they really enjoy on the internet, find a way to expand that activity into their in-person life. Use the internet for school projects. Talk on the phone or do something together in-person with your good (trustworthy) cyberfriends. If they enjoy role-playing in MUDs, encourage them to get involved in theater. The goal is to avoid letting the adolescent isolate cyberspace from the rest of their life. Instead, integrate cyberspace into the rest of their life, and encourage them to develop non-internet activities too.

- Software controls: There are a variety of commercial programs that can be used to monitor and control the adolescents activities in cyberspace (see "other sites" at the end of this article). These programs can keep a record of web sites they visit, block access to particular web sites or programs, prevent files from being downloaded, and set limits on when and for how much time the internet is being used. Of course, if parents wants to install such programs they have to be fairly knowledgeable about computers. The programs aren't perfect either. There are loopholes, and a technically sophisticated adolescent will be able to defeat them. Probably the last thing a parent wants is an ongoing technical battle of wits with their child. If that happens, something has gone awry. Software controls are a TOOL in the supervision of the adolescent. They are not a substitute for talking and being more personally involved. In other words, they are not a substitute for a RELATIONSHIP.

- Intervening with addiction: In her book, Dr. Kimberly Young describes some strategies for parents who need to help their children who have fallen into excessive internet use. Don't try to take the computer away or ban them from using it. This strategy can backfire. Show your caring for the teenager's predicament. Assign an internet time log. Don't enable adolescents by making excuses for them when they miss school or their grades start falling. Tolerate their emotional outbursts when you try to intervene. If all else fails, seek the help of a professional counselor - ideally, someone who knows something about the internet.

- Discipline misbehavior/encourage humaneness: Most parents apply punishment when a child misbehaves in the real world. The same should be true of their cyberspace misconduct. If a parent discovers that an adolescent is harassing others online or attempting to hack online systems (a phone call from the administrators of the system or online community can be an eye-opener!), discipline is in order. Parents should try not to fall into the attitude of "Oh, it's just a cyberspace game. It doesn't really matter." It does matter. It's not a good idea to let adolescents treat other people online as if they are not really people. If an adolescent can apply compassion for others even in the anonymous world of cyberspace, they can apply it anywhere in life. 
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Computer and Cyberspace
Addiction


A heated debate is rising among psychologists. With the explosion of excitement about the internet, some people seem to be a bit too excited. Some people spend way too much time there. Is this yet ANOTHER type of addiction that has invaded the human psyche? 

Psychologists are not even sure yet what to call this phenomenon. Some label it an "Internet Addiction Disorder." But many people are addicted to their computers long before the internet enters their lives. Some people are extremely attached to their computer and don't even care about the internet. Perhaps we should call the phenomenon a "Computer Addiction." Also, let's not forget the very powerful, but now seemingly mundane and almost accepted addiction that some people develop to video games. Video games are computers too... very single-minded computers, but computers nevertheless. Or how about telephones? People get addicted to those too, and not just the sex lines. Like computers, telephones are a technologically enhanced form of communication and may fall into the category of "computer mediated communication" (aka, CMC) - as the researchers are dubbing internet activities. In the not too distant future, computer, telephone, and video technology may very well merge into one, perhaps highly addictive, beast. 

Perhaps, on a broad level, it makes sense to talk about a "Cyberspace Addiction" - an addiction to virtual realms of experience created through computer engineering. Within this broad category, there may be subtypes with distinct differences. A teenager who plays hooky from school in order to master the next level of Donkey Kong may be a very different person than the middle aged housewife who spends $500 a month in AOL chat rooms - who in turn may be very different from the businessman who can't tear himself away from his finance programs and continuous internet access to stock quotes. Some cyberspace addictions are game and competition oriented, some fulfill more social needs, some simply may be an extension of workaholicism. Then again, these differences may be superficial. 

Not many people are waving their fingers and fists in the air about video and work addictions. Not many newspaper articles are written about these topics either. They are passé issues. The fact that the media is turning so much attention to cyberspace and internet addictions may simply reflect the fact that this is a new and hot topic. It may also indicate some anxiety among people who really don't know what the internet is, even though everyone is talking about it. Ignorance tends to breed fear and the need to devalue. 

Nevertheless, some people are definitely hurting themselves by their addiction to computers and cyberspace. When people lose their jobs, or flunk out of school, or are divorced by their spouses because they cannot resist devoting all of their time to virtual lands, they are pathologically addicted. These extreme cases are clear cut. But as in all addictions, the problem is where to draw the line between "normal" enthusiasm and "abnormal" preoccupation. 

"Addictions" - defined very loosely - can be healthy, unhealthy, or a mixture of both. If you are fascinated by a hobby, feel devoted to it, would like to spend as much time as possible pursuing it - this could be an outlet for learning, creativity, and self-expression. Even in some unhealthy addictions you can find these positive features embedded within (and thus maintaining) the problem. But in truly pathological addictions, the scale has tipped. The bad outweighs the good, resulting in serious disturbances in one's ability to function in the "real" world. Almost anything could be the target of a pathological addiction - drugs, eating, exercising, gambling, sex, spending, working, etc. You name it, someone out there is obsessed with it. Looking at it from a clinical perspective, these pathological addictions usually have their origin early in a person's life, where they can be traced to significant deprivations and conflicts. They may be an attempt to control depression and anxiety, and may reflect deep insecurities and feelings of inner emptiness. 

As yet, there is no official psychological or psychiatric diagnosis of an "Internet" or "Computer" addiction. The most recent (4th) edition of Diagnostic and Statistical Manual of Mental Disorders (aka, DSM-IV) - which sets the standards for classifying types of mental illness - does not include any such category. It remains to be seen whether this type of addiction will someday be included in the manual. As is true of any official diagnosis, an "Internet Addiction Disorder" or any similarly proposed diagnosis must withstand the weight of extensive research. It must meet two basic criteria. Is there a consistent, reliably diagnosed set of symptoms that constitutes this disorder? Does the diagnosis correlate with anything - are there similar elements in the histories, personalities, and future prognosis of people who are so diagnosed. If not, "where's the beef?" It's simply a label with no external validity. 

So far, researchers have only been able to focus on that first criteria - trying to define the constellation of symptoms that constitutes a computer or internet addiction. Psychologist Kimberly S. Young at the Center for On-Line Addiction (see the links at the end of this article) classifies people as Internet-dependent if they meet during the past year four or more of the criteria listed below. Of course, she is focusing specifically on internet addiction, and not the broader category of computer addiction: 

· Do you feel preoccupied with the Internet or on-line services and think about it while off line? 

· Do you feel a need to spend more and more time on line to achieve satisfaction? 

· Are you unable to control your on-line use? 

· Do you feel restless or irritable when attempting to cut down or stop your on-line use? 

· Do you go on line to escape problems or relieve feelings such as helplessness, guilt, anxiety or depression? 

· Do you lie to family members or friends to conceal how often and how long you stay online? 

· Do you risk the loss of a significant relationship, job, or educational or career opportunity because of your on-line use? 

· Do you keep returning even after spending too much money on on-line fees? 

· Do you go through withdrawal when off line, such as increased depression, moodiness, or irritability? 

· Do you stay on line longer than originally intended? 


In what he intended as a joke, Ivan Goldberg proposed his own set of symptoms for what he called "Pathological Computer Use" (see Internet Addiction Disorder Support Group on this web site). Other psychologists are debating other possible symptoms of internet addiction, or symptoms that vary slightly from Young's criteria and Goldberg's parody of such criteria. These symptoms include: 

· drastic lifestyle changes in order to spend more time on the net 

· general decrease in physical activity 

· a disregard for one's health as a result of internet activity 

· avoiding important life activities in order to spend time on the net 

· sleep deprivation or a change in sleep patterns in order to spend time on the net 

· a decrease in socializing, resulting in loss of friends 

· neglecting family and friends 

· refusing to spend any extended time off the net 

· a craving for more time at the computer 

· neglecting job and personal obligations 


On a listserv devoted to the cyberpsychology, Lynne Roberts (robertsl@psychology.curtin.edu.au) described some of the possible physiological correlates of heavy internet usage, although she didn't necessarily equate these reactions with pathological addiction: 

· A conditioned response (increased pulse, blood pressure) to the modem connecting 

· An "altered state of consciousness" during long periods of dyad/small group interaction (total focus and concentration on the screen, similar to a mediation/trance state). 

· Dreams that appeared in scrolling text (the equivalent of MOOing). 

· Extreme irritability when interrupted by people/things in "real life" while immersed in c-space. 


In my own article on "addictions" to the Palace, a graphical MOO/chat environment, I cited the criteria that psychologists often use in defining ANY type of addiction. It's clear that the attempts to define computer and internet addiction draw on these patterns that are perhaps common to addictions of all types - patterns that perhaps point to deeper, universal causes of addiction: 

· Are you neglecting important things in your life because of this behavior? 

· Is this behavior disrupting your relationships with important people in your life? 

· Do important people in your life get annoyed or disappointed with you about this behavior? 

· Do you get defensive or irritable when people criticize this behavior? 

· Do you ever feel guilty or anxious about what you are doing? 

· Have you ever found yourself being secretive about or trying to "cover up" this behavior? 

· Have you ever tried to cut down, but were unable to? 

· If you were honest with yourself, do you feel there is another hidden need that drives this behavior? 


If you're getting a bit confused or overwhelmed by all these criteria, that's understandable. This is precisely the dilemma faced by psychologists in the painstaking process of defining and validating a new diagnostic category. On the lighter side, consider some of the more humorous attempts to define internet addiction. Below is one list from The World Headquarters of Netaholics Anonymous (http://www.safari.net/~pam/netanon). Although this is intended as humor, note the striking similarity of some of the items to the serious diagnostic criteria... There is a kernel of truth even in a joke: 

Top 10 Signs You're Addicted to the Net

10. You wake up at 3 a.m. to go to the bathroom and stop and check your e-mail on the way back to bed. 

9. You get a tattoo that reads "This body best viewed with Netscape Navigator 1.1 or higher." 

8. You name your children Eudora, Mozilla and Dotcom. 

7. You turn off your modem and get this awful empty feeling, like you just pulled the plug on a loved one. 

6. You spend half of the plane trip with your laptop on your lap...and your child in the overhead compartment. 

5. You decide to stay in college for an additional year or two, just for the free Internet access. 

4. You laugh at people with 2400-baud modems. 

3. You start using smileys in your snail mail. 

2. The last mate you picked up was a JPEG. 

1. Your hard drive crashes. You haven't logged in for two hours. You start to twitch. You pick up the phone and manually dial your ISP's access number. You try to hum to communicate with the modem. 

You succeed. 

There's also the intriguing epistemological dilemma concerning the researchers who study cyberspace addictions. Are they addicted too? If they indeed are a bit preoccupied with their computers, does this make them less capable of being objective, and therefore less accurate in their conclusions? Or does their involvement give them valuable insights, as in participant observation research? There's no simple answer to these questions.






The Integration Principle: Bringing the Worlds Together

As a result of all the online work I've been doing, here's the premise I'm thinking about a lot: 

It's a problem when your face-to-face life becomes dissociated from your cyberlife. It's healthy when your f2f life is integrated with your cyberlife.

People become "addicted" to the internet, or act out pathologically in cyberspace, when they have dissociated it from their f2f life. Their cyberspace activity becomes a world unto itself. They don't talk about it with the people in their f2f life. It becomes a walled-off substitute or escape from their life. Cyberspace almost becomes a dissociated part of their own mind - a sealed-off intrapsychic zone where fantasies and conflicts are acted out. Reality testing is lost. Fixing this dissociation is an implicit or explicit component of many of the techniques for helping internet addicted people.

On the other hand, healthy internet use means integrating the f2f and cyberspace worlds. You talk about your online life with your real world family and friends. You bring your real identity, interests, and skills into your online community. You call on the phone or meet in-person the people you know online. And it works the other way too: some of the people you knew primarily in the real world, you also contact through email or chat. "Bringing in the real world" is an important principle for helping people who are addictively stuck in cyberspace. And its also a powerful tool for intervening with people who are addicted to misbehaving in cyberspace, such as snerts. How do you cure an acting out adolescent who is hiding behind cyberspace anonymity? Address him by his real name. Find out about his real world interests and talk to him about it. And if all else fails, contact his parents.

Now let me go back again to the basic premise: "It's a problem when one's in-person life becomes dissociated from one's cyberlife." The beauty of this premise, I think, is that it also applies to the mirror image scenario. Some people vilify the internet. They want nothing to do with it. That also is dissociation, a failure to integrate. That also is a problem. 

 Why is This Thing Eating My Life?

Computer and Cyberspace Addiction at the "Palace"

Psychologists are buzzing with discussion about a new type of addiction - internet addiction. Of course, those psychologists who avidly dive into cyberspace to research this phenomenon may be experiencing the very thing they are studying, but that's another whole story. Several important questions still stand before us: What forms does this addiction take? What causes it? Is it always a symptom of mental pathology, or is there a positive side to being "addicted"? In this article I'd like to explore these questions in the context of the relatively new virtual environment known as the Graphical Multi-User (K)onversation - or "GMUK." These GMUKs are similar to the familiar, text-only chat environments, except you interact with people in a visual scene with little graphical icons ("avatars") to represent yourself. An excellent example of a GMUK is the Palace - an environment that has been a focus of my research as a cyberpsychologist. 

In several of the rooms at the Main Palace site, a curious thing happens whenever you mention the word "Palace." For instance, if an unsuspecting user types "Where can I get the new version for Palace?", he may be quite perplexed by what actually appears on the screen: "Where can I get the new version of this thing that is eating my life ?" When the user finally figures out that the Palace program itself is making this silly little substitution of words, his confusion may turn to delight, and then, perhaps, to a self-conscious, even worrisome realization. This thing really IS eating my life! Just hang around the Palace for a little while and you will hear the jokes: 

"How often do you come here ZeroGravity?" 

"Too often." 

"Hey, Tippy! You still here? Get a life!" 

"I don't have one, Gyro!" 

"Hiya Smokey! You back again? I saw you this morning." 

"I needed another fix!.... LOL!" 


Or, as one member simply told me, "I practically live here." 

Early in the development of the Palace software, Jim Bumgardner, it's creator, discovered that users found the program quite addictive. The humorous substitution of words reminds us of this fact, should we even mention the name of this thing that has cast the spell over us. The question is: WHY is it so addicting? The substitution joke suggests that we don't even have a word to label it. The power that addicts us is an unnameable THING! While hanging out at the Palace, I've often tossed out this very question to the group, "So why do you think this place is so addictive?" Often, the reply is "I dunno." Can it really be that we don't understand this thing that threatens to gobble up huge chunks of our existence, like some insatiable but mystifying creature beneath our beds? 

We psychologists have long thought about why people become obsessed. There are a variety of theories on the topic. One common denominator is the idea that people become preoccupied with a thing, person, or activity because it satisfies a NEED. Humans are complex beings, and so the needs that fuel their behavior are complex and many. In the 1960s, Abraham Maslow, one of the founders of humanistic psychology, charted the wide variety of human needs according to a hierarchy ranging from very fundamental, biological needs to higher order ones of an aesthetic and self-actualizing nature. When a person is able to satisfy needs at one level, she is then prepared to move upward to the next. Perhaps, to answer the riddle posed by the Palace substitution script, we should take a similar path. By starting at the bottom of Maslow's hierarchy and working our way up, we can attempt to place some words around and onto that PalaceThing that can be so captivating, consuming, and delightful (BTW, I should add that some of these explanations apply to MANY chat, newsgroup, and MOO environments on the net). 



And They Laughed at Freud! 

One afternoon when I asked the group at Harry's Bar why they thought the Palace was addictive, someone gave a simple, one word reply that I hadn't heard before.... "SEX." I had to LOL. Of course! A hundred years ago Freud claimed that sex was the primary human motive. And Maslow placed it at the bottom level of his hierarchical pyramid (along with other essentials like the need for food, water, warmth, shelter, and physical safety). It's a basic biological need that commands attention. While most people at the Palace are not out to bed someone, some people definitely are. If you take a quick look at the list of rooms, often you will find that some of the "guest rooms" are "closed" - i.e., the door is locked so no one else can get in. The list will also tell you how many people are in the room. If it's two (and sometimes even three), you can be pretty certain what they are up to. 

Exactly what goes on behind those closed doors is a topic for another whole article. In fact, many of those articles are already out there for the taking. Nowadays cybersex is a hot topic in the media precisely because sex IS one of those basic biological needs that commands everyone's attention. I prefer not to dwell on this topic right here and now because I think the prevailing attitude among many uninformed people ("the internet is nothing but pornography and cybersex") is simply a defense against underlying feelings of ignorance, inadequacy, and FEAR concerning the internet. I'd rather not encourage that distorted attitude which hides this cyber and techno phobia. 

But let me say this about cybersex at the Palace or anywhere on the internet. When people get preoccupied with it, they do so for the same reasons people get obsessed with sex in any context. Sure, cybersex is very accessible if you have the technical know-how, it can be very anonymous and therefore emotionally safe, you can act out all sorts of fantasies by altering your identity and gender, you easily can bail out of an encounter and try again later, it's about as "safe sex" in the medical sense as you can get... and at the highly visual Palace, you have the added goodie of being able to display "props" (avatars, or simple "avs") to suit any of your desires, as long as you know how to create those props. All of this makes cybersex attractive. But the underlying needs being satisfied are the same as in the real world. Some people are enticed by the opportunity to not just satisfy but also experiment with their sexual appetite - and that may be perfectly healthy. Others are driven to cybersex out of loneliness, dependency, anger, or a deep insatiable emptiness that demands to be filled. 

Most cybersex at the Palace doesn't even involve flashing pornographic icons or lewd language that sounds like it came from the Penthouse Letters or a cheap adult novel. Maybe the word "cybersex" doesn't even apply to most of the "sexual" activity taking place there. The good old fashioned word "flirting" is much more appropriate. The Palace often feels and looks like an ongoing cocktail party - and like any good party, there is a hefty dose of natural, playful flirting. Some of it is a prelude to sneaking up to one of the guest rooms. Much of it is just normal fun that doesn't progress to anything more sexually intimate. What makes it even more delightful than real world flirting are the same features that makes cybersex attractive. It's relatively anonymous and safe, so you can be a bit more open, bold, and experimental than you would at the real world office party. The highly visual/auditory Palace program also lets you do things that you usually can't do in pure text chat rooms. You can "play" with someone's personal space, you can snuggle up next to or mount yourself on top of a flirtee, you can blow him and her an auditory kiss, you can wiggle and "dance" together by maneuvering your props or running macros. Most alluring of all, you can enter a playful little pas de deux where you tease and court each other by displaying avatars that reveal your mood, intentions, likes and dislikes. In fact, the prop you wear can be a clear expression of whether you are in the mood to flirt or not. Most of the time this is all done rather tastefully. Sometimes not.... just like the real world. 

Like at any party, this flirting can be a lot of fun and quite addictive. It also points to needs that go beyond the simple satisfaction of biological sex drive. It points to interpersonal needs. Here is where we move on to the next level in the hierarchy. 



Where Everyone Knows Your Name 

When I ask people why they keep coming back to the Palace, the most common response is "I like the people here." The addictive power of the Palace goes far beyond that of a video game because it has something that video games never will. There are people. And people need people. On the second level of Maslow's hierarchy is the need for interpersonal contact, social recognition, and a sense of belonging. As a human, you instinctively want to go to a place where everyone knows your name. 

Another stereotype in the minds of the uninformed public is that the internet is populated mostly by misfits and socially inadequate people. They can't form "real" relationships, so they resort to safe, superficial contact offered through the cold wires and glass monitor screens of cyberspace. Once again, this stereotyped thinking is more a defensive reaction to the internet than an accurate reflection of reality. Sure, some shy, interpersonally anxious, and downright pathologically schizoid people may be drawn to cyberspace relationships. They may even become "addicted" to such relationships (and who's to say that is "bad"?). However, many users are perfectly normal social beings who use the internet to find people who share similar interests and lifestyles - the kinds of people who may not be available in their immediate, real-world environment. 

At the Palace users automatically have something in common with everyone else. They are USERS! They share an interest in computer technology and the internet, which offers the strong possibility of instantaneous camaraderie and a sense of belonging. Jokes about being "addicted" may be half serious, but they also boost this feeling that "we are all in this together." This is true of almost all online environments, but what makes the Palace unique is that it is a NEW technical and social environment. Unlike other places on the internet, it is a highly visual, spatial, and physical habitat. The software, the behaviors, and the social norms associated with this environment are brand new and evolving quickly. People at the Palace take great pleasure in sharing ideas about this. Many feel that they are participating in the birth of a new generation of online community. They feel like pioneers who, together, are settling new territory. It's a very addictive feeling of "belonging" to a creative process. 

What makes the territory so new and challenging is that the visual/spatial qualities of the Palace have dramatically enhanced the way people can satisfy that very basic human need for social recognition and exchange. You aren't limited to text-only communication. In addition to talking, you have at your disposal the subtlety and poetry of non-verbal communication. While these non-verbals can be conveyed through action-statements in text-only environments ("Starman pats Lily on the back"), it doesn't have quite the same subtle power as a pure nonverbal behavior. At the Palace, you can run to greet friends when they enter the room. You can sit next to, above, below, or on top of people to express your mood towards them. You can place yourself into the corner of the room, float above the room, get down onto the carpet with the others, hop into a pool or a bathtub, use a chair, a table, tree, statue, or any of the other numerous objects in the environment - all as ways of showing your intentions and feelings towards others. With "thought balloons" you can express what you are thinking without expecting a reply, and with "excited balloons" you can add zip to something you want to say. Most important of all, you have props as powerful tools to express your attitudes and feelings towards others, and as social tokens to exchange with others. Add all of these visual features to the ability to "whisper" privately to others (a feature common to many chat environments) as well as the ability to write scripts to automate behavior - and you have an almost infinite array of methods to interact with others. Experimenting with these methods is quite addictive. 

There is also something very captivating about the feeling that many Palace sites are like an ongoing party. Almost everyone loves a party, especially one where you can leave easily. Almost everyone can relate to the delightful nuances and complexities of hanging out and wandering through a house full of people. This social climate offers everything from casual chit-chat and goofing around to very intimate, meaningful conversation (and, of course, cybersex). A whole range of social needs can be fulfilled. While the uninformed public may claim that cyber-relationships are superficial, every experienced online user will tell you otherwise. People feel that they have made good friends, and, in some cases, lovers. 

When you think about it, what's are the differences between a real relationship and one at the Palace? At the Palace you can communicate by talking and sounds, you can "do" things with people (like go for a walk), you can see them via their avatars. Words, sounds, physical actions, sights....what basic expressive dimension is left out? Well, you can't (yet) hear a person's voice or (yet) see their physical body in motion. Communication is limited by how good you are at typing and writing. But then in the real world you can't express yourself as quickly or symbolically as you can through props. And it's a well known fact that people tend to be more open and honest in cyberspace, probably BECAUSE people usually don't see or hear you. 

There are indeed pros and cons to both real and cyber interactions, which simply makes them DIFFERENT. The Palace is so captivating because it is a unique ALTERNATIVE, and not necessarily a poor substitute, for satisfying social needs.... with one major exception. In cyberspace, you will never be able to touch another person. While we don't do this with just anyone in our real world lives, it IS a very important component of our closest relationships. Human physical contact is an extremely powerful need - so powerful that it also extends down into the first level of the hierarchy. Babies sink into depression and die without it. When adults are chronically deprived of it, they feel a pervasive sense of loss and longing. 

There are other potentially frustrating aspects of Palace socializing. One of these frustrations can, paradoxically, foster addiction in some people. Because Palace feels like a new, pioneering territory with lots of potential rewards, a land rush has set in. Lots of new users are showing up. Among the increasing flood of people, if you want to develop and maintain friends... if you want people to know your name... you HAVE to keep coming back. The more time you spend there, the more people get to know you, the more you are considered a member who is "one of us." If you haven't signed on for a few days or longer, you may feel like you are losing ground, that you will be forgotten. You don't want those relationships you developed to fade out. So you feel compelled to go back and reestablish those ties. For many people, it is precisely those social ties that keep you coming back. Without them, the Palace would be just another video game addiction that would quickly wear off. 



Hey! Look at My New Av! 

On the next level of Maslow's hierarchy is the need for learning, accomplishment, mastery of the environment, and the self-esteem that arises from one's achievements. Operant theory in psychology adds that learning is most powerful when small units of accomplishment are quickly reinforced. Computers in general are so addictive because they do all of this in a highly efficient and rewarding fashion. You confront a problem or an unfamiliar computer function, you investigate, you try solutions, you finally figure it out - and the computer does something specific and concrete for you that it never did before. Challenge, experimentation, mastery, SUCCESS! It's a very addictive cycle that makes you want to learn and do more. 

The Palace, being a complex technical and social environment, poses few limits on how much a person can experiment and learn. New members take great pleasure in learning the basics of how to talk, use props, play standard scripts, and navigate through the rather complex maze of rooms. Creating NEW props is a very popular hobby that requires both technical and artistic skills. Indeed, some members have refined it to an art form. For those who really want to stretch their technical prowess, there lies the challenge of learning the rather arcane computer language for writing scripts - known as "iptscrae." For those people who are not attracted to the technical side of Palace, there is the challenge of learning its social culture, i.e., discovering its people, norms, social structure, history and legends, and participating in the shaping of its future. Exploring and mastering the many levels of Palace can be a never-ending satisfier of curiosity, and a never-ending source of self-esteem. Like the cyberworld at large, it is not a static environment. New technical and social features are always appearing. To stay on top of things, you must be like a shark... you must keep moving. 

For the most part, attempting to master the technical and/or social environment is a very normal, healthy process. However, for people driven to compensate for deep-seated feelings of failure, inadequacy, and helplessness, or to overcome desperate needs for acknowledge, admiration, and love - the obsession with cyberspace accomplishments can become a true addiction that never fully gratifies. 

The ultimate badge of prestige at the Palace is to be chosen as "wizard." Wizards possess special abilities that ordinary members don't (like being able to kill, gag, and pin misbehaving users). They also participate in decision-making about new policies for the community. Many members, secretly or not, wish they could attain the social recognition, power, and self-esteem achieved through this promotion. To get it, one must demonstrate commitment to the community, which includes spending a considerable amount of time there. Wizardship can become a very enticing carrot that stimulates addictive attendance. For those few who do attain that position, it is a powerful reinforcer of one's efforts and further bolsters one's loyalty and devotion to Palace life. Even though the position does not include a salary, many wizards see it as a job to which they are responsible. The wizard now has a viable reason for being so "addicted." As one user stated the day after receiving his surprise promotion, "I WORK here." 



Is This the Real Me? 

At the top of Maslow's hierarchy lies the need for "self-actualization." This need subsumes many of those from the lower levels - the need for fulfilling interpersonal relationships, to express oneself, to satisfy one's intellectual and artistic needs by successfully engaging the world around us. The key to self-actualization, though, is that it specifically involves the striving towards the development of oneself as a unique individual. It is the ongoing process of realizing and cultivating one's inner potentials. It is the flowering of the "true" self.... Not everyone reaches this level of Maslow's pyramid. 

Are users self-actualizing at the Palace? People feel they are developing fulfilling relationships with others. They express their intellectual potentials by exploring the technical and social dimensions of Palace. Using the variety of communication tools available, ESPECIALLY props, people are perhaps even realizing inner interests, attitudes, and aspects of their personality that were previously hidden. Are people then truly moving towards the cultivation of themselves as unique, creative individuals? 

I've heard quite a few people say that at the Palace they feel they are MORE like their true selves than in real life. They are more open, expressive, warm, witty, friendly. Once again, partial anonymity (not being seen or heard in person) allows people to be less inhibited. In some ways it's not unlike the poet, writer, or artist who through their work learn to fully express themselves - without fully being in the presence of others. 

One other important aspect of self-actualization, according to Maslow, is the development of one's spirituality. This raises a fascinating question. Are people discovering their spiritual life in cyberspace? At first glance, this may seem an absurd idea to some people. But for some users - and these users are probably in the minority - cyberspace does pose some mysteries about the nature of consciousness, reality, and self. As I move through cyberspace, where is my mind? Where am "I"? Am I really just in my body, or is the essence of me somewhere "out there" mingling with the consciousness of others, merging with that larger consciousness that is the "internet." Is this consciousness less REAL than what I experience in "real" life - or more so? If the internet encapsulates the evolution of a world-mind and world-self into a universal Whole, and I am part of that Whole, then where is it leading? Is "God" somewhere out there in all those wires and microchips?... What could be more captivating and addictive to a user than the search for God? 



But is It an Addiction? 

"Addictions" can be healthy, unhealthy, or a mixture of both. If you are fascinated by a hobby, feel devoted to it, would like to spend as much time as possible pursuing it - this could be an outlet for learning, creativity, and self-expression. Even in some unhealthy addictions you can find these positive features embedded within the problem. But in truly pathological addictions, the scale has tipped. The bad outweights the good, resulting in serious disturbances in one's ability to function in the "real" world. I have to admit that, so far, I have been a bit guilty of waxing the poetic about cyberspace and the Palace. So let's get down to the brass tacks. Is it a sickness or not? If this thing is eating people's lives, aren't they truly addicted to it? Isn't there something wrong? 

· People get addicted to all sorts of things - drugs, eating, gambling, exercising, spending, sex, etc. You name it, someone out there is obsessed with it. Looking at it from a clinical perspective, pathological addictions usually have their origin early in a person's life, where they can be traced to severe deprivations and conflicts at the first two levels of Maslow's hierarchy. I have seen a few people at the Palace who, unfortunately, are indeed addicted because of these types of problems. On a more practical level, problematic addiction can be defined as anything that never really satisfies your needs, that in the long run makes you unhappy - THAT DISRUPTS YOUR LIFE. Here are some questions that psychologists offer to people who are trying to determine if they are indeed addicted: 

· Are you neglecting important things in your life because of this behavior? 
· Is this behavior disrupting your relationships with important people in your life? 
· Do important people in your life get annoyed or disappointed with you about this behavior? 
· Do you get defensive or irritable when people criticize this behavior? 
· Do you ever feel guilty or anxious about what you are doing? 
· Have you ever found yourself being secretive about or trying to "cover up" this behavior? 
· Have you ever tried to cut down, but were unable to? 
· If you were honest with yourself, do you feel there is a another hidden need that drives this behavior? 
An affirmative reply to one or two of these responses may not mean anything. An affirmative reply to many of them means trouble. It may be a variation of what psychologists are calling the "Internet Addiction Disorder." 

The fact that Palatians frequently joke with each other about their "addiction" may be a good sign. They have some perspective, some self-awareness about what they are doing. One common feature of hardcore addiction is an almost unrelenting, rock-solid denial that there is a problem. *If* these Palatians do indeed suffer from a problematic addiction, then at least they recognize the problem. And that's a good start. 

One final note about cyberspace, how well it satisfies the range of human needs, and exactly how much of our life we are willing to devote to it. Ask yourself these two questions. Do you want to spend all your time sitting at a computer monitor? Do you want your child to? Answer these questions, and you will better understand when cyberspace is maliciously eating your life, and when it is nourishing it

. To Get What You Need

Healthy and Pathological Internet Use


One day, early in my explorations of the Palace chat site called "Main Mansion," I found myself in the spa with several other avid users. Main Mansion is the oldest and perhaps the most popular of communities that uses the Palace chat software - software that enables members to interact in a visual scene using icons called "avatars" to represent themselves. In the spa, a curious thing happened whenever we mentioned the word "Palace" in any of our typed-text communications with each other. For instance, when I typed "What do you people think of Palace?", I was surprised to see what actually appeared on the screen: "What do you people think of this thing that is eating my life? " When I finally figured out that the Palace program itself made this seemingly silly little substitution of words, my confusion turned to delight. Indeed it was an insightful comment by the Palace creator, Jim Bumgardner, who built that trick into the program. It raised an important question, perhaps a worrisome question for some users... IS Palace eating my life? 

In many environments on the internet, some users find themselves so captivated by their cyberspace lifestyle that they want to spend more and more time there, sometimes to the neglect of their in-person life. They may not be entirely sure why they find themselves so engrossed. They can't accurately verbalize an explanation for their "addiction." The humorous substitution of words in the Palace spa suggests that it is an unnameable THING - a compelling, unnameable, hidden force. It's not the chat room or the newsgroup or the e-mail that is eating one's life, but the internal, unconscious dynamic it has ignited. 

Human motivation is organized around a system of interlocking needs. A person can easily identify the conscious ones. It's those unconscious needs that constitute "the thing." When people become passionate, even obsessed with an activity or person, it is because that activity or person addresses some important desire, often an unconscious one. Psychological health is the fluid expression, satisfaction, and realization of needs - a natural rising and falling of appetite. When needs are suppressed, ignored, diverted, or caught in a vicious cycle of superficial or indirect fulfillment, the result can be pathological fixation and addiction. In psychological health, the conscious realization and fulfillment of needs leads to a more solid, integrated sense of self. In pathology and addiction, the self becomes hollowed out and fragmented. 

One's passion for the internet can be healthy, pathologically addictive, or somewhere in between. A variety of factors interact in determining where a person falls on that continuum. Here I will suggest eight such factors that can help clarify the healthy or unhealthy qualities of one's commitment to cyberspace activities, as well the effect of those activities on the person's underlying needs. 

1. The number and types of needs being addressed by the activity. Needs can be physiological, intrapersonal, interpersonal, and spiritual. The more needs being addressed by internet endeavors, the more powerful the hold cyberspace has on the person. 

2. The underlying degree of deprivation. The more an underlying need has been frustrated, denied, or neglected, the more intense the person's predisposition to seek fulfillment anywhere he or she can. Because cyberspace is such a diversified, compelling, and easily accessed environment, it serves as a ripe target for those thirsts - especially when one's in-person life has been the origin of the deprivation. 

3. The type of internet activity. There are various facets to internet use. Some activities are non-social, such as games, creating software, and collecting information, literature, and graphics. Some interpersonal settings are designed around games and competition, others are purely social. Environments may involve synchronous versus asynchronous communication (e.g., chat versus e-mail) or text-only versus visual/auditory communication. Different types of internet activities can vary greatly in how they influence different needs. Environments that combine a variety of features may address a wider spectrum of needs and, consequently, may be more captivating. For example, communities that involve both games and socializing, chat and e-mail, visual and text communication, can be very captivating on many levels. 

4. The effect of internet activity on in-person level of functioning. Health and hygiene, success at work, and fulfilling relationships with peers, friends and family are all important features of adaptive functioning. How many of these features become by disrupted internet use - and the extent to which they are disrupted - reveals the depth of pathology. 

5. Subjective feelings of distress. Increased feelings of depression, frustration, disillusionment, alienation, guilt, and anger may be warning signs of pathological internet use. The person may associate those feelings with cyberspace life or in-person life. Often they stem from internet activity that is superficially addressing or aggravating one's needs. 

6. Conscious awareness of needs. The more a person understands his motivations, the more they lose their power as the unconscious "thing" leading to compulsive internet use. "Acting out" repressed needs and wishes in cyberspace is only a cathartic activity - a repetition compulsion - that will have to be repeated endlessly. "Working through" underlying needs means that one resolves the conflicts or deprivations related to them, in part, by consciously understanding what those needs entail. Whereas blatant denial suggests addictive behavior and a lack of insight into one's underlying needs, acknowledging one's intense preoccupation with cyberspace may be a step towards recovery - and in some cases may simply be a healthy acknowledgement of a productive passion. 

7. Experience and the phase of involvement: New users may become enamored with the fascinating opportunities cyberspace offers. The "addictive phase" may eventually taper off as the novelty of the internet dissipates and the duties of the in-person world call. In some cases, high expectations for online life are dashed. Needs are not fulfilled and the resulting disappointment leads one back to the "real" world. Some seasoned onliners understand the pitfalls that lure users into intensely emotional and hence addictive dramas (e.g., the psychological effects of anonymity). That understanding helps them steer clear. 

8. The balance and integration of in-person and cyberspace living. Under ideal conditions, the degree of commitment to online activities and companions is balanced by the commitment to offline activities, friends, and family. The two worlds also are integrated in that one brings online activities into the "real" world, meets online companions in-person, discusses online life with one's in-person friends and family, and establishes contact with some in-person companions via the internet. Pathological internet use often results in an online life that is completely isolated from one's in-person life and even guarded against perceived intrusions from the "real" world. 

In the sections that follow, I will explore the various needs that may be addressed by cyberspace activities. Although it's helpful to categorize them, many needs overlap and interact in complex ways. Understanding these interactions can shed light on how and why people become healthfully or pathologically involved with the internet. 


Sexual Needs, and More 

One afternoon at the Main site I asked the group at Harry's Bar why they thought the Palace was addictive. Someone gave a simple, one word reply.... "SEX." A hundred years ago Freud claimed that sex was the primary human motive. Maslow placed it at the first level of his hierarchical pyramid of needs. Nowadays cybersex is a popular topic in the media precisely because sex IS one of those basic biological motivations that commands attention. Worry and outrage among the misinformed that "the internet is nothing but pornography and sex" is a symptom of technophobia. Most people in cyberspace are not out to satisfy their sex drive. However, some definitely are. When people become preoccupied with online sexual activities, they do so for the same two basic reasons people get obsessed with sex in any context: it satisfies that biological need, but it also addresses a variety of purely psychological and social needs. 

Some sexual pursuits on the internet are non-social - for example, collecting pornographic graphics and stories, without interacting with anyone. For the "normal" person, these pursuits will wax and wane with the natural biological fluctuations in sexual desire. A pathological obsession with such solitary sexual activities indicates anxiety about intimacy. The danger of a compulsive preoccupation also stems from the escalating need for even more variety of sexual material, more daring material, or simply, more material. Underlying psychological pressures to master, control, and "possess" - or to push the envelop of bold, anti-social behavior - intensifies this preoccupation above and beyond the biological drive level. Because the internet offers an almost infinite supply of easily and anonymously available pornographic material, the fuel for this preoccupation is endless. One can never own it all. There's no end to how daring one can be. Excessive participation in cyberspace groups devoted to sexual stories and graphics (such as the alt.sex and alt.binaries newsgroups) revolves around this endless supply of material. The need to compete and be admired by other participants for the size and diversity of one's collection, and for one's technical know-how in posting to the group, can further reinforce the person's excessive involvement. 

Most sexual activity on the internet is social at some level. Even a person's attitude towards fellow newsgroup members, as in the example above, is a social concern that enhances the sexual preoccupation. For sexual encounters that are explicitly interpersonal, the underlying emotional needs that activate the encounter often are more influential than the purely biological drive itself. Even though cybersex can become addictive because it is an easily accessed, anonymous, and very medically safe way to satisfy one's instinctual drive, the psychological dimension cannot be ignored. The fact that cybersex offers, at the very best, only visual and auditory stimulation, suggests that the needs satisfied must be heavily psychological. Cybersex of any type - no matter how anonymous or brief - always revolves around an interpersonal scenario. It's the emotional need satisfied by that scenario that perpetuates the activity. When people identify the activity as purely sexual, and fail to realize the underlying psychological need, the potential for addiction increases. 

Cybersex makes up for its lack of physical stimulation by the wide variety of psychosexual stimulation it offers. With the safety that internet anonymity offers, people can experiment with all sorts of behaviors, fantasies, and alterations of their identity and gender. While some enjoy the voyeuristic/exhibitionistic satisfactions of one-way or two-way video, or mutual play with pornographic images and avatars, many prefer the bare bones typed-text style of sexual encounter because it more powerfully activates the imagination (and transference reactions). With the wide variety of people available on the internet - and easy paths to find them - a person can quickly find the partners that matches his or her desires. And thanks to anonymity, one can easily bail out of an encounter and try again later someplace else, with someone else. 

Experimenting with one's sexuality may be perfectly healthy when it entails a deeper understanding and actualizing of one's needs and identity. It can be a process of working through psychological difficulties. Others may be driven to excessive involvement with cybersex without fully realizing it is an attempt to overcome loneliness or depression, to express anger or dependency, to dominate and control, or to fill an internal emptiness in self. Cybersex then becomes an addictive acting out of needs that never becomes fully satisfied. For some, diving deeper into the expression of unconscious fantasies gets out of control. Reality testing from the external world disappears. The absence of real world consequences makes it difficult to curb one's behavior. 

Most sensual activity in cyberspace doesn't even involve pornography or "talking dirty" interchanges between partners. Perhaps the word "cybersex" doesn't even apply to most of the sexual activity taking place there. The good old fashioned word "flirting" is more appropriate. Many social environments in cyberspace are free-form social gatherings, almost like ongoing parties - and like any good party, there is a hefty dose of playful flirting. It might be normal fun that doesn't progress to anything sexually intimate. For some people, what makes it more attractive than real world flirting are the same features that makes cybersex attractive. It is relatively anonymous and safe, so people can be a bit more open, bold, and experimental than they would at an in-person gathering. It's possible that in some cases this casual quality of cyberflirting only superficially satisfies deeper needs for companionship, dependency, romance or love, which compels the person to come back for more. Ambivalence about intimacy - wanting it but also not wanting it - could lock some people into a seemingly endless string of flirtations that never progresses to true intimacy. Some people perceive cyberflirting and cybersex as imaginary, "pretend" encounters isolated from their real life and therefore not a threat to their in-person relationships. That same "pretend" quality may make it feel like a "pretend" satisfaction, which fails to fully satisfy and begs for more. 

The extent to which people deprived of romance, sexuality, and/or companionship in their in-person relationships will determine how persistently they seek out those things in cyberspace. If one of those needs is not met in an intimate in-person involvement, the individual may look for it on the internet. If the person becomes excessively preoccupied with the online partner, obviously it can damage the in-person bond. But in some cases the online affair may serve as a supplementary satisfaction that helps preserve a marriage. What the person learns online may in fact be used to enhance his or her "real world" relationship. 


The Need for an Altered State of Consciousness 

Human beings have an inherent need to alter their consciousness - to experience reality from different perspectives. We pursue this need through a wide variety of activities - meditation, drugs, athletics, sex, art. Some are more productive than others. Dreams are a necessary, built-in mechanism for achieving this altered experience of self, other, and world on a nightly basis. It allows the expression of the usually unconscious, primary process styles of thinking that provide a different perspective on reality. 

Cyberspace may be a new and important addition to this list. Critics often complain that computers and cyberspace have become a substitute for life. While this indeed may be true for some people, we should also consider the possibility that cyberspace may be an adaptive supplement to "real" life. It may be a viable alternative for altering consciousness by providing new, imaginative ways to interact with others and experience the world. One's sense of time, space, and personal identity can change on the internet. Communicating via typed text for some people feels like a blending of consciousness with the other user. Cyberspace can become a dream-like state of consciousness, particularly in the fantasy worlds of MOOs, MUDs, and multimedia environments where people interact with avatars in imaginative visual scenes. You can shape shift, telepathically "whisper" to other people, and violate the laws of physics by suspending oneself in mid-air, walking through walls, or creating objects out of nothing. 

People may be attracted to virtual environments because - like dreams - they satisfy this need for an alternative view of reality by encouraging unconscious, primary process styles of thinking. Like dreams, they also enable the expression of unconscious fantasies and impulses, which may explain some of the sexuality, aggression, and imaginative role playing we see on the internet. Stretching the analogy even further, we can think of an "addiction" to cyberspace as an addiction to an altered state of consciousness, abstinence from computering to withdrawal or REM (dream) deprivation, and a fervid diving back into cyberspace as a cyberspace "rebound," not unlike REM rebound. The experience may be similar to lucid dreaming, which is a dream in which the person knows she is dreaming and is able to direct the outcome. Supposedly, more primitive people in ancient cultures were able to develop and refine this ability. Contemporary dream workers are attempting to revive those skills. Pointing and clicking in cyberspace dream worlds may be the computer user's similar attempt to return to those more primitive times. It's an attempt to create and direct a recurring, lucid dream. 

Although it has a significant impact on the user, this control over the cyberdream is limited. After all, we have control over the program, but not over the people who occupy it with us. Virtual worlds are not games where we control all the pieces. They are real worlds complete with all the interpersonal triumphs and struggles that stir us up in the physical world. Some users recognize and accept this fact. They ride the flow of cyberspace, or choose to turn the computer off when the experience becomes an anxiety dream, or even a nightmare. Those who feel driven to somehow master the dream-like game may have a hard time knowing when to sign off. 


The Need for Achievement and Mastery 

Everyone has a basic need for learning, accomplishment, mastery of the environment, and the self-esteem that arises from one's achievements. Operant theory in psychology adds that learning is most powerful when small units of accomplishment are quickly reinforced. Computers in general are so "addictive" because they do all of this in a highly efficient and rewarding fashion. You confront a problem or an unfamiliar computer function, you investigate, you try solutions, you finally figure it out - and the computer does something specific and concrete for you that it never did before. Challenge, experimentation, mastery, success. It's a very motivating cycle that makes people want to learn and do more. 

Many environments in cyberspace - being complex technically, socially, or both - pose few limits on how much a person can experiment and learn. Some new users often take great pleasure in mastering the various technical features of the software. For those people who are not attracted to the technical side of things, there is the challenge of learning the culture - discovering its people, norms, social structure, history and legends, and participating in the shaping of its future. Exploring and mastering the many levels of technically and socially sophisticated environments can be a never-ending satisfier of curiosity, and a never-ending source of self-esteem. In most places on the internet, new technical and social features surface continually. The community changes quickly. To stay on top of things, you must be like a shark: you must keep moving. In many online communities longstanding members can achieve an elevated status among the population. They can become a host, moderator, wizard, god, or "op" who has powers that ordinary users do not. Ambitions to achieve such honored positions fuels the desire to spend more time online. Getting the position reinforces and intensifies the effort. 

The need to achieve in the technical and/or social domain can be a very normal, healthy process. However, some people feel driven to compensate for deep-seated feelings of failure, inadequacy, and helplessness, or to overcome desperate needs for acknowledgement, admiration, and love. Obsession with cyberspace accomplishments - technical or social - can become a seemingly endless pursuit that never fully gratifies, especially when the string of possible achievements has no ceiling and the underlying needs are not realized. Being a sophisticate on the internet means having the whole world and a universe of information at your fingertips. For some it is an addictive, god-like feeling of omnipotence and omniscience. Beneath that feeling, however, lies the realization that you MUST keep moving to stay on top of it all. 


The Need to Belong 

Everyone needs interpersonal contact, social recognition, and a sense of belonging. As humans, we instinctively want to go to a place where everyone knows your name. The sense of self rests on acknowledgement and affirmation from others. Because cyberspace offers a vast number and variety of groups to join, it can satisfy almost any person's need to belong to a particular group of like-minded people. A person easily can compartmentalize his or her group attachments, joining a variety of groups with each one addressing a particular interest or aspect of personal identity. Simply being a user of a particular program can create an almost instantaneous camaraderie and sense of belonging. The program is a conversation piece - something everyone can relate to. That sense of brotherhood can be especially strong if the users are participating in a brand new environment. They feel like pioneers who, together, are settling new territory, building a new world. It's a very addictive feeling of belonging to a creative process. 

A problem may arise when the group starts to flourish. Lots of new users show up. The community starts to change, quickly - more so than in the "real" world. Among the increasing flood of people, if you want to maintain the connection to the community - if you want people to know your name - you HAVE to keep coming back. The more time you spend online, the more people get to know you, the more you are considered a member who is "one of us." If you haven't signed on for a few days or longer, you may feel like you are losing ground, that you will be forgotten. You don't want those relationships you developed to fade out, or your identity in the community to fade. So you feel compelled to go back and reestablish your presence. Unconscious fears about separation and abandonment can haunt some users, driving them to compulsive participation. 

The frequently seen joking about being "addicted" among hardcore users can add to the sense of camaraderie and belonging. It may be a healthy identification with a shared commitment, or it may serve to ease anxiety about being excessively involved. Misery loves company. 

The JenniCam phenomenon is a unique example of how cyberspace addresses such needs for belonging and the social affirmation of self. There was an overwhelming response to Jennifer Ringley when she set up a live, continuous video broadcast of her dorm room, and then later her apartment. People who idealized, even worshipped, Jenni banned together in groups to talk about her, speculate about her, share screen captured pictures of her. She became the focal point of their camaraderie. Their collective admiration of her - a kind of idealizing transference - served to bolster their sense of self. Even though unable to communicate with her, some admirers set up a second computer monitor next to their own, so they could "be with" Jenni as they went about their work. This contact with her - a kind of twinning transference - created a feeling of companionship. In interviews with journalists, Jenni herself described how she felt she might be helping some lonely males by serving as a kind of substitute "girlfriend" who could be with them whenever they wanted her there. 


The Need for Relationships 

What must be obvious in this paper so far is that almost all activities in cyberspace - not unlike all activities in life - address the most basic of human needs: the need to interact with other humans. More than just an information superhighway, the internet is a powerful social domain. It is those social opportunities that have the biggest influence on normal vis a vis excessive internet use. 

A stereotype in the minds of the uninformed public is that the internet is populated mostly by misfits and socially inadequate people. With little social success in the real world, they resort to safe, superficial contact offered through the cold wires and glass monitor screens of cyberspace. This stereotyped thinking is more a defensive reaction to the internet than an accurate reflection of reality. Nevertheless, some shy, interpersonally anxious, and schizoid people may be drawn to cyberspace relationships. The relative anonymity of cyberspace - especially typed text communication - can indeed help such people feel more expressive, more in control, less vulnerable. 

For some people, the cyberspace supplement to in-person relationships becomes enriching and educational. They experiment with new ways to express themselves and new types of relationships. In the imaginary MUD and multimedia worlds, they enjoy playing with creative communication tools that don't exist in the real world, such as telepathic whispering and shape-shifting avatars. For those who rely too heavily on cybercompanions to the exclusion of in-person socializing, the outcome ultimately can be less than fully satisfying, disappointing, even destructive. Ideally, the person comes to recognize the limitations and pitfalls of online relationships. The person learns to balance them with in-person contacts. Compulsive internet use occurs when the person fails to see these problems. Determined, sometimes almost desperate, the person keeps going back for more. 

The excessive preoccupation with cyberspace relationships often is a preoccupation with the dynamics of one's one psyche. The anonymous text-only communication of chat and e-mail can draw out powerful transference reactions. Although the person may feel the emotional drama is with the other person online, a large portion of the perceived relationship is shaped by unconscious remnants of problematic relationships from the person's past. The love, hate, competition, admiration, dependency, fear, is not simply directed towards the online other. It is a struggle within intrapsychic world of internalizations and introjects. The preoccupation with the cyberspace relationship can become an attempt to force the other to conform to one's unconscious expectations and wishes, or to satisfy unconscious needs. Essentially, the person becomes "addicted" to his or her unconscious dynamics that surface in the online encounter. 

Transference reactions also can be amplified by a lack of response. As interactive as the internet it, sometimes it isn't. Your private e-mail never receives a reply. The mailing list or newsgroup members fail to respond to your message. Chat partners seem to ignore you. This failure of reactivity becomes the ultimate blank screen that can magnify a person's anxious fantasies about how others perceive him. Many experienced users understand this tendency to read meaning into a non-response. They don't take it personally. Avid but less experienced users sometimes do not understand. In the absence of a reply, they may inappropriately act on their anxious fantasy, sometimes exaggerating their behavior in order to get a reply. In the online group that seems to ignore them, they may dramatically increase their participation in order to draw some attention. Even under good conditions, a participant in an e-mail list or newsgroup may receive only an occasional reply. This once-in-awhile reaction from others can act as an intermittent reinforcer that leads to increased, even excessive participation - participation that resists extinction. 

The lack of face-to-face cues in cyberspace relationships cuts both ways. On the one hand, some people appreciate how the relative anonymity allows them to be more honest and open about themselves. They may feel more "real" online, that others know them more deeply. This enticement may contribute to excessive online activity and withdrawal from in-person people who "don't really understand me." At the same time, the lack of face-to-face cues does eliminate much of what is important about human relationships. Physical appearance, body language, voice - are all significant components of who we are and how we express ourselves. Human physical contact - to touch and be touched - is an extremely powerful need. Paradoxically, cyberspace relationships can be deep and intimate while also being superficial and incomplete. This paradoxical satisfying and frustrating of social needs drives some people into coming back for more and more. When an online relationship reaches a certain level of intimacy, many people want to meet in-person in order to remedy that contradictory mixture. But some choose not to. They do not want the real world to disrupt the acting out of their transference fantasy within that online relationship. 


The Need for Self-Actualization and the Transcendence of Self 

At the top of Maslow's hierarchy lies the need for self-actualization. This need subsumes many of those from the lower levels - the need for fulfilling interpersonal relationships, to express oneself, to satisfy one's intellectual and artistic needs by successfully engaging the world around us. Self-actualization is striving towards the development of oneself as a unique individual. It is the ongoing process of realizing and cultivating one's inner potentials, the flowering of the "true" self. 

Are people self-actualizing in cyberspace? Many people feel they are expressing their creative potentials by engaging the technical and social dimensions of the internet. They find themselves realizing inner interests, attitudes, and aspects of their personality that were previously hidden. Many feel they are developing fulfilling relationships with others by experimenting with new ways of being. Some people say they are MORE like their true selves in cyberspace than in real life. It's difficult to say whether this is true self-actualization, or rather self-deception as a defense against understanding unconscious, pathological motives behind internet use. The eight factors at the beginning of this article can help answer this question. But ultimately the answer may be purely subjective - purely in the eyes of the user. 

Another important aspect of self-actualization is the development of one's spirituality. This raises a fascinating question. Are people discovering their spiritual life in cyberspace? At first glance, this may seem an absurd idea. But for some users cyberspace does pose some mysteries about the nature of consciousness, reality, and self. As I move through cyberspace, where is my mind? Where am "I"? Am I really just in my body, or is the essence of me somewhere out there mingling with the consciousness of others, merging with that larger consciousness that is the internet. Is this consciousness less real than what I experience in real life - or more so? If you experience the internet as the evolution of a world-mind and world-self into a universal Whole, then you are part of that Whole. You have succeeded in transcending your small, encapsulated identity in order to participate in something much larger than the self. Consciously, or even unconsciously, some people sense "God" out there in the vast ocean of ideas and encounters that is cyberspace. What could be more captivating and "addictive" than the search for God? No doubt, the quest to achieve self transcendence via the internet can be a pathological defense against all sorts of personal conflicts and anxieties. In some cases, however, the yearning to immerse oneself in cyberspace could be genuinely spiritual. 


The Integration Principle 

The distinction between healthy and excessive internet use is illusive - as is defining any type of "addiction." If a person is captivated by some activity, feels devoted to it, would like to spend as much time as possible pursuing it - this could be an outlet for learning, creativity, and self-expression. Was Einstein addicted to physics, or Picasso to painting? Even in some excessive, unhealthy preoccupations you can find these positive features embedded within the problem. In truly pathological addictions, the scale has tipped. The bad outweighs the good, resulting in serious disturbances in one's ability to function in life and subjective feelings of distress. The needs that lead a person to fulfilling relationships, work, and sense of self are being frustrated, side-tracked, or superficially satisfied. In a truly pathological addiction, the person's world shrinks to the addictive activity. Rather than moving towards higher levels of integration and completeness - as in self-actualization - the person's life becomes narrow, rigid, isolated. Perhaps the best single method for identifying healthy and pathological internet use involves the last of the eight criteria, what I will call the "integration principle:" 

Internet use becomes pathological when it is dissociated from in-person life. It becomes healthy when it is integrated with in-person living. 


People become pathologically involved in the internet when they have dissociated it from their in-person life. Their cyberspace activity becomes an isolated world unto itself. They don't talk about it with friends and family. It becomes a walled-off substitute or escape from their life rather than a supplement to it. Cyberspace becomes a dissociated part of their own mind, a sealed-off intrapsychic zone where conscious and unconscious needs are acted out, but never fully understood or satisfied. Reality testing is lost. Alleviating this dissociation is an implicit or explicit component of many of the techniques for helping people excessively preoccupied with the internet. 

In healthy internet use people integrate in-person and cyberspace living. They talk about their online activities and companions with family and friends. They bring their real identity, interests, and skills into their online life. They call on the phone or meet in-person the people they know online. The integration also occurs from the opposite direction. They communicate with people from their in-person life via e-mail or chat. They explore cyberspace with those people. In the ideal scenario, cyberspace and in-person activities overlap and enrich each other. The "thing" that could have eaten up their lives - without their really understanding how or why - instead expands and enhances their lives. They learn the value of cyberspace living, but also use that lesson to appreciate even more the vitality of their in-person lives

Cold Turkey

Messages from an Ex-Palace "Addict"


Many Palace members talk and joke about being "addicted." A few members take the issue seriously and decide that it's time to "quit the habit." Below are the e-mails I received from one such person.



Hi John! 

I thought I'd drop you a note saying "Thank you." I've been on the Palace ever since I entered college back in September, and I found that it was slowly but surely sucking away my time and social life (small as it was). Even though my grades were fine (Dean's List), I had a feeling it was effecting my ... studies as well. I had become addicted, and I had even tried to stop once or twice, but got back on after a few hours of my supposed permanent exit. 

Anyway, I quit for *good* a week or so ago. The god at the Palace I hung out at offered to wiz me -- meaning MORE time had to be spent along with the greater responsibility. The same evening, I found your page and read your entire study, and was in a state of shock, since I realized that there WAS something wrong with me. 

In any case, around 2:00 AM, I transferred my registration code to a deserving guest, and asked the wiz to banish me. I made a nice little dramatic exit, and wiped that sucker clean off my hard drive. (Interestingly enough, I found that rollerblading is an adequate alternative for Palace, so whenever I get the urge to Palace, I just hit the streets instead). Amazingly, two other of my fellow Palatians followed suit within the next few days, transferring their registration codes to random guests and nuking their copies. One of them even called me up over the phone to say good-bye and good luck (the first actual vocal contact I've ever experienced with another net-dweller). 

In any case, I think I might still be veg'ging out in the Palace were it not for your study. Thanks -- you've opened my eyes, and helped me reclaim a good chunk of my life. Now if you'll excuse me, I'm going to go rollerblading. ; ) 

- ex-Palace Member 


After receiving this message, I wanted to let this ex-Palatian know that I appreciated his contacting me and being honest about his Palace experience. I also wanted to ask his permission to quote his message on this site, and to find out more about his decision to quit. In particular, I was curious about what he read in my articles that prompted him to go "cold turkey."



Well, just the title alone ("Life" at the Palace) kinda freaked me out -- I realized that I WAS spending my entire life on the damn thing. I also realized that there was basically nothing new or exciting every time I logged on. It was kinda like Seinfeld, a show about 'nothing' (heh). 

I studied Maslow's self-actualization beforehand, and found that your section called "Is This the Real Me?" I started to wonder if I could cultivate my true self by sitting on my rump interfacing with avatars. 

Also contributing to my decision was the "But is it an Addiction?" section. Palace disrupted my life when I could be doing other, more fun things (AKA being a typical college doofus and going out and partying, yadda yadda yadda). I also write professionally for a magazine, and felt that my work was being affected. 

I also had been promising myself to cut down for a long time. My social life was never that great to begin with (I'm a loner, basically), so I suppose that Palace gave some of the social aspects that I was missing in 'real' life. BTW: I am not fat, butt-ugly, or a social outcast. (I don't think I am, anyway :) 

One more interesting thing: Around 2 hours before my final log-off, I got my first PHONE CALL from a fellow Palace-dweller ... who just called me up to say hello. We chatted for a long while, and I realized that this was a real person who I was talking to, not a graphical avatar. I also saw how much easier it was to just communicate with someone without a keyboard, and then it just hit me: I was making relationships and being social by typing words to little colored smiley-faces on a cold computer monitor. I also realized that over fifty percent of communication comes from non-verbal cues (this statistic may be off, I dunno), so there was something wrong here. 

In any case, I've gotten a bunch of E-Mails from people just begging me to come back, and I have to turn them down. If you want a view from the inside, go to [Palace site] and ask about me... 

Take it easy, and thanks for putting up with my rambling -- 


In a later message, he offered to send me a transcript of his very last session at Palace. He also offered an interesting observation about how he was reacting to having quit cold turkey.



Here's the edited transcript of my last session. Boring stuff has been edited out. I suppose it's a tad on the dramatic side, but I like to go out with a bang. Heh. 

Krel: Okay, anyway, this is Krel, and Krel is signing off
zig: what happend Krel
Krel: Krel is signing off for the rest of his life, since Palace is an Evil Addiction and I have to stop it
Krel: It's just taking too much control of me life
zig: no dont do it
Krel: YES
zig: please
Krel: MUST DO IT
zig: TR 
zig: is that really Krel
Krel: Yes it is me
Krel: And TR is gonna get Kevorkian on my ass
TR: yeah it is him
zig: and if so why is he threatenin to leave palace
TR: i dont know
zig: whats goin on
Krel: This is it... my Palace Hari-Kari
zig: oh my god
zig: i cant watch
TR: krel. i cant ban you from ign though
Krel: Say goodnight, Gracie...
zig: please krel
zig: as annoing and biased as you are your part of the family
Krel: Ba-ha-ha
Krel: Anyway, TR... do your duties
Krel: finish it now
TR: krel you sure its you
Krel: YES
Krel: God dang it
Krel: Daisy... daisy... give me your answer true (2001 reference)
zig: how could you want to leave palace for all eternity
TR: you wont be able to get back on
Krel: Yes... I understand that
zig: dont do it id
zig: DONT 
Krel: Let's countdown to extinction, baby!
zig: HES DRUNK NOW
zig: HES ON DRUGS
Krel: when I reach one... finish it!
Krel: 10.
TR: and of course trunks is goiing to be awefully disappointed in you
Krel: 9.
Krel: We'll stay in touch through email.
zig: HE CANT BE IN HIS RIGHT MIND
Krel: 8
zig: OH MY GOD
Guest 824: hehe
Krel: Save this log file if you wish...
Krel: 7
Krel: 6
zig: say it again krel
Krel: 5
zig: i just started my log
zig: say it one more time
Krel: 4
zig: what are you doin
Guest 824: hehe
Krel: 3
zig: krel
zig: please
Krel: 2 
zig: please
zig: please
Krel: 1
zig: KREL
zig: no
Krel: !END IT NOW
Krel: !NOW TR
Krel: !DO IT NOW
No Connection
No Connection
You have been terminated



The page [this web page] looks nice! Hope I can help some other addicts to quit. 

One more interesting thing: during the five or six days after I quit Cold Turkey, I experienced extremely vivid nightmares (I very infrequently remember my dreams). I don't know if it was due to lack of Palace or not, but they've managed to go away. Bizarre... 

Internet Addiction Questionnaire


The following is a message that was posted to the Psychology of the Internet mailing list in July 1996. It's a good example of the early attempts to itemize the various cognitive, affective, and behavioral components of excessive internet use. Any psychological questionnaire reflects the theoretical background, culture, and personality dynamics of the people who create it. 


Hi!! 

We're some curious students from Giessen/Germany. We are studying psychology, and we are interested in the way you use the internet, this new media. Therefor we've developed a questionnaire, which, we hope, will help us to get some informations about it. This questionnaire will also appear in some german news groups, to enable a comparison between german and american net behaviour ( if we can manage it, we will publish our results in the same place , later this year). So, if you want to answer some questions, start right here! 

You don't have to think about it too hard or too long, there are (of course) no correct or incorrect answers, and the best of all are those, who come spontaneously. That's for now; if you got any questions, mail us: 

Christina M. Kappeller@psychol.uni-giessen.de or Marco Thomas@psychol.uni-giessen.de 

And for now have some fun with our weird questions. 

age:
sex: m f
personal status:
occupation:
student: yes: no:
if yes, what are you studying? 

------------- 

I'm using the internet since............years 

1. How many hours do you spend for surfing in one week?________ 

2. Do you pay attention to advantageous times (in regard of the tariff), when you are using the net? [...]yes [...]no 

3. How long does the account exist, which you are using? [...]yes [...]no 

4. Did you increase the time you spend in the internet, since the time you started to now? [...]yes [...]no 

5. Which sectors of the net do you make use of?
[...]Newsgroups [...]IRC [...]Chat [...]email [...]information-seeking 

6. Are you member of a mailing list? [...]yes [...]no 

7. Do you use internet for professional matter also? [...]yes [...]no 

8. I often spend more time in internet as I actual want. [...]yes [...]no 

9. The internet offers me the possibolity to get information from all over the world in an easy and fast way. [...]yes [...]no 

10. Sometimes I'surfing in the net althoug there are more important things to manage. [...]yes [...]no 

11. When I left the net after a few hours I want to go back surfing after a real short time. [...]yes [...]no 

12. I like communication via internet, because you are allways confrontrate with a large number of various opinions. [...]yes [...]no 

13. I've got backaches and similar aches because of too much time sitting in front of the computer. [...]yes [...]no 

14. I canceled/postponed a date because I wanted to spend more time in the net. [...]yes [...]no 

15. Most of the time, I'm using the internet for scintific business. [...]yes [...]no 

16. Often, friends, my partner or my family become angry about too much surfing. [...]yes [...]no 

17. Internet is a giant funfair with thousands of possibilities, which have to be used. [...]yes [...]no 

18. With surfing, I can forget my daily problems. [...]yes [...]no 

19. Sometimes I tried to reduce the time I spend for surfing. [...]yes [...]no 

If yes: --because of my telephone bill [..]yes [..]no
--in order to prevent burning eyes [..]yes [..]no 

20. I've met interesting people throug surfing. [...]yes [...]no 

21. You are in totally different world, when you are in the net, which leads you away from the daily round. [...]yes [...]no 

22. The internet offers you a huge quantity of information, but you just can't use it in an positiv way because of ist chaotic structur. [...]yes [...]no 

Internet Addiction
In this Interview with Morris Jones of Internet Australasia magazine, I respond to his questions about my article on Computer and Cyberspace Addictions.
* You write in your article on Computer and Cyberspace Addiction that the two are quite distinct. What makes Internet addiction unique? Are there sub-categories within it? 

I think all cyberspace "addictions" can be separated into two very general categories: social and non-social types.Some people may be very preoccupied with their computers but have little interest in using it l to communicate and socialize with others. These people may use their computers, as well as the internet, to play solitary games, work, collect information, or explore. In other words, they may be game, information, or adventure junkies - or simply workaholics - but they aren't not necessarily using cyberspace to make interpersonal connections. 

My guess is that most internet addictions are the social type. People get hooked on chat environments, MOOS, and mailing lists. They may have extensive email relationships. They are looking for SOCIAL stimulation. The needs underlying this social internet addiction are interpersonal: to be recognized, to belong, to be powerful, to be loved, etc. In contrast people addicted only to their computer often avoid the interpersonal "chaos" of chat rooms and the like. For them, the need for control and predictability may be dominant. 

But at the deepest level, the psychological problems underlying ALL types of addictions have their origin in emotional conflicts, trauma, and/or deprivation. As a psychoanalytically trained psychologist, I tend to think that almost all addictions can be traced to difficulties in relationships during childhood. In the non-social type of cyberspace addiction, the interpersonal needs are probably more deeply buried. 


* You also mention the distinction between enthusiasm and preoccupation. How can you measure this with the Internet? 
This is semantics, and essentially boils down to the definition of an "addiction" or a "compulsion." When is a behavior healthy and when is it pathological. There's no quick and simple answer to this question. When a behavior "significantly" interferes with your functioning, then it is considered pathological. But what's "significantly?" In articles I and others have written, a variety of criteria have been proposed for defining the extent to which the addiction interferes with a person's relationships, work, and ability to live a healthful, fulfilling life. But there is no black and white in diagnosing behavioral problems - just many shades of gray. One person's "pathological" addiction is another's passion for living. Was Mozart "addicted" to music? Or Einstein to physics? 

Almost all journalists who contact me want to know about internet addiction. Does this reflect our culture's enthusiasm for or preoccupation with the idea of an "internet addiction?" Are we addicted to the concept of addiction? I really do believe that focusing too much on the idea of an "internet addiction" can result in oversimplifications and launch us straight down a dead end. Spending a lot of time in cyberspace is a behavior, one facet of a person's life, and needs to understood within the entire landscape of an individual's psyche and lifestyle. I cannot emphasize this point enough. 


* To what extent does Internet addiction relate to the broader scope of pathological addictions such as gambling, sex, etc.? 
I think there are a core set of psychological issues that underlie all "psychological" addictions. Probably the most common and basic problem is a deficit in one's sense of self - a "hole" or "void" in one's identity, self-esteem, or self-worth that needs to be "filled". Then, on top of that core deficit, there may be another layer of psychological issues that is unique to that particular addiction. Drug addictions may be unique unto themselves since there is a distinct biochemical component to the problem. "Social" internet addictions may be unique because the internet allows people to interact in ways that are very different than face-to-face encounters. 

Various people have mentioned DSM 4 and its lack of a definition. Do you think it is appropriate to put a definition for Internet addiction into the next revision? 

I'm not sure there's much to be gained by creating an "internet addiction" category. I think it's biggest effect would be on the political level in that it would become an "official" disorder and therefore legitimate for treatment within the mental health system. Maybe that would be a good thing, I'm not sure. For the clinician working with the person, the label might not make much of a difference. The addictive behavior still needs to be understood and treated within the context of the person's whole life. 


* You have explained that there are no precise diagnostic criteria yet for Internet addiction. Apart from the generic examples of addiction that you cite, are there any other points that could be singled out as applying to the Internet? 
I think the signs of an internet addiction have been clearly outlined in the work of such people as Kimberly Young and Ivan Goldberg. But as I mention in the articles on my web site, even when research delineates a clear collection of symptoms that seem to constitute a "disorder," it doesn't necessarily mean that you have a valid diagnostic category. The "validity" of a diagnostic category means that the category correlates with something meaningful. Do the people who meet the criteria for an "internet addiction" have similar personality features, or similar elements in their history, or similar prognoses, or respond similarly to the same treatment, or even similar physiological make-ups? If the answer to these questions and others like them is "no," then you have a label, a category, but it relates to nothing. 

Let me give you a somewhat silly example, but I think it will help clarify what I'm trying to say about this important but very technical issue about what constitutes a genuine "disorder." If I claim that I have a new diagnostic category which I call "Bliknot" and the criteria are people who are (1) tall, (2) wear gray pants, (3) like baseball, and (4) refuse to eat spinach..... I certainly will find people who fit this rather unusual collection of criteria. But whether these people have anything else meaningful in common, or whether there is truly a distinct underlying cause or process or disease condition resulting in "Bliknot," is still an open question. 

MUCH research is needed to establish a diagnostic category as reliable and valid. The concept of an internet addiction is new, so there hasn't been enough time yet to do this research. Until then, it's unlikely the DSM will be modified to include a category such as this. Internet addiction might be listed as yet another form of addictive BEHAVIOR, or as yet another type of compulsion, but this is not the same as saying it is a reliable, valid diagnostic category. 


* What advice would you offer a potential addict? 
Set a realistic limit on the amount of time you are comfortable spending at the computer. Listen to the feedback of the significant people in your life. Ask yourself if your life is being enriched or depleted as a result of your time spent in the computer world. Realize that we can all go over board in a new and exciting activity but most of the time we are able to examine it's impact on our life and cut back on it if it's causing us problems. 

Here's a simple exercise I suggest to people who worry about whether they are "addicted" to cyberspace and spend too much time there. Take a week off. Just one week without turning on the computer.... and see what happens. Notice when and how the urge to fire up the machine hits you. Notice how you feel when you don't give in to that urge. Notice what you do with the time and energy that you would have otherwise given to cyberspace. This exercise can help people understand the underlying needs and feelings that fuel the potential "addiction." 

If you see that your time in cyberspace is causing you problems and yet you can't seem to make a change, then you may need to seek some counseling. The three forms of treatment that are useful for any type of addiction are: (1) behavioral approaches designed to modify the addictive behavior, (2) self-help groups, (3) good old-fashioned, insight-oriented "psychotherapy." My bet is the most powerful treatment would involve combinations of the above, perhaps all three. 


* Is the problem getting worse? 

More and more people are getting involved in the internet, so more people will likely become "addicted." But part of the apocalyptic concern about internet addiction is a cultural perception. It's the new "disease" of the week. After all, very few people are leaping out of their seats with worry about video games addiction anymore. I wonder if there was a lot of concern about "telephone addiction" when the telephone was first introduced. 


* What do you think of the research of Ivan Goldberg and Kimberly Young? 
Although I'm still not convinced that the "internet addiction" is a reliable, valid diagnostic category, there's no doubt in my mind that it is new behavioral phenomenon that deserves to be studied and understood. Goldberg and Young are two of the pioneers in this field, and I respect and admire their efforts.



Internet Addiction Support Group
Is There Truth in Jest?


The following is a message by Ivan Goldberg, M.D. that was posted to the Psychology of the Internet mailing list in July 1996. Goldberg's criteria for internet "addiction" are remarkably similar to those of other researchers and clinicians who are studying this phenomenon. However, Goldberg intended the message as a joke, as evident, very subtly, by the word "humor" in the url of his web page that contains a similar text (www.cog.brown.edu/brochure/people/duchon/humor/internet.addiction.html). Joking about being "addicted" is commonplace among avid internet users. Are those jokes just a self-conscious poking fun at one's personal passion, perhaps even a positive indication of self-awareness? Or could it be, in some cases, a sign of minimizing one's problems, even a version of the denial that is so common among many types of addictions? The idea of an internet support group for internet addicts indeed seems ironic. It would be like holding A.A. meetings in bar, or Gambler's Anonymous meetings in a casino. And yet, reaching out through the internet to those who are problematically involved in cyberspace could be a viable strategy. It might be a first step towards helping them reduce internet use. The history of psychotherapy is filled with seemingly paradoxical yet viable approaches, such as flooding, implosion, and strategic therapy. As silly as it seems, might an online internet support group also work? 


Goldberg's message.... 

Here is the message I posted on the Internet to announce the formation of the Internet Addiction Support Group. I would now change the name of the disorder to "Pathological Computer Use" and the criteria to: 

The use of Computers takes up so much time as to cause: (A and/or B) 

A. Discomfort 

B. Decreased occupational, academic, social, work-related, family-related, financial, psychological, or physiological functioning. 

------------------

As the incidence and prevalence of Internet Addiction Disorder (IAD) has been increasing exponentially, a support group, The Internet Addiction Support Group (IASG) has been established. Below are the official criteria for the diagnosis of IAD and subscription information for the IASG. 

Internet Addiction Disorder (IAD) - Diagnostic Criteria 

SEE revised criteria above!!

A maladaptive pattern of Internet use, leading to clinically significant impairment or distress as manifested by three (or more) of the following, occurring at any time in the same 12-month period: 

(I) tolerance, as defined by either of the following: 

(A) A need for markedly increased amounts of time on Internet to achieve satisfaction 

(B) markedly diminished effect with continued use of the same amount of time on Internet 

(II) withdrawal, as manifested by either of the following 

(A) the characteristic withdrawal syndrome 

(1) Cessation of (or reduction) in Internet use that has been heavy and prolonged. 

(2) Two (or more) of the following, developing within several days to a month after Criterion 1: 

(a) psychomotor agitation
(b) anxiety
(c) obsessive thinking about what is happening on Internet
(d) fantasies or dreams about Internet
(e) voluntary or involuntary typing movements of the fingers 

(3) The symptoms in Criterion 2 cause distress or impairment in social, occupational or another important area of functioning 

(B) Use of Internet or a similar on-line service is engaged in to relieve or avoid withdrawal symptoms 

(III) Internet is often accessed more often or for longer periods of time than was intended 

(IV) There is a persistent desire or unsuccessful efforts to cut down or control Internet use 

(V) A great deal of time is spent in activities related to Internet use (e.g., buying Internet books, trying out new WWW browsers, researching Internet vendors, organizing files of downloaded materials.) 

(VI) Important social, occupational, or recreational activities are given up or reduced because of Internet use. 

(VII) Internet use is continued despite knowledge of having a persistent or recurrent physical, social, occupational, or psychological problem that is likely to have been caused or exacerbated by Internet use (sleep deprivation, marital difficulties, lateness for early morning appointments, neglect of occupational duties, or feelings of abandonment in significant others) 


Subscribe to the Internet Addiction Support Group by e-mail: 

Address: listserv@netcom.com
Subject: (leave blank)
Message: Subscribe i-a-s-g


Cyberspace Romances
PRIVATE
In this Interview with Jean-Francois Perreault of Branchez-vous!
I talk about romances on the internet.



* What factors lead someone to a cyber-romance?
Is it the exotic quality of it? 

The "exotic" quality of a cyber-romances might be one factor that attracts some people. Using computers is a relatively new way to have an intimate relationship with someone. Because it occurs through this seemingly powerful and mysterious thing call the "internet" or "cyberspace", it may feel exciting to some people. The lover's presence enters your home (or office) without the person physically being there, which feels very magical. On a more down-to-earth level, people are drawn to cyber-romances for the same reasons they are drawn to "face-to-face" romances - either they don't have a "real-life" love relationship, or there is something missing in their "real-life" love relationship. On the internet, they may indeed find what they are missing. Or, because of the partial anonymity of cyberspace, which allows lots of room for fantasy and imagination, they may THINK they have found what they are missing. 


* When the feelings are mutual, is the cyber-romance a true relationship? What about when they actually meet each other? 
Cyber-romances can indeed be "true" (genuine) relationships. A great deal of intimacy is possible simply by communicating with someone through typed text. Some people believe that they are more directly encountering the mind, heart, and even soul of the other person when they are not being distracted or mislead by the physical appearance of the person, as in "real life." Of course, there is also much to be learned about someone by being with them physically. Physical presence is an important dimension of communication and intimacy. This is why most people who fall in love on the internet eventually feel that they MUST meet the person. Physical contact is a basic human need, a basic element of human intimacy. You can't hold your lover in cyberspace. 


* As relationships with strangers increase because of the internet, do you think that Platonic loves are going to increase? 
I'm not entirely sure what a "Platonic" love is. If it means "friendship" as compared to a romantic/sexual relationship, then I'd say yes. I guess that in a Platonic love you are attracted primarily to someone's MIND. In cyberspace, most of the time all you really experience is the other person's mind, and not their physical qualities. So perhaps Platonic loves are more likely to occur. 


* What are the psychological dangers or side effects of a cyber-romance? Is there a dependency on it, or a loss of a sense of reality, or a loss of connection with people in real life? Or is there no danger because it's simply a new way to interact with people? 
My guess is that in a "true" romance on the internet, the couple eventually will want to meet each other face-to-face. They may HAVE to meet each other for the relationship to fully develop and to be fully satisfying. For these people, the internet simply was a way to meet each other. I say "simply" but this feature of the internet shouldn't be underestimated. It is a POWERFUL way for people with compatible interests and personalities to find each other. 

There are some people who may NOT want to meet the lover face-to-face. My guess is that these people prefer living with the fantasy that they have created (consciously or unconsciously) about the cyber-lover. The couple may be collaborating in the creation of a mutually satisfying fantasy that portrays themselves in ways very different from how they truly are in reality. They may not want to meet each other face-to-face because the fantasy might be destroyed by the hard facts of reality. Who can say whether this is "wrong" or "dangerous?" Many people allow themselves the luxury of fantasy - either through books, or TV, or movies. And most people don't confuse this fantasy with reality. A cyber-lover is just another type of "escape fantasy" - only it's much more interactive, and therefore much more exciting, than the more usual methods. 


* What changes do you predict in cyberspace relationships in the next century? 
I think the internet is having a major impact on how people will relate to each other. As I see it, cyberspace relationships will evolve in two distinct directions. The first will be more sophisticated imitations of "real-life" interactions involving video and audio technology. Through the computer, you will see and hear the other person almost as if they are in the room with you. In the second, and more fascinating scenario, people will interact with each other in more sophisticated imaginary worlds and with imaginary identities. Think of the "holodecks" of Star Trek and you will see where this direction might take us. We might think of these alternative styles of interacting with others as entertainment - but using "fantasy" to discover new dimensions of ourselves and how we relate to others can be very powerful. So it may be much more than just a game

Internet o el síndrome del mongolismo virtual
Artículo de David Gutiérrez Fuentes publicado en El Búho, suplemento cultural del periódico mexicano Excélsior.
Cuando uno se va a la cama, 
sólo puede llevarse dos cosas,
una persona o un libro. No un ordenador.
Ray Bradbury
El mar y sus metáforas
Arthur Gordon Pym era un aventurero que sorteaba toda clase de peligros en sus travesías marítimas. Este personaje de la novela de Poe se hacía a la mar en barcos que nada tienen que ver con los modernos titanes de hierro que hoy surcan los oceános. Él era un navegante en toda la extensión de la palabra. En la actualidad, y gracias a la proliferación de internet, los navegantes son precisamente la antítesis del aventurero. Navegar en nuestros días supone estar frente a un monitor, comodinamente echados sobre una silla. Los marineros de hoy se olvidan de que fuera del estudio donde se masturban con su computadora, hay un mundo real, hay mares, hay mujeres, hay viento, hay danza, hay libros.

Las metáforas entre el mar y la cibernética no son del todo desafortunadas. Carlos Fuentes se niega a escribir con algo diferente a la pluma. La razón la explica con una expresión norteamericana muy atinada: perro viejo no aprende trucos nuevos. Para Fuentes la lectura la seguiremos practicando como lo ha venido haciendo la humanidad desde la invención de la imprenta: «Para mí, el libro es un ser de carne y hueso; lo demás son revistas ilustradas, son Playboy. Además, si tengo un libro precioso para sentarme en una playa a leerlo, para qué arrastrar una computadora conmigo como si fuera yo un caracol... Un libro tiene alas y no sé si el internet las tenga, francamente.»

Conceptos y parques de diversiones
Internet es un fenómeno mundial que está causando una serie de opiniones muy controvertidas y a veces encontradas. Yo me considero un usuario de más de medio tiempo en la red. De ahí bajo información, ahí leo artículos de diarios hispánicos y revistas norteamericanas y ahí desarrollo un trabajo comercial que complementa mis ingresos. Es decir, utilizo el medio porque me es, válgaseme la redundancia, útil. Sin embargo, también advierto sus riesgos, sus trampas, sus vicios. Pero, a fin de cuentas ¿qué es internet?

Cada quien habla como le va en la feria, es la sabia y concisa letanía que suelo repetir a los amantes del concepto. El mundo es tan cursi, que un anticuerpo que ha generado para menguar ese defecto, lo podemos encontrar en el rechazo de los investigadores sociales a definir categóricamente fenómenos reciente auge. Se pueden hacer proposiciones teóricas como las que formularon Víctor Flores Olea y Rosa Elena Gaspar de Alba en un interesante libro que por cierto reseñé aquí editado por Océano con el nombre de Internet y la revolución cibernética, pero definiciones tajantes y categóricas sobre un medio que efectivamente está revolucionando las comunicaciones y nuestra apreciación del mundo, mantendrán por fortuna un amplio margen de error. Los jubilosos usuarios o teóricos de la red que se inclinan a definir conceptualmente este fenómeno mundial, no son más que unos cursis sin remedio y las más pleclaras víctimas de un proceso encasillador que en lugar de iluminar, oscurece. 

También sucede lo contrario: quienes se vuelcan a la red sin tratar de comprenderla, sucumben a un infierno de apariencia seductora donde el plato fuerte está constituido por una multiplicidad de imágenes que en su conjunto y por la lógica con la que se despliegan y vinculan, ha formado ya otro mundo paralelo, ese sí, más cercano a la Aldea Global. Aunque por su grotecidad y el frenesí con el que se vuelcan a él muchos de sus visitantes, tiene más parecido con un insulso parque de diversiones. Virtualandia me parece que podría ser el nombre más apropiado para esta quimera de la comunicación finisecular.

Narices virtuales
Numerosos estudios de todos los signos empiezan a demostrar que los internautas (so pena de desatar la ira de Poseidón, prefiero por hoy llamarlos así) inmersos en la red sin equipo salvavidas ni conocimentos de natación, son proclives a construir castillos (qué castillos, ¡fortalezas!) en el flatulento aire virtual. En Estados Unidos, monopolio en la manufactura de ñoños seriales, existen psiquiatras que tratan la «ciberadicción». Se extienden por ese país grupos de internautas adictos conformados en asociaciones para hablar de sus tragedias, del vicio que les ocasiona baja productividad e incluso despido de sus empleos. Los ciberadictos anonónimos, grotescos paradigmas de un medio que está en pañales, se reunen en diferentes casas a tomar café con galletitas y rumiar ante sus congéneres las múltiples personalidades que adoptan al ingresar en los chats, lugares en los que es factible la comunicación a través del teclado, (aunque ya se usan cámaras y micrófonos), entre dos o hasta veinticinco personas. 

El internauta promedio todavía distingue las fronteras, pero la mayoría padece de una miopía que en lugar de ceder, se agudiza con las antiparras holográficas que empiezan a pulular. Para ejemplificar lo expuesto me remito a las palabras de Michael Dertouzos, miembro del Massachusetts Institute of Technology y abanderado incondicional de la dimensión virtual: «Estamos a punto de desarrollar un modelo de gafas mágicas. El problema reside en qué es lo que la gente hará con ellas. Las gafas se podrán conectar a un ordenador, y entonces yo podría enviar a un correo electrónico lo que he visto a través de las propias gafas mágicas mientras me lanzo al vacío, por ejemplo. Así, si usted se pone sus gafas, podrá tener la experiencia de lo que es lanzarse al vacío.»

Algunos pensadores contemporáneos advierten que la expansión de Virtualandia es imparable. Dicho crecimiento mina, las más de las veces, los cimientos de la realidad, terreno apto sobre el que suelen erigirse las robustas, y, parodójicamente, etéreas, metrópolis de la red. 

Para quienes piensan que exagero, les regalo otra probadita de este sui géneris yupie de la computación: «También estamos experimentando con narices». En efecto, leyó usted bien, ¡narices virtuales! «Dentro de unos cinco a diez años se podrá ver a un robot entrando en una mina para olfatearla y comprobar si hay gases tóxicos. Luego se podrá conectar a Internet y usted tendría la posibilidad de oler, digamos, a su perro.»

Oasis en Virtualandia
Tras el entusiasmo acrítico de los apologistas de la red, podemos encontrar gente que se preocupa por el fenómeno sin maniqueismo, advirtiendo sus peligros o potencialidades. En México, los citados Víctor Flores Olea y Rosa Elena Gaspar de Alba, recopilan ejemplos de usos inteligentes del medio que hoy nos ocupa: desde experiencias que han revalorado movimientos sociales (como el de los indígenas en Chiapas) hasta exposiciones fotográficas que en internet han encontrado un vehículo de difusión enriquecedor y han tomado derroteros inimaginables.

Tampoco se necesita ser un erudito de las ciencias sociales para descubrir proyectos o modelos interesantes en la red. Un buen modem, sentido común (ahí pueden empezar los problemas) y un genuino interés por algún aspecto de nuestra cultura (ahí se pueden complicar los problemas) conducirán al internauta a buenos puertos. En España, José Antonio Millán dirige el Centro Virtual Cervantes (http://cvc.cervantes.es) página dedicada al estudio y la difusión del autor del Quijote, centro de reunión que contiene una base de datos de los escritores hispano hablantes y punto de partida que establece vínculos con otras páginas que se ocupan del estudio del idioma español y sus escritores a lo largo de los siglos.

Pero si hablé de apologistas y críticos imparciales de internet, me gustaría también hablar de los escépticos. Es decir, quiero retomar la mística de algunos intelectuales que ven con justa desconfianza el veloz trabajo constructor (o destructor, todo depende de la cuenta que usemos al mirar) de los obreros y arquitectos de Virtualandia, esa dimensión paralela que lenta y silenciosamente se ha colado en nuestras vidas.

Hay que saber nadar para meterse al mar
Me vino a la mente una charla muy emotiva que tuve hace tres años con el poeta Roberto Cabral del Hoyo. Entre otras cosas, me recordó una vieja anécdota de la plástica mexicana. El modelo esgrimido por el zacatecano, le sirvió de catapulta para lanzar sus opiniones sobre la moda de los poetas que se aventuran en el verso libre, sin conocer a los clásicos del Siglo de Oro español, y, en consecuencia, sin participar de los inexplicables misterios y las inexcusables reglas de la métrica. Decía Cabral (tanto los detalles como el contexto ahora no importan tanto), que varias personas le preguntaban a Diego Rivera que por qué pintaba manos toscas, cuadradas y de cuatro dedos (como las de los Picapiedra y Los Simpsons, agrego yo, hijo bien nacido de la televisión). El pintor cara de sapo respondía que lo más difícil de dibujar del cuerpo humano eran las manos. El lo hacía con maestría. Por lo tanto, estaba en su derecho de dibujar manos regordetas. Don Roberto pensaba que muchos autores de verso libre debían seguir el ejemplo de Diego en la poesía. 

Algo parecido le sucede al internauta. Aventurarse en la mamonamente conocida «supercarretera de la información» sin conocer sus riesgos, mejor dicho, sin tener nociones de los múltiples señalamientos que conducen hacia Virtualandia (es decir, rumbo a la estupidez), puede forjar, está forjando ya, una raza de pilotos autistas.

Jean Baudrillard es un intelectual que compromete sus ideas con un esquema de pensamiento que defiende en la práctica, Baudrillard rechaza el uso de la computadora para desarrollar su trabajo y cuando se le invita a dar una conferencia se le ve con malos ojos porque nunca lleva sus textos en disquet. Desde su ignorancia práctica, pero desde su lúcida formación humanista, el pensador francés tiene su propia visión de la red; visión que comparto en el fondo, a pesar de declararme usuario, y a veces compulsivo, de la red. Opina Baudrillard «Internet ofrece una profusión tan enorme de posibles informaciones, que terminamos por evaporarnos dentro de esa nebulosa. Todo se dispersa y se volatiliza. Más que un lugar para la cultura y el saber, se trata de un lugar para desaparecer, para perderse en los excesos, donde nos encontramos ahora sumergidos».

Podrá parecer contradictorio que un usuario de internet como yo se regocije con las palabras drásticas de un intelectual que asume su rechazo activo al uso de la red. En una plática que sostuve con una maestra universitaria de Urguay (vía internet, dicho sea de paso), ésta me manifestó que las posturas de Baudrillard, Fuentes y Ray Braudbery en torno a internet, le parecían conservadoras. He reflexionado mucho está opinión y no la comparto. Me parecen más bien actitudes valientes, e, incluso, con algunos toques de romanticismo arcaico. Tal vez estos intelectuales terminen integrándose al nuevo medio, como lo hizo Chaplin después de varios años de resistencia al cine sonoro, pero tal vez permanezcan sin hacerlo y se vayan a la tumba con una visión del mundo diferente, porque lo que está en juego, finalmente, son los cambios en el proceso de pensamiento que internet trae consigo y cito nuevamente a Baudrillard: «Internet y el ordenador dan lugar a otro lenguaje, a otra forma de funcionar, con sus propias normas. El ordenador hace pensar de otra forma. Por eso lo rechazo. Tengo una resistencia real, intelectual, mental a esa nueva forma de pensar, sin que ello implique ningún juicio de valor.» «El mundo virtual es un mundo sin alteridad. Para formar parte de él, hay que aceptar el código. No hay lugar para la singularidad. En ese mundo, no hay más remedio que ser abierto. Ya no hay alienación.»

«Se podría decir que es un progreso absoluto, pero yo no lo creo. Sin duda, algún día las generaciones culturizadas o inculturizadas por internet y por el mundo virtual ni siquiera sospecharán que existe otro mundo. No les quedará ningún punto de comparación y, por tanto, no habrá ningún conflicto. Habrá un consenso total»

Internáutica moderna: del Argos al Explorer
El Argos desafió los mares con un objetivo preciso: recuperar el vellocino de oro que Hera envió desde el Olimpo para salvar a Frixo de la muerte. Los argonautas, con Jasón a la cabeza, sortearon múltiples peligros pero nunca perdieron de vista su misión. En la mitología contemporánea, la mayoría de los internautas viajan de un lado a otro del mundo sin mover el trasero de su asiento, recorren en prolongados trances hipnóticos la dimensión mediatizada hecha a imagen y semejanza de Bill Gates, masticando insípidas hamburguesas como el gordo de Jurasic Park y sin saber a ciencia cierta qué diablos quieren, quiénes son, para qué navegan. 

Deseo terminar esta exposición con una cínica confesión de parte que demuestra cuán contradictorios somos los humanos: las citas expuestas aquí provienen de un suplemento especial que bajé de la edición digital de El País (http://www.elpais.es), coordinado por Mariló Ruiz de Elvira. «Atrapados en la red» es el título de este excelente trabajo que contiene muchos otros artículos con reflexiones de todas las tesituras sobre un fenómeno que preocupa a todos, y el cual, gústenos o no, es irreversible y tiene una marcada tendencia a convertirse en cotidiano. En otras palabras: ¡Gulp¡
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Resumen

La intensificación del proceso de globalización económica, como resultado de la reciente revolución tecnológica y en particular de la revolución digital, ha profundizado no solo la interdependencia entre los países, sino que ha permitido un mayor flujo de información entre las naciones, haciendo cada vez más posible el acceso al conocimiento por parte de un creciente número de personas en el mundo. Existen sin embargo múltiples obstáculos, relacionados con el monopolio que sobre el conocimiento de vanguardia conservan los países más desarrollados, así como con la débil infraestructura tecnológica y educativa en las naciones más atrasadas. En este contexto, el reto de los países menos avanzados es introducir los correctivos adecuados para lograr una inserción más ventajosa en la actual división internacional del trabajo. 


Introducción

A medida que se profundiza la división internacional del trabajo y se perfeccionan los medios de comunicación, el conocimiento tiende a convertirse en patrimonio universal. Cada vez es más fácil intercambiar, e incluso apropiarse, de la información, pues los controles escapan a la velocidad y libertad conque esta circula, especialmente a través de Internet. En esta nueva situación se globaliza el conocimiento no sólo de las potencias tecnológicamente más desarrolladas, sino también el de aquellos países que participan en determinadas fases del proceso, estableciéndose una especie de interacción y retroalimentación, en la cual, si bien es cierto los países más avanzados siguen controlando el conocimiento de vanguardia, las naciones menos desarrolladas pueden encontrar nichos de ventajas competitivas.

La globalización

Actualmente se ha puesto de moda el tema de la globalización, para la cual existen múltiples definiciones, dependiendo del área del conocimiento desde donde se le enfoque, así como de la posición política e ideológica que se asuma al respecto. En este contexto encontramos interpretaciones que van desde la apología neoliberal de la apertura global, de la cual supuestamente se benefician todos por igual, hasta las más radicales posiciones nacionalistas en contra de dicho proceso. Según el Fondo Monetario Internacional, el proceso de globalización consiste en el "crecimiento de la interdependencia económica de los países del mundo a través de un creciente volumen y variedad de transaciones de bienes y servicios y flujo internacional de capitales a través de las fronteras, y también por medio de una más rápida y amplia difusión de la tecnología" En realidad, la llamada globalización no es otra cosa que la fase más avanzada de la división internacional del trabajo, jalonada por la revolución tecnológica en el campo de la informática, las telecomunicaciones, la biotecnología, la ingeniería genética y la sustitución de materiales, entre otros factores. 
En esta fase la telaraña de relaciones(económicas, culturales, políticas, etc.) internacionales es cada vez más compleja y difícil de explicar desde un solo punto de vista. La especialización geográfica del proceso productivo, en el cual intervienen diferentes países y regiones, hace que se camufle cada vez más el origen real de las mercancías; es como si estas no tuviesen nacionalidad. En estas condiciones, la economia mundial es cada vez menos la suma de economías nacionales aisladas, para convertirse en una economía global e interdependiente, lo cual da la impresión de homogeneidad. Sin embargo, globalización no es sinónimo de equidad, pues no todos los miembros de la comunidad internacional participan en igualdad de condiciones dentro de la nueva división internacional del trabajo. 
Al contrario, tal y como lo muestran las estadísticas, pese a la innegable mejoría en el posicionamiento de un grupo de países en desarrollo en el contexto mundial de la economía, en primer lugar los llamados países de industrialización reciente, la brecha relativa que separa al puñado de potencias dominantes, aglutinadas alrededor del llamado grupo de los siete, del resto de los países del hemisferio, no solo se conserva sino que parece profundizarse, especialmente en aquellas actividades relacionadas con el conocimiento de vanguardia.
Igualmente, al tiempo que la dinámica del comercio mundial, en el marco de impresionantes cambios cualitativos en los sistemas de información y de transporte, rompe fronteras y modifica el concepto tradicional de soberanía nacional, se da la contratendencia a conformar bloques de integración comercial y de mercados únicos, con el fin de buscar mecanismos que les permitan a sus integrantes mejorar las ventajas competitivas en el plano internacional. La globalización tampoco implica la desaparición de las contradicciones entre lo global y lo local, lo que se manifiesta en la tendencia a la fragmentación regional. Cada día aparecen en el mapamundi más países, la mayoría de los cuales, desde el punto de vista poblacional, son pequeñas naciones. 
La mayor interdependencia surgida del actual proceso de globalización, al tiempo que integra cada vez más las economías y los pueblos de todo el mundo, incrementa su vulnerabilidad frente a los cambios que se producen al interior de los principales centros tecnológicos y financieros, incluyendo a los llamados países emergentes del mundo en desarrollo. Un ejemplo de esto es la crisis que viven actualmente los países asiáticos y su repercusión en el resto del planeta.
El proceso de globalización es liderado por las llamadas empresas transnacionales, las cuales concentran el mayor volumen de producción de bienes y servicios, así como los mayores avances en el campo del desarrollo tecnológico a nivel mundial. Se estima que en 1995 las empresas transnacionales generaron un tercio de la producción global industrial, concentraron dos tercios del comercio mundial, de los cuales la mitad estuvo constituido por el comercio intrafirmas, y emplearon al 3% de la mano de obra industrial. Otro aspecto a resaltar es que la mayor parte de este comercio se realiza al interior de la triada conformada por Estados Unidos, la Unión Europea y Japón. 
Pero más que el hecho del incremento de la participación de las empresas transnacionales en la producción, los flujos comerciales y la inversión, lo importante es resaltar el aspecto estructural que acompaña a dicho proeceso. En otras palabras, la importancia que en estos flujos están adquiriendo las denominadas operaciones internas de una red global en expansión: el intercambio de insumos y de bienes tecnológicos (resultados de la investigación y desarrollo) al interior de la empresa transnacional global, la cual se entiende no sólo como una empresa o conjunto de empresas ligadas por un centro de control financiero común, sino también como "una compleja y extendida red de relaciones de competencia y colaboración (alianzas estratégicas) y que progresivamente se van integrando en vastos conglomerados o sistemas complejos de interdependencia en donde las tareas de investigación y desarrollo, las de producción, mercadeo y financiamiento se van compartiendo y configurando entidades económicas y organizacionales de vastas proporciones y de singulares atributos." Esta situación les permite a las empresas transnacionales moldear la división internacional de trabajo, de acuerdo con los intereses estratégicos de las naciones más desarrolladas, de donde provienen. 
En esta nueva etapa de la división transnacional del trabajo, la competitividad de las naciones está cada vez más condicionada a la flexibilidad de sus economías y a su capacidad de reacción frente a los rápidos cambios tecnológios, determinados por las exigencias del también cambiante mercado. En otras palabras, economías primarias monoespecializadas y con escalas de producción orientadas a mercados masivos y homogéneos, tienden a quedarse rezagadas frente a aquellas que son más flexibles y diversificadas, orientadas a mercados especializados o a los llamados "nichos" de mercado, y que, por consiguiente, pueden reaccionar a tiempo frente a situaciones cambiantes e imprevistas. 
Ante su atraso tecnológico relativo, la inserción competitiva de los países en desarrollo en la economía internacional parece estar supeditada inevitablemente a la presencia de las empresas transnacionales en sus economías. La mayor o menor participación de los países menos desarrollados en las redes de producción dirigidas por las empresas trasnacionales, su capacidad de absorción de inversión extranjera, depende, por lo menos, de las siguientes condiciones: a) estabilidad macroeconómica; b) disponibilidad de una infraestructura adecuada; c) suficiente oferta de fuerza de trabajado adecuadamente calificada y relativamente barata, y d) estabilidad política. Estos elementos en su conjunto determinan lo que se ha dado en llamar el nivel de confianza en determinado país. Este esquema de inserción tiende a reforzar aún más al carácter apendicular de nuestras economías, a través de su especialización en las fases finales del proceso productivo y bajo el control tecnológico de las empresas transnacionales. 

El conocimiento
-antecedentes
No hay duda que el conocimiento se ha constituido no solo en fuente de poder sino que, hoy por hoy, es la principal fuerza productiva de las naciones. Todos los cambios importantes en la economía y la sociedad están, de una u otra manera, ligados al desarrollo del conocimiento. Pero no siempre ha sido así. Por mucho tiempo el conocimiento, especialmente el conocimiento científico, estuvo condicionado por el oscurantismo religioso y las ideologías totalitarias, impidiéndole su desarrollo y su proyección social. Aún hoy día, en algunos puntos del planeta, persisten estas barreras al conocimiento.
Un momento histórico en el desarrollo del conocimiento fué el advenimiento del capitalismo en Europa. Con el triunfo de la burguesía, el potencial creativo del conocimiento, reprimido por muchos siglos por la clase feudal y la iglesia, fue liberado, dando como resultado la llamada Revolucíón Industrial, que transformó radicalmente el mapa económico y político del mundo. De acuerdo con Peter Drucker, la Revolución Industrial fue el resultado de la aplicación del conocimiento a las herramientas, los procesos y los productos, en una lapso de cien años (1700-1800). Entre 1750 y 1800, "las patentes que hasta ese entonces habían sido monopolio para enriquecer a los favoritos del rey, empezaron a concederse para fomentar la aplicación de conocimientos a herramientas, productos y procesos y para recompensar a los inventores, siempre que publicaran sus inventos. Esto no sólo abrió un siglo de febril invención mecánica en la Gran Bretaña sino que acabó con el misterio y el secreto de la artesanía". 
Especial importancia en los inicios de la Revolución Industrial tuvo la máquina de vapor. Como anota Lester Thurow : "La máquina de vapor fue el eslabón perdido. Con sus enormes cantidades de equipos de capital sólo podía ser utilizada en una instalación(los talleres textiles) o en operaciones integradas y geográficamente dispersas(los ferrocarriles). Los trenes con locomotoras de vapor hicieron posible la creación de los mercados nacionales y las fábricas con máquinas operadas de vapor permitieron desarrollar compañías de una escala apropiada para servir a esos mercados nacionales. Con la máquina de vapor y las grandes cantidades de equipos que se podían adosar, la producción pudo alcanzar un nivel en el cual llegaron a ser posibles las economías de escala". 
La aplicación del conocimiento a la organización del trabajo, dió como resultado la llamada Revolución de la Productividad. Este proceso se extendió, más o menos, desde 1800 hasta la Segunda Guerra Mundial y uno de sus pioneros fue Frederick W. Taylor. Después de la Segunda Guerra Mundial el conocimiento ha venido aplicándose cada vez más al conocimiento mismo, a lo que Drucker ha dado en llamar la Revolución Administrativa. Según este autor, "el conocimiento se está convirtiendo actualmente en el único factor de la producción, y ha puesto a un lado tanto al capital como al trabajo", concluyendo que aunque es prematuro llamar a la nuestra, "sociedad del conocimiento", pues sólo tenemos una economía del conocimiento, "nuestra sociedad es ciertamente postcapitalista". Discutible o no esta afirmación, lo cierto es que los cambios introducidos en la estructura económica y social de los países más desarrollados, y del mundo en general, bajo la influencia directa del desarrollo del conocimiento, invitan a una reflexión más profunda, lo cual no es posible en los marcos de este ensayo. 

-conocimiento y desarrollo
El conocimiento ha sido la base del desarrollo económico y social. A través de los grandes inventos aplicados al cambio tecnológico el sistema productivo, los hábitos de consumo, las costumbres y, en general, las relaciones de producción, han evolucionado a lo largo de la historia. Gracias al desarrollo tecnológico, el ser humano ha ido adquiriendo un mayor control de la naturaleza y construyendo mejores condiciones vida, aunque esta interacción (individuo-naturaleza) no siempre ha redundado en la plena satisfación de las necesidades de la sociedad en su conjunto. Si bien el desarrollo, en general, tiende a mejorar las condiciones de vida de la población, no todas sus manifestaciones logran este objetivo. La prevalencia de intereses monopólicos sobre el interés común, hace que los frutos del desarrollo no se distribuyan equitativamente entre todos los miembros de la sociedad, entre todas las regiones de un país y entre todos los países. 
A medida que los cambios tecnológicos incrementan incesantemente la productividad de los principales factores de producción, lo cual redunda en un mayor crecimiento de la economía, la brecha social entre ricos y pobres tiende a aumentar en términos relativos. De esta manera, todo el conocimiento acumulado por la humanidad a lo largo de su historia, no ha servido para resolver los problemas de un alto porcentaje de la población del planeta. Se estima que en la actualidad hay por lo menos mil millones de personas en el mundo, que subsisten en condiciones de miseria, mientras que en el otro extremo una cifra similar de personas disfrutan de la abundancia y el bienestar material. 
De igual manera, el consumismo desaforado, desatado por los países tecnológicamente más desarrollados, ha traído como consecuencia la contaminación creciente del medio ambiente, provocando fenómenos planetarios como el recalentamiento del clima y la destrucción de la capa de ozono. La tierra, especialmente las regiones más pobres, tiende a convertirse en un enorme basurero, donde son depositados los desechos de las naciones opulentas. Es tal la capacidad destructiva del conocimiento mal utilizado que en estos momentos, cuando en el mundo millones mueren de hambre y por enfermedades, el arsenal bélico acumulado por las potencias tecnológicamente desarrolladas puede servir para hacer desaparecer nuestro planeta no una, sino varias veces.
De esta manera el conocimiento, de fuerza creadora, puede convertirse, como de hecho ocurre, en medio de destrucción. Esto nos plantea el reto de la búsqueda de nuevos paradigmas socieconómicos, en los cuales el conocimiento efectivamente se ponga al servicio de la sociedad en su conjunto, y no de unos pocos países y personas. Definitivamente, hay que repensar la función social del conocimiento.

-situación actual
En la actualidad, la circulación relativamente libre de información hace posible que muchas personas y países con recursos limitados, puedan acceder al conocimiento, casi al mismo tiempo en que este se produce. Este hecho eleva considerablemente las posibilidaades de los países menos desarrollados para mejorar su capacidad competititva en los mercados internacionales. La socialización creciente del conocimiento se constituye así en uno de los rasgos característicos de la sociedad mundial en la actualidad. Tal vez el principal medio de propagación del conocimiento a escala planetaria, y de lo cual se benefician también las naciones menos desarrolladas, son las empresas transnacionales. Como señala el analista internacional Jorge Castro, "Existe una tendencia estructural a la dispersión geográfica de las actividades de investigación y desarrollo de las empresas transnacionales en el mundo entero. Cada vez más tecnología es generada por la combinación de las capacidades innovativas de las empresas transnacionales con las que existen en el mundo en vía de desarrollo, en la exacta medida en que éste crea las condiciones sistémicas para aprovechar esta inmensa oportunidad histórica, que es el despliegue en escala mundial de la investigación y desarrollo de las empresas mundiales." Este fenómeno es uno de los secretos del éxito de los llamados países de reciente industrialización, ubicados en su gran mayoria en Asia. Otro ejemplo ilustrativo es el caso de la India, donde se produce sotware competitivo.
No obstante, las empresas transnacionales, pese al proceso de globalización , conservan el monopolio del conocimiento de vanguardia, representado en las llamadas tecnologías de punta, pues la mayor inversión en investigación y desarrollo corre por su cuenta, o por cuenta de sus países de origen. 
Lo anterior impone el reto de desarrollar tecnologías apropiadas a las condiciones locales, con miras a potenciar ventajas competitivas, que les permitan a los países en desarrollo insertarse exitosamente en los mercados internacionales, sin tener que convertirse necesariamente en un simple apéndice tecnológico de las empresas transnacionales. Y para lograr este objetivo se requiere un gran esfuerzo en materia de investigación y desarrollo, y mucha creatividad, pues, como señala Lester Thurow, a pesar de que el conocimiento se ha convertido en la única fuente de ventaja competitiva en el largo plazo, este sólo puede ser empleado cuando existen condiciones apropiadas, como la formación de un recurso humano debidamente calificado, con determinadas habilidades para su empleo, aparte de otras condiciones como el desarrollo de la infraestructura, especialmente en el campo de las telecomunicaciones. 

Información y conocimiento.
Existe una estrecha relación entre información y conocimiento. La información es la base del conocimiento, pero este último a su vez es fuente de información. No toda información se convierte automáticamente en conocimiento. Es necesario todo un proceso de análisis para identificar aquellos componentes que realmente nos pueden servir para esclarecer los interrogantes surgidos dentro de determinada área del saber. Es decir, el conocimiento requiere de cierto grado de razonamiento y enjuiciamiento que organiza la información mediante su comparación y clasificación. Para ello es nececesario un ejercicio interactivo sujeto-objeto del conocimiento, en el cual se debe asumir una posición crítica y creativa, con el propósito no solo de apropiarnos de la información disponible, sino, además, y sobre esta base, generar nuevo conocimiento. 
Nos encontramos ante una verdadera revolución en el conocimiento. Se estima que en los últimos treinta años, en los países más desarrollados se ha producido más conocimiento que en los cinco milenios anteriores. En la actualidad cada cinco años se duplica la información disponible y esta franja tiende a acortarse cada vez más. El principal vehículo de propagación momentánea de la información, desafiando las nociones de tiempo y espacio, son las llamadas redes de información internacional, especialmente el Internet. Esta red de redes ofrece posibilidades infinitas de información sobre todos los campos de la actividad humana, permiento su uso con fines educativos, investigativos, militares o comerciales. 
Internet es algo así como una gran autopista de la información interactiva, en la cual podemos navegar indefinidamente, conectarnos a través de los llamados sitios con personas en cualquier parte del mundo, hacer negocios, intercambiar opiniones, conseguir empleo, etc. Pero el Internet es un mundo sin control, en el cual podemos expresar lo que queramos y al mismo tiempo exponernos a la influencia de todo tipo de información. Y es que el Internet, maravilla tecnológica de finales del siglo XX, al igual que otros medios de comunicación como el teléfono, la radio y la televisión, puede contribuir al desarrollo de la humanidad o por el contrario a la proliferación de valores que impiden el avance del conocimiento. Todo depende del uso que le demos. No hay que olvidar que el Internet es ante todo un cibermercado electrónico, en donde el consumismo encuentra su máxima fetichización. Casi todo está al alcance de tu mano. Solo hay que tener capacidad de compra y una tarjeta de crédito.
El crecimiento del Internet ha sido impresionante. De acuerdo con un informe del Departamento de Comercio de Estados Unidos, si la radio debió esperar 38 años para alcanzar 50 millones de oyentes, y la televisión 13 años para lograr el mismo objetivo, la Internet sólo necesitó cuatro años. Se calcula que en los últimos cinco años más del 25% del crecimiento de los Estados Unidos corrió por cuenta de los sectores de informática y comunicaciones. 
Es tal el impacto de la revolución informática que ya se empieza a hablar de una Cibersociedad, dentro de la cual está surgiendo toda una Cibercultura. Y no es para menos, pues aparte de la virtualización de las relaciones entre las personas, se estima que en la primera década del siglo entrante por lo menos el 90% de los negocios se hará a través del Internet. Es decir, nos aproximamos a la era de la Cibereconomía. 
Otro fenómeno informático de actualidad es el surgimiento de la cibereducación. Las redes inteligentes están revolucionando los métodos de educación en todo el mundo. Los conceptos de bibliotéca electrónica, aula inteligente, conferencias interactivas vía internet, correo electrónico, los llamados chats, etc. están cambiando los métodos tradicionales de aprendizaje y socialización del conocimiento. No está lejano el día en que la tradicional clase de tiza y tablero desaparezca por completo, y con ella el profesor sabelotodo. En el futuro la función del profesor se centrará fundamental en la dirección del proceso de aprendizaje, el cual transcurrirá casi en su totalidad por fuera del aula de clase. Incluso las consultas y las evaluaciones podrán hacerse directamente a través del Internet. En estos momentos ya se puede realizar estudios de postgrado via Internet.
Actualmente está en desarrollo el proyecto GLOSAS(Global Sistems Analysis and Simulation) que pretende, a través del sistema de computadores y de técnicas avanzadas de telecomunicaciones, integrar a los expertos e investigadores de muchos países en la búsqueda de nuevas soluciones a los problemas actuales de la humanidad. Dentro de este proyecto está la creación de una Universidad Global Electrónica, concebida como una red educativa a nivel mundial. Su objetivo será no solo el intercambio de conocimientos en el campo de la educación, sino también buscar un mayor acercamiento y comprensión entre todos los pueblos del mundo. Dentro de este mismo proyecto esta contemplada la creación de la Universidad Global Latinoamericana, la cual tendrá como eje de su quehacer colaborar en la reducción del impacto del deterioro ambiental, la destrucción del econsistema y la desaparición de especies en la región. Entre otros propósitos están la internacionalización de oportunidades educativas, el uso de tecnologías educativas avanzadas y el respaldo a la investigación. 
No hay duda de que la revolución informática nos brinda enormes posibilidades de mejorar nuestras ventajas competitivas en el escenario mundial. No obstante, para ello se requiere, aparte de concientizarnos sobre su importancia, inversiones en infraestructura adecuada para tal fin. América Latina hasta ahora está empezando a insertarse en el mundo moderno de las redes de información. Según información reciente "los 4,8 millones de cibernautas que registraba la zona en 1998 han crecido a unos 7,5 millones en 1999, y de acuerdo a las cifras de la firma de estudios Data Corp., estos sumarán 19 millones en el año 2003". En Colombia el número de internautas ha venido incrementándose en forma acelerada en los últimos cinco años y ya se calcula que hay por lo menos 500 mil usuarios conectados a la red, la mayoría de los cuales a través de canales relacionados con Universidades y empresas. 
Pero no todo es color de rosa. La revolución informática hace que cada vez más individuos pierdan su privacidad, pues todo lo concerniente a su personalidad, familia, propiedades, gustos, etc., se convierte en patrimonio de muchas personas. En la era de la informática el individuo tiende a convertirse en un registro más de la gigantesca base de datos, manipulada, tanto por los organismos del Estado, como por innumerables empresas, desde los supermercados hasta las entidades financieras. Es tal el poder de la información que en la actualidad las guerras-comerciales o militares-, se ganan antes de que se den efectivamente sobre el terreno, gracias a la capacidad y a los medios para conocer de antemano la situación del rival. Todos sabemos que en estos momentos con ayuda de satélites, aviones "invisibles", e instrumentos de visión nocturna, no es difícil detectar los movimientos del enemigo, su potencial bélico, e incluso averiguar la situación de las reservas naturales de determinada región o país. El viejo espionaje político y militar cede cada vez más terreno al espionaje del conocimiento, especialmente en el campo de las tecnologías de punta. Este espionaje se ha sofisticado con el uso del Internet, al punto que adolescentes han penetrado los archivos del propio Pentágono, cebrero militar del primer Estado policía del mundo. El ciberespionaje puede paralizar en el futuro empresas, bolsas de valores, bancos de datos e incluso países. A través del ciberespacio y en general, de los medios eléctronicos de procesamiento de información, navegan agazapados los temibles virus, que pueden destruir o alterar información valiosa.
Igualmente, la fiebre del Internet ya está generando problemas de salud pública. Ha surgido la ciberadicción, que como cualquier otra forma de adicción, produce dependencia. Muchas personas están siendo tratadas para curarse del electrónico mal, que no solo arruina su salud sino, incluso, su vida familiar. 

Conclusiones
No hay duda que nos encontramos en una de las fases más apasionantes del desarrollo de la humanidad. El llamado proceso de globalización, jalonado por la vanguardia del conocimiento en todos campos, está modificando profundamente la estructura socioeconómica, política y cultural del mundo, al punto que parecería que estamos entrando en una etapa cualitativamente nueva del desarrollo histórico. No obstante, la persistencia de muchos de los problemas que aquejan a la humanidad desde tiempos inmemoriales, y otros que han surgido precisamente dentro del actual proceso de profundización de la división internacional del trabajo, obligan a reflexionar sobre el particular. 
La globalización de la economía y del conocimiento, gracias a la relativa facilidad de acceso a la información y del perfeccionamiento de los medios de comunicación entre las naciones, abres nuevas perspectivas de inserción competitiva de los países menos desarrollados en el nuevo orden económico internacional. Sin embargo, este proceso sigue siendo comandado por las empresas transnacionales que controlan no sólo la producción, el comercio y la fuentes de financiación, sino los mayores avances en el campo del conocimiento. Esto les permite moldear la divisíón internacional del trabajo de acuerdo a los intereses de los países más desarrollados, reforzando el carácter apendicular de nuestras economías y limitando cada vez más nuestra capacidad de maniobra en el plano internacional.
En estas condiciones, toda posibilidad de participación competitiva de nuestros países en el actual esquema de división internacional del trabajo, está condicionada a la presencia de las empresas transnacionales en nuestras economías. Por eso el gran reto que tenemos para el siglo XXI es encontrar nuevas alternativas de desarrollo, que permitan potenciar ventajas comparativas locales, pero sobre la base del empleo de tecnologías avanzadas, de tal forma que podamos competir en los mercados internacionales. El camino está abierto. Todo depende de nosotros.


